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Abstract—This paper discusses challenges and success factors
for service oriented architecture (SOA) implementation in net-
work centric environment. The authors identify 9 fundamen-
tal challenges for the SOA approach in order to make the
biggest benefit for the NATO NEC (NNEC) and increase the
mission effectiveness to the highest extent. They cover the ar-
eas of applicability to existing military communications and
the ability to reflect military processes. Their range is quite
broad, pointing out technological as well as SOA governmen-
tal problems. The authors emphasize that any COTS solution
available on the market today is able to overcome all of them
at once. However, they propose solutions to some of the prob-
lems and present quick wins that can speed up the process of
achieving capabilities in a heterogeneous multinational NEC
environment.

Keywords—NEC, SOA challanges, SOA success factors, tactical

networks.

1. Introduction

Modern coalition operations are conducted in a dynamic
environment, usually with unanticipated partners and irreg-
ular adversaries. This new situation has forced the NATO
Alliance to pursue the achievement of the so-called “NATO
network enabled capabilities” (NNEC) concept, which is
the “ability to collect, fuse and analyze relevant information
in near real time so as to allow rapid decision making and
the rapid delivery of the most desired effect”1. The main
tenet of the net-centricity is to achieve information supe-
riority by sharing reliable information collected from vari-
ous sources, creating situational awareness and distributing
it among mission participants, across domain, context and
organizational boundaries on the basis of extended collab-
oration.
The NNEC concept, followed in the “NNEC Data Strat-
egy” [2] emphasizes two primary objectives in this process,
i.e., the necessity to increase the data that is available to
communities in the network-enabled environment; and to
ensure that the data is usable by authorized anticipated and
unanticipated users and applications. In order to accom-
plish this goal, the change of focus must take place: from
the idea of standalone, stovepiped systems (i.e., platform-
oriented) to the idea of shareable, universal information.
This would allow unanticipated (but authorized) users to

1Citation from [1].

discover information, as opposed to being pushed to them
via a pre-defined mechanism.
The improvement of collaboration and information sharing
in a highly dynamic, unpredictable NEC environment is
a great challenge. It assumes transfer of information with
a required quality of service and security, independently of
the underlying infrastructure as well as a common access
to relevant information by the authorized users. These re-
quirements are to be satisfied by the use of service oriented
architecture (SOA), that succeeded in commercial world
lately and is recommended by NATO as the crucial NEC
enabler [3]–[5]. SOA can make military information re-
sources available in the form of services that can be dis-
covered and used by all mission participants that do not
need to be aware of these services in advance.

2. Service Oriented Architecture
in the Context of NEC

Service orientation is a conceptual architecture which
asymmetrically provides services to arbitrary service con-
sumers, facilitating the information sharing in a heteroge-
neous environment, and thus supports to some degree the
open-ended aspects of net-centricity.
By OASIS definition [6], service oriented architecture
(SOA) is “as an architectural paradigm for organizing and
utilizing distributed capabilities that may be under the con-
trol of different ownership domains”. It provides a “uniform
means to offer, discover, interact with and use capabilities
(as well the ability to compose new capabilities from ex-
isting ones) all in an environment that transcends domains
of ownership”.
The use of service oriented architectures has emerged as
a major trend within the commercial sector and among na-
tions developing NNEC type capabilities, because of the
flexibility they provide in sharing information and infor-
mation processing capabilities. SOAs provide mechanisms
for using existing information services as well as providing
the basis for developing new, more advanced information
services. Such mechanisms will allow many command and
control processes to be satisfied by linking together existing
information sources in a modular, flexible fashion that can
be readily adapted to changing operational context. The
flexibility provided through the use of SOAs is particularly
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well suited to support the needs of coalition based network-
centric operations using systems of various nations, on dif-
ferent levels of transformation, without the need to replace,
but only to integrate them into the SOA environment. The
concept is that clients see other servers and applications
as “services”, accessible using a known and common tech-
nology, independently of the underlying implementation of
the service (platform – independent approach). In fact,
this interaction does not have to be between client applica-
tions on user terminals and the servers, but can be between
peer applications that relate to each other as a client and
a service. This approach allows both user-to-system – and
direct system-to-system – interactions that have not previ-
ously been generally feasible except by system specific and
proprietary implementations.
It is also worth noting that, in a true service oriented en-
vironment, developers of services do not know who will
access their services at run time. There is a great flexibility
in how, when and by whom the services will be used. This
idea of “unanticipated users” is a key element of SOA, par-
ticularly advantageous in the dynamic NATO environment,
where the components of missions change over time and
the consumers of services today may not be the consumers
of the services tomorrow.
The technological background of NNEC implementation,
i.e., networking and information infrastructure (NII) strat-
egy assumes that the NII will be implemented as a fed-
eration of systems2 (FoS), involving the use of SOAs [1],
[3], [4], [7]. The NNEC feasibility study [4] has made
it clear that the Information and integration services (IIS)
layer of NII will be formed by a federation of services,
within which any NATO or national information system
will be autonomous and will provide specific services by
means of implementing a standardized service interface [4].

The most mature implementation of SOAs, recommended
by NATO and widely applied in the commercial sector, are
web services (WS) and other extensible markup language
(XML) technologies. Current trends show great levels of
maturity and adoption of these technologies – within the
IT industry, within the NATO nations, and within various
multinational programs – leading to the belief that this is
a direction already being followed and that there is already
much force behind it. WSs are described by a wide range of
standards that deal with different aspects of WS realization,
transport, orchestration, semantics, etc. They provide the
means to build a very flexible environment that is able to
dynamically link different system components to each other.
These XML-based standards have been designed to oper-
ate in high bandwidth links. XML gained wide acceptance
and became very popular for the reason that it solves many

2Federation of systems – complex environment built of heterogeneous
autonomous systems governed independently, taking advantage of coop-
eration. “(. . . ) formed by the synergistic amalgamation of a dynamic

set of globally interconnected, multi-national, autonomous systems, each

comprised of networking and information infrastructure components, pro-

viding information capabilities, associated processes, and personnel for

collecting, processing, storing, disseminating and managing information

to authorized users on demand, on an end-to-end basis” [4].

interoperability problems, is human- and machine-friendly
and facilitates the development of frameworks for a soft-
ware integration, independent of the programming lan-
guage. Nevertheless, it undoubtedly adds significant over-
head, both in terms of computation and network resources
while being transported.
The value of SOA is though, that it provides a simple scal-
able paradigm for organizing large systems that require the
interoperability to realize the value inherent in the individ-
ual components. Moreover, apart from its inherent ability
to scale and evolve, the SOA – based infrastructure is also
more agile and responsive than the one built on an expo-
nential number of pair-wise interfaces. Therefore, SOA can
also provide a solid foundation for developing operational
context, based on business agility and adaptability.
The remainder of this paper is organized as described be-
low. Section 2 describes a set of challenges that SOA ap-
plication in military NEC-centric environment must over-
come. They derive both from the architecture itself and
from the characteristics of the environment, that must
integrate systems owned and governed by different na-
tions/organizations, built by use of different (modern and
legacy) technologies, lacking standardization in many ar-
eas (e.g., management, cross-domain security, QoS, etc.),
and facing disadvantaged communications links. Section 3
presents the SOA success factors that should be taken in or-
der to support dynamic, flexible and scalable SOA – based
environment to conduct a net-centric multinational opera-
tion. We conclude this paper in Section 4.

3. SOA Challenges

Service oriented architecture, as presented above has a great
potential deriving from the paradigm and framework it re-
lates to. It has undoubtedly many benefits, however its

Fig. 1. SOA challenges deriving from the SOA concept and
NNEC environment.
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application in a highly dynamic, heterogeneous and disad-
vantaged NEC environment is a challenge.
This paper identifies 9 fundamental challenges for the SOA
approach in order to make the biggest benefit for the NNEC
and increase the mission effectiveness to the highest extent
(see Fig. 1). They cover the areas of applicability to existing
military communications and the ability to reflect military
processes. Their range is though, quite broad, pointing out
technological as well as SOA government problems. No
COTS solution available on the market today is able to
overcome all of them at once.

3.1. Real World Effect

A service is a mechanism that enables access to one or
more capabilities, based on the use of a predefined interface
and exploited consistently with constraints and policies as
specified by the service description.
Following OASIS SOA Reference model [6], the main
tenets of SOA services are:

– visibility (provided by the service description),

– interaction (described in the service contract and re-
alized between SOA components),

– real world effect.

The first two of them are inherent to the interaction pat-
terns that will exist in the system. However, the last one is
strongly related to the business model that exists over the
technical model. The design of the SOA services layer must
start with identifying business processes that are the heart
of the “military enterprise”. Only after identifying actors
that take part in the net-centric operation and defining the
information needs and flows between them, it is possible to
create services of a true value to the enterprise.
Business processes are considered to be the basis for devel-
oping service oriented architecture [3], [4]. At the national
level, it is necessary to initiate activities that are to develop
overarching architecture of the C4I on the basis of the ser-
vice oriented architecture in order to have a SOA – based
C4I system that supports creation of the national NNEC.
It should integrate new and legacy systems and reflect real
user requirements. It is impossible to carry out this process
without having previously defined and properly described
the operational processes conducted in every moment of
a net-centric operation. These actions would lead to devel-
opment of the service map and service layer based on real
information needs.

3.2. Semantic Interoperability

Taking advantage of the wide spectrum of services that
will arise in the federation of systems (FoS) built based
on SOA, requires that all of the domains connected speak
with “the same language” and “understand” each other.
Achieving the interoperability in terms of network protocols
(e.g., based on TACOMS STANAGS) or data (e.g., based

on the NC3A Data Strategy), does not cover all its as-
pects. It must be ensured that the meaning of terms used
by applications in domains owned by different countries,
different kinds of military services (land, air, navy) is the
same. It is necessary to establish a high degree of corre-
lation and similarity between the details of their respective
descriptions and definitions, on which they intend to reach
an agreement. This implies that a shared understanding re-
quires shared definitions. It is, though highly recommended
to provide ontological models for different domains of the
NEC environment within NATO that could be used by ev-
ery country joining a multinational operation.

The role of ontologies in transformation to NNEC has been
emphasized by the NC3A in the NC3A Technical Archi-
tecture [7] supplement. It points out that in a dynamic
multidomain environment, the goal is to implement seman-
tic web solutions that would enable the users to locate,
select, employ, compose and monitor the web services au-
tomatically. Ontologies are needed especially in the area of
services description, enabling semantic services selection,
as well as providing the possibility to employ orchestration
and choreography. To make use of a NNEC service, soft-
ware agents need a computer – interpretable description of
that service, and the means by which it is accessed. An
important goal for semantic web languages is to establish
a framework within which these descriptions are made and
shared.

It should be emphasized that for automated tasks of the
systems, it is also necessary to provide semantic metadata
descriptions needed, e.g., for provision of the quality of
service, service level agreement (SLA) support, security,
management, etc. What is more, in order to achieve the
understanding of data distributed among systems, common
data ontologies for domains (e.g., particular communities
of interest) are needed.

The application of ontologies and providing foundation for
creating the, so called, semantic web, does not restrict it-
self to the formal semantic description of service resources
for machine-to-machine exchange and automated integra-
tion and processing. One important feature of formally
describing resources is to allow computers to reason by in-
ference. Once the resources are described using facts, as-
sociations, and relationships, inference engines, also called
reasoners, can derive new knowledge and draw logical con-
clusions from the existing information.

Sharing information among different systems creates the
problem of understanding what the data means. Ontolo-
gies and inference services, by expressing the meaning in
ontology for the specific data sources and defining the rela-
tionships among the different concepts or terms appearing
in those apparently different ontologies, are able to perform
the data and information integration. Moreover, the appli-
cation of ontologies provides the possibility of an auto-
mated reasoning, semantic search for information, enabling
the decision support and advanced searches for informa-
tion in the SOA environment. It is though, very impor-
tant to start work on developing domain ontologies en-
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abling to provide such information integration. This may
be done on the basis of the JC3IEDM model, developed
by the MIP community and applied by many NATO coun-
tries to provide automated data exchange and replication.
It must be emphasized, however, that JC3 is very broad,
and not divided into smaller ontologies, would be ineffi-
cient to be processed by devices with limited computational
resources.

3.3. Orchestration and Choreography

One of the most important advantages of the service orien-
tation is that, it supports, by the use of service reusabil-
ity, the automation of processes. The orchestration and
choreography makes it possible to create new services and
arrange them into process flows on demand. Therefore,
in order to take full advantage of what SOA brings, it is
necessary to provide a high level management of the busi-
ness processes mapped into services, enabling a dynamic
reaction on new information needs, change into business
process to create dynamic service environment that flexi-
bly changes in order to meet the information needs. These
functionalities that may be built on top of SOA services are
getting more and more popular as the amount of work on
building ontologies also increases.
In order to support the realization of operational pro-
cesses’ goals, services form a set that can be orchestrated.
These orchestrations may be reconfigured differently, when
needed, to regain support of an operational process after
its ad hoc arrangement has changed to suit new or changed
operational needs.
A service orchestration, in general, refers to an executable
business process that may interact with both internal and
external services, capable of satisfying certain operational
objectives that cannot be achieved by any of the services
alone. It requires the various composing systems to col-
laborate in a controlled (orchestrated) manner. Depending
on the purpose, it may not be enough to only determine
which services are used. It may also be necessary to re-
solve timing issues, semantic misunderstandings, and the
quality of service discrepancies, which may appear when
services interact.
Orchestration leads to the emergence of higher level ser-
vices, where the combined use of services is to deliver
a higher level functionality or effect. In case of web ser-
vices, this creates a composite web service.
On the other hand, choreography is more collaborative in
nature. Each party involved in the process describes the
part they play in the interaction. Choreography describes
a process flow between services and processes themselves
and tracks the sequence of messages that may involve mul-
tiple parties and multiple sources.
Orchestration and choreography become more and more
popular among solutions for semantic search for services,
trying to correlate offered inputs and required outputs.
More and more often, the search for services bases also
on proprietary quality of service descriptions that makes
it possible to provide services meeting user preferences,

adapted to the possibilities of the network. The utilization
of orchestration and choreography together with ontologies,
enables to automate many processes realized during the
course of the operation and to provide the possibility to
gather all the necessary information for the operators in-
volved.
Furthermore, it is necessary to emphasize that the semantic
description used on the daily basis in the software applica-
tions need to be tailored to the computational resources
of that devices. Web ontology language (OWL), most
commonly used to express ontologies, is a very expressive
language, and enables to perform reasoning over ontologies
and infer knowledge that is not explicitly stated. However,
the reasoning engines for OWL typically require a lot of
resources, and are, therefore, not well suited for resource-
limited handheld devices. It has been stated in [3] that in
an ad hoc wireless environment utilization of ontologies is
possible only when ontologies are small, so that the hand-
held devices can process them and reason over. That is
why creating ontologies need to be carefully carried out,
preferably based on one of the commonly applied method-
ologies (e.g., methontology), acquiring them to the envi-
ronment where they will be used.

3.4. Open Solutions

Realizing the benefits of the SOA approach will require
agreeing on a standardized set of protocols, data formats
and foundational (core) services (e.g., covering such areas
as service discovery security, metadata management, iden-
tity management, service management and mediation), that
provide means to establish the interoperability in the tech-
nical field. NII is to be formed based on the Internet model,
major advantage of which is the use of common set of pro-
tocols enabling to create dispersed, dynamic environment
for sharing information without central governing author-
ity [3], [4]. In order to take advantage from the success of
the Internet, the utilization of open standards that will help
to ensure interoperability is necessary.
Obviously, a military environment differs from the Inter-
net in many aspects (e.g., security constraints, policy), so
that it will be impossible to adhere only to commercial
standards. However, in order to provide coherent NATO –
supported coalition network environment enabling to act
efficiently in multinational missions, it is recommended to
revise the consequences of using open standards and as-
sess the risk that is related to the increased interoperability
problems when using some proprietary solutions. There
should be also taken initiatives to standardize the mecha-
nisms and protocols that are of great importance to provide
a secure and dynamic service-oriented net-centric environ-
ment (e.g., cross-domain security solutions, quality of ser-
vice principles, common ontologies). Such initiatives are
taken, e.g., in NATO (by the working groups and other
research initiatives provided by NATO Research and Tech-
nology Organization3) and by Network Centric Operations

3More information on RTO web site, http://www.rta.nato.int
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Industry Consortium (NCOIC4), that plays an important
role in establishing a common view of net-centric capabil-
ities and provides technical solutions to enhance the inter-
operability in a multinational environment.
It is also very important to emphasize the need to create
a common technical framework for developing SOA-based
solutions that is based on open or agreed standards. This
process is carried out, e.g., by the standardization bodies
(e.g., OASIS, W3C), but the military environment often
requires additional functionalities, not supported by orga-
nizations working mainly for the commercial sector. It has
been shown in many multinational exercises (e.g., Com-
bined Endeavour CE, Common Warrior Interoperability
Demonstration CWID – currently CWIX, MultiNational
Experimentation MNE, etc.), that the interoperability is
crucial for the mission success in a NATO community. Sys-
tems created for the sole purpose of the country (e.g., cri-
sis management systems) must also interoperate with many
national systems. The interoperability is though, necessary
on many levels. That is why adherence to the open, agreed
standards makes it easier to solve the problem on the tech-
nical grounding.

3.5. Disruption Tolerant Solutions

The utilization of SOA-based systems in a NEC envi-
ronment has been shown in many international experi-
ments [5]. They prove that SOA technologies improve the
collaboration, interoperation and information sharing in
complex environment of heterogeneous systems. However,
the NATO concept of FoS relying on the exchange of in-
formation implies that communications are of critical im-
portance to the entire (C2) system. In order to achieve an
efficient information exchange between the users, the SOA
solutions need to work with different types of information
and communication systems. The challenge is though, to
use this – simple in concept and providing a big flexibility –
means of communications on every echelon of command –
from the strategic and operational to the tactical and indi-
vidual soldier’s level.
Going down in the command structure, the network en-
vironment is getting more and more degraded providing
worse and worse communications, e.g. low bandwidth, high
level of unpredictability of quality factors, lack of connec-
tivity guarantee, changing topology, radio silence and high
error rates. The fragile nature of tactical radio networks
requires robust communication mechanisms which current
SOA solutions (e.g., mainly enterprise SOA implementa-
tions, such as Enterprise Service Buses (ESBs)) do not
provide. This includes methods to deal with large delays,
communication failures, network splits and merges. It is
necessary to provide SOA solutions that enable to inte-
grate network elements on all command levels and a smart
communication infrastructure which would deal with pecu-
liarities of the wireless medium. This will allow to create
the situational awareness also on the lowest command lev-

4More information on NCOIC web site, https://www.ncoic.org/home/

els and supply users of the tactical systems with necessary
information and decision support.

3.6. Lightweight Design

In order to adhere to the open standards tenet and take ad-
vantage of the most common WS-based realization of SOA,
it must be ensured that the solutions implemented, origi-
nally derived from the commercial world, do not overload
the network nor overuse the existing resources (network
and terminal ones). SOA solutions, very often based on
XML, known from significant overhead it adds, will have
to be effective in the whole NEC environment. They should
have though, a lightweight design that minimizes the de-
mand on the network and implements a minimum range of
functionality.
The requirement for minimum functionality is the most im-
portant in the tactical domain, for nodes with a limited
memory, storage capacity, processing power and battery
life. Such nodes are usually man-portable nodes or sensor
nodes powered by battery, where the minimum functional-
ity can also serve the important goal of energy conserva-
tion. However, the use of complicated, “heavy” software
components on low command levels should be avoided.

3.7. Real Time Service Delivery

The most obvious tenet of net-centricity is the informa-
tion exchange (see Fig. 2). This capability should, how-
ever, be seen not only in terms of what derives from the
usual relation between the commander and the subordi-
nate. Looking down to the battalion, platoon and lower
levels, apart from regular exchange of formalized messages,
operators more and more frequently exchange information
horizontally, sharing information within small formations
(platoon or squad), e.g., positions, alarms, video streams,
pictures and other important elements of building situa-
tional awareness at the tactical level. Individual soldiers
are often equipped with high-quality sensors and hardware
that make them complex technical systems on their own.
Each actor engaged in an operation can thus be considered
both a consumer and a provider of data. Down the echelons
of command, actions are getting more and more dynamic,
decision-making time is shorter, so that actors need real-
time information. Moreover, the information granularity,
low in the military hierarchy, is greater, which means that
military staff needs detailed information about their area of
operation.
SOA solutions must be applicable to the tactical domain
providing the possibility to create common operational pic-
ture (COP) on various levels of command. COP created at
high command levels, tailored to the needs of the oper-
ators and giving them the overview of coalition, neutral
and enemy forces, enabling to plan and conduct operation
in real time, should be also achieved at the lowest levels
including the individual soldier. This would support creat-
ing shared situational awareness and enable military staff
to make reliable decisions in a short timeframe, work to-
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Fig. 2. SOA application in NEC environment on different command levels.

gether in new, more effective ways and thus, to improve
the speed of command, leading to a dramatic increase of
mission effectiveness.
It is though necessary to provide technical means to realize
services in real time. This includes messaging mechanisms
that do not necessarily base on web services often con-
sidered not well applicable for real time requirements but
provide good efficiency in disadvantaged networks and en-
able the realization of time-constrained services.

3.8. Context Awareness and Dynamic Adaptation

SOA, as an architecture covering the whole FoS will be
used (obviously depending on the level of transformation
particular systems acquire) to integrate all connected sys-
tems. In order to adhere to different types of commu-
nication networks and meet the requirements of users on
every command level, SOA solutions must be “aware”of
the context of the service call. Middleware layer of the
SOA should though, maintain a shared perception of the
network state. In order to do so, it should serve as a medi-
ator for collecting, organizing, and disseminating relevant
context information to the upper layers (application) and
lower layers (transport mechanisms). The context may be
also used for selecting the best service realization mode
and can include device, network characteristics, service and
user activities and requirements. It can characterize static
elements that can be defined before a service call is exe-
cuted, as well as dynamic elements that depend on the type
of request, type of response and temporary network QoS pa-
rameters.
The solution to this problem, related to providing interop-
eration with other layers of the architecture, should enable

realizing SOA services in a constrained environment and
facing another challenge, which is to provide the possibil-
ity to adapt to environment limitations.
There are no standard solutions that provide the possibility
for SOA to adapt to limitations of the underlying network.
However, this problem is crucial in terms of SOA suc-
cess in a military environment. In order for the services’
layer to be responsive and provide dynamic access to in-
formation for the users that change their location, privi-
leges and activity during the course of the operation, SOA
solutions must provide end-to end service delivery in the
horizontal and vertical dimension of the NEC environ-
ment. This derives the necessity of dynamic service dis-
covery based also on the user/service requirements, QoS
needs and geo-location, as well as the provision of techni-
cal solutions that enable SOA to adapt to current network
situation.
SOA middleware should have the ability to recognize
changes to its execution context and to adapt its behavior
appropriately. An example would be:

– an adjustment of services provided to an application
(e.g., reduction in frame rates for a real-time video
streaming application), based on middleware aware-
ness of reduced network throughput,

– providing the possibility to realize the service in
a different pattern (e.g., peer-to-per instead of client-
server in case of central server unavailability), and
deliver messages when network is degraded, or

– searching for services in the surrounding of the user
in case of service registry unavailability.
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3.9. Reliability of Information

Mission – critical systems that support NEC operations
these days are to deliver appropriate, fused and processed
information in the right time. They assume that the infras-
tructure enables to appropriately deliver binary data. The
problem SOA brings in terms of QoS is related not only
to the quality of service that covers the mechanisms on the
physical, network and data/object levels, but to the relia-
bility of information provision that relates to the reliability
of information sources, trustworthiness of data from that
sources, support for using the information and supporting
the realization of procedures, processes, strategy and doc-
trine, quality of information and quality of operations as
well.
In terms of security, it is necessary to provide appropri-
ate identity management together with the common un-
derstanding of privileges, access rights, as well as an
agreed security policy. The solutions must enable to iden-
tify the users from different domains, appropriately han-
dle their access rights and authorize to appropriate net-
work/information resources according to the valid national
security policy. The problem tackles the need for cross-
domain handling of the public key infrastructures (PKIs),
certificate chains, digital signatures supporting the process
of authentication, authorization, messages integrity, non-
repudiation, privacy, etc. This is particularly important in
terms of the dynamic nature of NNEC environment and the
main SOA tenet of common access to relevant information
by the unknown but authorized users.
In terms of web services, the most commonly used OASIS
WS security (WSS) [8] standard addresses message secu-
rity and focuses on credential exchange, message integrity,
and message confidentiality. It is possible to integrate it
with XML digital signature (DSIG) [9] (e.g., using X.509
certificates), and support a cross-domain authentication
using existing security standards, such as security assertion
markup language (SAML) [10]. This is a good foundation
for SOA security in NEC environment, however the inter-
operability tests prove a gap existing in requirements in
terms of obligatory elements included in the WS-security
part of the SOAP message or SAML assertion.

4. Potential Solutions

The challenges presented in Section 2 can be met by dif-
ferent solutions. There is no complete product that can be
used for that purpose, but there exist some smaller good
practices and solutions that should be perceived as quick
wins and make a good technological step forward.
NATO started its way towards the transformation by defin-
ing the NATO NEC (NNEC) feasibility study together with
the roadmap, and foundation of the project. Some countries
followed this idea carrying out their own studies, reflect-
ing the challenges in terms of both technology and per-
sonnel. This has been done, e.g. by the Swedish Armed
Forces [11] that defined the overarching architecture [12]
and solid foundation for SOA implementation in their sys-

tems, as well as for integration of the legacy systems and
their transformation towards full SOA [13]. Coherent intro-
duction of service oriented architecture into currently em-
ployed and new systems can only be based on previously
defined reference architecture of the C4I system and real
information needs resulting from the planned operational
scenarios.
In order to maximize the gain from linking the needs with
capabilities, the role of business processes as a basis for de-
veloping service oriented architecture has been pointed out
in [3] and [4]. The architecture engineering methodology
(AEM) – developed by the NC3A algorithm for creating
architectures, points out the necessity of creating a model
of dependencies between components and applying them to
a real operational context, to be sure that the proposed ar-
chitecture will provide the required operational effect. For
the graphical notation of operational process diagrams, the
business process modelling notation (BPMN) has been rec-
ommended by the NC3A [3].
In the area of the semantic interoperability, there is a strong
need to provide coherent and agreed standards enabling to
share ontologies, as well as semantic descriptions of meta-
data and data itself. Achieving the interoperability on the
semantic level requires the involvement of multinational ac-
tivities that enable to agree on ontologies, proposed to be
used in interdomain relations. Any proprietary solutions
in this area will be unsuccessful unless other nations and
systems developers agree on using them. The first step to
provide semantic interoperability in a heterogeneous envi-
ronment, is to develop a common semantic description of
services for dynamic semantic search and adaptation pur-
poses. This may be done using, e.g., more and more popu-
lar OWL-S. Semantic search engines by means of explicitly
defining the semantics of the sources and by providing a re-
lationship among terms (like a taxonomy) – can provide,
e.g., a concept-based search. For information discovery,
depending on the user preferences or the type of user, the
system would be able to group the possible results that
matched the query or refine the result list by filtering those
that are of interest to the target audience. On the basis of
semantic services descriptions (e.g. using OWL-S), seman-
tic service discovery is able to provide results tailored to the
user preferences, QoS, etc. as well as support orchestration
and choreography.
The effort for providing ontologies for the NATO has
been taken by the TIDE5 (technology for information, de-
cision and execution superiority) community, that aims
to rapidly improve the operational capabilities through
iterative processes based on horizontal and vertical in-
tegration of existing and emerging products. Within its
framework, it stimulates coexistence of NATO and na-
tional programs and services providing proposition of stan-
dards embracing service oriented architectures and dis-
cussing them during regular meetings (so called TIDE
sprints). It has proposed the service and information dis-

5More information can be found by the authorized users on the TIDE
web site http://tide.act.nato.int/tidepedia/index.php?title=TIDE
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covery protocols (for request-response and publish sub-
scribe modes) used, e.g., within the NATO MSA com-
munity in BRITE and other national solutions (e.g., finish
MEVAT system). So far, it has also delivered 33 ontologies
used by different TIDE focus groups (e.g., MSA, SUCBAS,
NIRIS etc.), based on RDF/RDFS and OWL. There are,
e.g., subscribe-publish ontology, location ontology, sym-
bology ontology (for APP6A and MS2525B visualization
symbols), JC3IEDM ontology and many others.

The conceptual framework developed within the TIDE ini-
tiative describes how the network enabled capabilities will
transform raw data into intended effects, and how they sup-
port achieving NATO’s transformation goals and objectives.
The effort TIDE members put into technology development
has been used also in real life scenarios (e.g., in the BRITE
system for creating NATO Maritime Situational Aware-
ness – MSA). This should be continued and followed by
other existing and possibly new teams that would support
the interoperability on the data and metadata level, also
using ontologies.

Another big step forward in SOA implementation is to put
it into operation at the lowest command levels. According
to the NEC principles and modern command processes,
military operations are conducted in a dynamically, very
often based on the “mission command” pattern. Low level
commanders need to be aware of the possible consequences
of their decisions. This makes it necessary to provide users
down to the individual soldier level with the possibility to
use the information systems and feed them with information
crucial for the mission effectiveness.

The most common realization of the SOA environment
is based on web services. In order for the operators to
use the information from sources located on high com-
mand levels, web services realization must be made reli-
able and it must be adapted to the characteristics of the net-
work.

It must be noted that there are no commercial works on
applying SOA and web services in disadvantaged grids.
There have been undertaken a few initiatives that focused
on the information distribution over disadvantaged grids. In
very low bandwidth environments the use of asynchronous
replication based middleware, provides static information
distribution between partners that have agreed to use a spe-
cific database format [14]. This solution is, however, not
very convenient for a highly dynamic operational scenario.
For this reason, there have been carried out researches on
WS-based SOA solutions that provide the flexibility and
interoperability, and are well suited to work in federation
of systems. The NATO C3 Agency (NC3A) report on us-
ing WS in tactical domain [15] concludes with a statement
that web services remain promising even in low band-
width links, as long as very fast response times are not
required. Other interesting works on this subject have been
carried out in Norwegian Defense Research Establishment
(FFI) in Norway [5], [16]–[19]. These projects focused
on applying mechanisms that diminish XML-based disad-
vantages of WS and experiment on new transport proto-

cols instead of SOAP/ HTTP (hypertext transfer protocol),
e.g., data distribution service (DDS) or message handling
system (MHS).
Data-rate constraints in tactical networks impose great chal-
lenges that have to be faced in order to fully deploy SOA
supporting NEC. There are several solutions that can be
applied to adapt SOA web services mechanisms to the ca-
pacity of the systems at various C2 levels. The ones which
bring the biggest advantage are compression (e.g., very
popular and available in the application servers GZip al-
gorithm), filtering, caching and non-SOAP transport mech-
anisms.
Two main disadvantages of using XML are as follows: big
overhead related to human-readable format of the docu-
ments and significant parsing and processing times of the
XML-based messages. In [15] there has been shown that
XML is very compression-friendly and in many cases, de-
pending on the data set and the size of the message, more
than 95% gain can be achieved. This very simple method
should be set as a requirement for the use of WS in dis-
advantaged networks. It must be noted however, that in
order not to complicate the interoperability, compression
algorithms should be standardized and known by the col-
laborating parties.
Another very efficient method of limiting XML disadvan-
tages is using its binary form. Generally, it reduces the
verbosity of XML documents and the cost of parsing. It
can lead, though, to faster document processing and lower
memory and central processing unit (CPU) requirements,
which is especially appealing on mobile devices.
The filtering enables to limit the amount of information
sent to the end user in order to relieve the tactical network
from sending heavy traffic. This method is often used for
the access control based on XML guards (XML filters), or
for providing subscriptions based on the messages content.
However, the utilization of this method for WS adaptation
to disadvantaged grids is a very complicated matter since
it is very difficult to propose very general filter rules that
apply to most Web Services, and that can provide the end
user with the right set of information that he really needs
at that moment.
Some of the filtering functionalities are present it HTTP -
like, e.g., requiring only a part of the HTTP page from the
server. In force tracking systems [20] filtering may mean
sending information about objects that are away from the
end user (service requester) by x km creating some kinds
of circles of the service accuracy. For provision of still
images, it can mean sending the image with the resolution
adapted to the end user terminal. For video it may mean
decreasing the frequency of frames per second.
HTTP is one of the most popular binding protocols primar-
ily designed to transport SOAP messages. HTTP holds
its connection after the SOAP request is sent until the
SOAP response is returned in the HTTP acknowledgment.
If the connection times out (e.g., because of delays), the
SOAP response will not be delivered to the service con-
sumer. Therefore, using HTTP over disadvantaged grids or
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a combination of heterogeneous networks may not work
very well [17].
According to [15], sending new service requests is much
more “expensive” (in a performance sense) than extending
the existing ones. For instance, during the HTTP “hand-
shaking” that takes place before each request, a lot of ex-
tra traffic is generated each time. Therefore, two 1000-byte
requests will take far longer than one 2000-byte request.
For the same reason, the performance of HTTP commu-
nications, which are made up of sets of data packets, are
much more adversely affected by including more packets
than more data. In other words, a 20-packet “conversation”
equal 1000 bytes will be slower than a 15-packet conversa-
tion equal 2000 bytes.
It is a good practice to use a proxy element with a store-
and-forward functionality that could cope with the unpre-
dictability of QoS parameters of tactical communications
networks, especially in terms of frequent network discon-
nections. Such an element can provide different transport
mechanisms, like data distribution service [21] and mili-
tary message handling system [18] that have been designed
to work in disadvantaged environments. Caching is one of
the functions of the proxy element that enables, e.g., stor-
ing information that crossed the proxy to be available for
subsequent requests. If a user requests the same object,
proxy can send it without the need to ask the server again.
However, proxy must be able to handle stored informa-
tion appropriately. This will not work well with short-lived
information, that change frequently and information, the
expiration of which cannot be assessed. Caching function-
ality should be placed at the edge of the low-bandwidth
network – quite near the end user. It can decrease the net-
work load on the server-proxy path and shorten the time to
send the client response. Therefore, the good practice is to
keep the frequently used (or infrequently changing) data at,
or near the client, so that its retrieval does not impact the
network considerably.
Web services compression and filtering can be used in
the ultimate sender and receiver of information, however
NNEC FS and other NATO documents [22] propose the
utilization of edge proxies that provide the possibility to
adapt web service realization to the possibilities of the
network.
Norwegian Defense Establishment proposes, for that pur-
pose, so called Delay and disruption tolerant SOAP Proxy
(DS Proxy) [23] which is able to store-and-forward SOAP
messages, compress them and provide prioritization of the
traffic. It is placed between a web service consumer and a
web service. When the web service is temporarily unavail-
able (also due to network disruptions), the DSProxy com-
ponent will cache the Web service request, and retry the
invocation at intervals, returning the Web service response
when finally successful. The DSProxies can be working in
a group. They are self organizing into an overlay network
consisting of any number of DSProxy components, based
on a mechanism which relies on UDP multicast. This pro-
vides the possibility to traverse multiple and heterogeneous
networks.

Initial tests have proven that the DSProxy solution is able
to bridge heterogeneous networks and offer store-and-for-
ward capabilities. Using TCP and UDP transport protocols,
web services were invoked in links with bandwidth equal
400 bit/s and 300 bit/s which is a very promising result.

Another approach presented in [24] assumes a situation
when the client needs information, but the access network
is degraded and he cannot receive it in a timely manner. In
case when the QoS guarantees cannot be met, it is proposed
that the client interacts with the proxy mediation service,
which is able, on the basis of the current network parame-
ters, to adapt his traffic to the possibilities of the network,
and to enable sending it in some other way.
The proxy service aims at delivering web services to the
users located in disadvantaged networks and minimizing
negative effects of the wireless environment, including:

• Connection failures – due to store & forward capa-
bilities and publish/subscribe approach;

• High delays and low throughputs – due to reduction
of the packet size – e.g., compression, binary coding
with compression (e.g., using Efficient XML);

• High error rates – due to reliability mechanisms and
network monitoring.

When the client is temporarily disconnected from the net-
work, the mediation service can store the data and for-
ward them when it will be available again. The proxy
actively interoperates with the service client and service
producer, dynamically adapting contents of the XML mes-
sages, selecting the best communication means from within
the available ones for the specific service call. Characteris-
tics of the service call are described in the context of a call
that provides the possibility to make appropriate and the
most accurate decision.
The context consists of the user profile (static and dynamic),
terminal profile, network profile (dynamic) and service de-
scription. All of them are described in OWL files. In order
to take appropriate actions, there is also an adaptation on-
tology that defines all the actions that need to be taken in
order to fulfil the user request.
It must be emphasized that for some types of services web
service technology in the tactical domain can be replaced
with, e.g., DDS middleware (data distribution service),
that is a real time publish/subscribe data-centric platform
for dynamic distribution of information in real time. DDS
has strong and extensive supports for QoS and is used suc-
cessfully in real life in many European armies.

5. Summary and Conclusions

The challenges and solutions presented in this paper have
been gathered based on the available literature on this
subject as well as the experience of the authors in SOA ap-
plication in NEC environment. They show the basic steps
in order to support dynamic, flexible and scalable SOA –
based environment to conduct net-centric multinational
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operation. Briefly, the SOA success factors can be sum-
marized to the list of Quick Win solutions (see Table 1).
This set provides a guide of best practices that enable the
undoubtedly successful architecture paradigm to be used in
highly dynamic and heterogeneous NEC environment that
should technically support multinational missions.

Table 1
SOA success factors

1 Develop service layer based on real information needs
2 Provide semantic description of services for dynamic

semantic search and adaptation purposes
3 Provide high level management of the business pro-

cesses mapped into services, enabling dynamic reac-
tion on new information needs, change into business
process to create dynamic service environment that
flexibly changes in order to meet the information needs

4 Provide low transmission overhead
5 Optimize service realization (minimize the number of

interactions between architecture components)
6 Minimize the utilization of end-terminal resources, es-

pecially in the tactical domain
7 Provide interoperation of the middleware layer with

the transport and application layers
8 Provide the possibility to negotiate a service contract

and adapt service realization to available resources
9 Address the security issues by providing cross-domain

authentication given local authorization and security
policy

The SOA’s greatest advantage is that it provides seamless
information exchange based on different policies and loose
coupling of its components. The use of SOAs facilitates the
application and data sharing and provide a flexible mecha-
nism for reusing existing services to enable the development
of new, value-added information services [3], [4].
It appears that the service-orientation and SOAs can
facilitate the implementation of net-centric capabilities, but
by themselves do not guarantee net-centricity. It must be
emphasized that even we have seen many of so called –
net-centric solutions, like often shown in demonstra-
tions – common operational pictures (COPs), the truth is
that current service oriented technology standards and prod-
ucts only support achieving mission effectiveness. It is im-
portant that net-centricity is as much a business model or
organizational relationship issue as it is a technology one.
Many organizations, including R&D institutions, NATO
and industry are beginning to address the issue of service
orientation across enterprise boundaries, in FoS environ-
ment, on all the echelons of command, but still much work
remains to be done.
The article points out SOA technical factors that can ap-
proach to the success of its application in NEC environ-
ment. It is very important to note that only tailoring the
SOA design to military environment limitations, manage-
ment and security constraints as well as operational needs
can provide a true benefit of the SOA paradigm.
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