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Abstract—The security is important issue in wireless net-

works. This paper discusses audio watermarking as a tool

to improve the security of image communication over the

IEEE 802.15.4 ZigBee network. The adopted watermarking

method implements the Singular-Value Decomposition (SVD)

mathematical technique. This method is based on embedding

a chaotic encrypted image in the Singular Values (SVs) of the

audio signal after transforming it into a 2-D format. The ob-

jective of chaotic encryption is to enhance the level of security

and resist different attacks. Experimental results show that

the SVD audio watermarking method maintains the high qual-

ity of the audio signals and that the watermark extraction and

decryption are possible even in the presence of attacks over

the ZigBee network.

Keywords—audio watermarking, copyright protection, IEEE

802.15.4, SVD.

1. Introduction

With the increase in utilization of wireless devices, espe-

cially Bluetooth and ZigBee devices, the need for data se-

curity has evolved. Generally, wireless network security

is a problem, because the transmitted data can be easily

overheard by eavesdropping devices if no security strate-

gies have been adopted. The choice of security levels is

based on the application [1]. ZigBee has a set of security

services implementing the Advanced Encryption Standard

(AES). In this paper, we use digital audio watermarking to

enhance the security of image communication over ZigBee

networks.

Digital watermarking has found several applications in im-

age, video, and audio communication. Watermarking is the

art of embedding a piece of information in a cover signal.

It can achieve several objectives such as information hiding,

copyright protection, fingerprinting, and authentication [2].

Several algorithms have been proposed for watermarking,

especially for image and video watermarking [3]–[5]. Some

of these algorithms are designed for the efficient embedding

and detection of the watermark, but most of them aim at

the successful extraction of the embedded watermark. On

the other hand, most of the audio watermarking algorithms

are designed to achieve an efficient detection of the water-

mark without extracting meaningful information from the

watermarked audio signal [6]–[7].

There is a need for a robust audio watermarking method

with a higher degree of security, which can be achieved by

embedding encrypted images in audio signals. In this pa-

per, the chaotic Baker map is used for the encryption of the

watermark image [8]. Then, the watermark is embedded in

the audio signal using the SVD mathematical technique.

The audio signal is first transformed into a 2-D format and

the SVs of the resulting matrix are used for watermark em-

bedding. The watermarked audio signal is then transmitted

over the ZigBee network [9].

Embedding encrypted images in audio signals achieves two

levels of security; the level of encryption and the level of

watermarking. Encryption can be performed with either

diffusion or permutation-based algorithms. Diffusion-based

algorithms are very sensitive to noise, while permutation

based algorithms are more immune to noise. That is why

the adopted encryption scheme in this paper is based on

the chaotic Baker map, which is permutation-based.

The paper is organized as follows. In Section 2, the IEEE

802.15.4 ZigBee standard is discussed. Section 3 explains

the SVD audio watermarking method. In Section 4, chaotic

encryption is briefly discussed. The simulation results are

introduced in Section 5. Finally, the concluding remarks

are given in Section 6.

2. ZigBee Standard

IEEE 802.15.4 is a Low-Rate Wireless Personal Area Net-

work (LR-WPAN) standard used for providing simple and

low-cost communication networks. LR-WPANs are in-

tended for short-range operation, and use little or no infras-

tructure. This standard focuses on applications with limited

power and relaxed throughput requirements, with the main

objectives being ease of installation and reliable data trans-

fer. This allows small, power-efficient, inexpensive solu-

tions to be implemented for a wide range of devices. Low

power consumption can be achieved by allowing a device
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to sleep, only waking into active mode for brief periods.

Enabling such low-duty-cycle operation is at the heart of

the IEEE 802.15.4 standard [10]. The ZigBee specification

document is short, allowing a small and simple stack, in

contrast to other wireless standards such as Bluetooth [11].

The IEEE 802.15.4 standard conforms to the established

regulations in Europe, Japan, Canada and the United States,

and defines two physical (PHY) layers; the 2.4-GHz and the

868/915-MHz band PHY layers. Although the PHY layer

chosen depends on local regulations and user preference,

for the purposes of this document only the higher data-

rate, worldwide, unlicensed 2.4-GHz band will be consid-

ered. Sixteen channels are available in the 2.4-GHz band,

numbered 11 to 26, each with a bandwidth of 2 MHz and

a channel separation of 5 MHz. LR-WPAN output pow-

ers are around 0 dBm and typically operate within a 50-m

range [12].

Fig. 1. ZigBee packet format.

The structure of the ZigBee packet is shown in Fig. 1. The

header contains three fields; a preamble of 32 bits for syn-

chronization, a packet delimiter of 8 bits, and a physical

header of 8 bits. The Physical Service Data Unit (PSDU)

field is the data field with 0 to 1016 bits. ZigBee uses an

error detection/retransmission technique through a Cyclic-

Redundancy Check (CRC) scheme. For image communi-

cation over the ZigBee network, data fragmentation into

packets is implemented.

3. SVD Audio Watermarking

The SVD mathematical technique provides an elegant way

for extracting algebraic features from a 2-D matrix. The

main properties of the matrix of SVs can be exploited in

audio watermarking. When a small perturbation happens

to the original data matrix, no large variations occur in the

matrix of SVs, which makes this technique robust to attacks

[13]-[15].

The steps of the SVD audio watermark embedding algo-

rithm are summarized as follows:

1. The 1-D audio signal is transformed into a 2-D matrix

(A matrix).

2. The SVD is performed on the A matrix.

A = USV
T. (1)

where: U and V are orthogonal matrices such that

U
TU = I, and V

T
V = I, S = diag(σ1, . . . ,σP), where

σ ≥ σ2 ≥ . . .≥ σP ≥ 0 are the SVs of A, the columns

of U are called the left singular vectors of A, and

the columns of V are called the right singular vectors

of A.

3. The chaotic encrypted watermark (W matrix) is

added to the SVs of the original matrix.

D = S+ kW . (2)

A small value of k of about 0.01 is required to keep

the audio signal undistorted.

4. The SVD is performed on the new modified matrix

(D matrix).

D = UwSwV
T

w . (3)

5. The watermarked signal in 2-D format (Aw matrix) is

obtained using the modified matrix of SVs (Sw ma-

trix).

Aw = USwV
T. (4)

6. The 2-D Aw matrix is transformed again into a 1-D

audio signal.

To extract the possibly corrupted watermark from the pos-

sibly distorted watermarked audio signal, given Uw, S, Vw

matrices, and the possibly distorted audio signal, the above

steps are reversed as follows:

1. The 1-D audio signal is transformed into a 2-D ma-

trix A
∗
w. The ∗ refers to the corruption due to attacks.

2. The SVD is performed on the possibly distorted wa-

termarked image (A∗
w matrix).

A
∗
w = U

∗
S
∗
wV

∗T . (5)

3. The matrix that includes the watermark is computed.

D
∗ = UwS

∗
wV

T

w . (6)

4. The possibly corrupted encrypted watermark is ob-

tained.

W
∗ = (D∗

−S)/k . (7)

5. The obtained matrix W
∗ is decrypted.

6. The correlation coefficient between the decrypted

matrix and the original watermark is estimated. If

this coefficient is higher than a certain threshold, the

watermark is present.

4. Chaotic Encryption

Chaotic encryption of the watermark image is performed

using the chaotic Baker map. The Baker map is a chaotic

map that generates a permuted version of a square ma-

trix [16]. In its discretized form, the Baker map is an effi-

cient tool to randomize a square matrix of data. The dis-
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cretized map can be represented for an R× R matrix as

follows:

B(r1,r2)=

[

R

ni

(r1−Ri)+r2 mod

(

R

ni

)

,
ni

R

(

r2−r2 mod

(

R

ni

))

+Ri

]

,

(8)

where B(r1,r2) are the new indices of the data item

at (r1,r2), Ri ≤ r1 ≤ Ri + ni, 0 < r2 < R, and Ri = n1 +
n2 + . . .+ ni.

In steps, the chaotic encryption is performed as follows:

1. An R×R square matrix is divided into R rectangles

of width ni and number of elements R.

2. The elements in each rectangle are rearranged to

a row in the permuted rectangle. Rectangles are

taken from left to right beginning with upper rect-

angles then lower ones.

3. Inside each rectangle, the scan begins from the bot-

tom left corner towards upper elements.

Figure 2 shows an example of the chaotic encryption of an

8× 8 square matrix (i.e. R = 8). The secret key is Skey =
[n1, n2, n3] = [2, 4, 2].

Fig. 2. Chaotic encryption of an 8×8 matrix.

5. Simulation Results

In this section, the computer simulation results are pre-

sented. The effectiveness of the SVD audio watermarking

method is studied for the transmission of watermarked au-

dio signals over fading channels. Firstly, an uncorrelated

block-fading channel is considered. It is a slow and fre-

quency non-selective channel, where symbols in a block un-

dergo a constant fading effect. This means that the Doppler

spread is equal to zero ( fd = 0) [17]. Also, the correlated

Rayleigh fading channel is considered. The channel model

utilized is the Jakes’ model [18]. The assumed mobile

ZigBee device velocity (v) is 10 miles/hour, and the carrier

frequency is 2.46 GHz. The Doppler spread is fd = 366 Hz.

Both the logo and the cameraman images are used in the

simulation experiments.

The chaotic Baker map is used to encrypt the watermark

image. The encrypted image is then used as a watermark

to be embedded in the Handel signal available in Matlab

Fig. 3. Waveform of the Handel audio signal.

and shown in Fig. 3. This signal is transmitted over the

ZigBee network at different signal-to-noise ratios (SNRs).

In all our experiments, the correlation coefficient between

the original and decrypted images (cr) is used to measure

the closeness of the decrypted watermark to the original

one. Figures 4 and 5 show the original logo and cameraman

images, respectively, with their encrypted versions.

Fig. 4. Logo image: (a) original image; (b) encrypted version.

Fig. 5. Cameraman image: (a) original image; (b) encrypted

version.

In the first simulation experiment, the logo image is used

as a watermark. The SVD audio watermarking method has

been used for watermark embedding without encryption.

The watermarked audio signal has been transmitted over

an uncorrelated fading channel and the results are shown

in Fig. 6 at SNR = 20 dB. It is clear from these results that

the SVD audio watermarking does not degrade the qual-

ity of the watermarked audio signal. It is also clear that
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Fig. 6. Transmission of the watermarked audio signal over an

uncorrelated fading channel at SNR = 20 dB: (a) received audio

signal; (b) 2-D watermarked matrix; (c) the extracted logo image,

cr = 0.41.

Fig. 7. Transmission of the watermarked audio signal over an

uncorrelated fading channel at SNR = 30 dB: (a) received audio

signal; (b) 2-D watermarked matrix; (c) the extracted logo image,

cr = 0.86.

Fig. 8. Transmission of the watermarked audio signal with

an encrypted watermark over an uncorrelated fading channel at

SNR = 20 dB: (a) received audio signal; (b) 2-D watermarked

matrix; (c) the extracted logo image, cr = 0.7.

Fig. 9. Transmission of the watermarked audio signal with

an encrypted watermark over an uncorrelated fading channel at

SNR = 30 dB: (a) received audio signal; (b) the watermarked

signal; (c) the extracted logo image, cr = 0.95.
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Fig. 10. Transmission of the watermarked audio signal over an

uncorrelated fading channel at SNR = 20 dB: (a) received audio

signal; (b) 2-D watermarked matrix; (c) the extracted cameraman

image, cr = 0.31.

Fig. 11. Transmission of the watermarked audio signal over an

uncorrelated fading channel at SNR = 30 dB: (a) received audio

signal; (b) 2-D watermarked matrix; (c) the extracted cameraman

image, cr = 0.92.

Fig. 12. Transmission of the watermarked audio signal with

an encrypted watermark over an uncorrelated fading channel at

SNR = 20 dB: (a) received audio signal; (b) 2-D watermarked

matrix; (c) the extracted cameraman image, cr = 0.33.

Fig. 13. Transmission of the watermarked audio signal with

an encrypted watermark over an uncorrelated fading channel at

SNR = 30 dB: (a) received audio signal; (b) the watermarked

matrix; (c) the extracted cameraman image, cr = 0.96.
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Fig. 14. Transmission of the watermarked audio signal over a

correlated fading channel at SNR = 25 dB: (a) received audio

signal; (b) 2-D watermarked matrix; (c) the extracted logo image,

cr = 0.72.

Fig. 15. Transmission of the watermarked audio signal with an

encrypted watermark over a correlated fading channel at SNR = 25

dB: (a) received audio signal; (b) 2-D watermarked matrix; (c)

the extracted logo image, cr = 0.75.

Fig. 16. Transmission of the watermarked audio signal over a

correlated fading channel at SNR = 25 dB: (a) received audio

signal; (b) 2-D watermarked matrix; (c) the extracted cameraman

image, cr = 0.5.

Fig. 17. Transmission of the watermarked audio signal with an

encrypted watermark over an correlated fading channel at SNR =
25 dB: (a) received audio signal; (b) 2-D watermarked matrix; (c)

the extracted cameraman image, cr = 0.56.
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the watermark has been reconstructed with an acceptable

correlation coefficient. A similar experiment has been car-

ried out at SNR = 30 dB. The results of this experiment

are given in Fig. 7. As shown in these results the received

audio signal and the extracted image are enhanced with the

increase of the channel SNR.

Similar experiments have been carried out with encrypted

watermarks. Figures 8 and 9 show the results of these ex-

periments at SNR = 20 dB, and 30 dB, respectively. These

results reveal that encryption enhances the quality of the

extracted watermark.

In the following experiments, the cameraman image is used

as the watermark. The cameraman watermark has been

transmitted in the audio signal over an uncorrelated fading

channel without encryption at SNR = 20 dB and 30 dB. The

results of these experiments are given in Figs. 10 and 11,

respectively.

The encrypted cameraman image has also been used in

another experiment as a watermark. The results of this

experiment over an uncorrelated fading channel are given

in Figs. 12 and 13 at SNR = 20 dB and 30 dB, respectively.

After studying the performance of the SVD audio water-

marking technique with the ZigBee network over an un-

correlated fading channel, the following experiments will

study the performance of this method over a correlated

fading channel with the Jakes’ model. The results of these

experiments at SNR = 25 dB are shown in Figs. 14 to 17.

All previous results reveal the robustness of the SVD au-

dio watermarking method in the transmission of images

over the ZigBee network. Also, the results reveal the effec-

tiveness of chaotic encryption to increase the security and

to improve the performance of ZigBee networks in image

communication.

6. Conclusions

This paper presented an efficient method for image com-

munication with ZigBee networks. This method is based

on data hiding with SVD audio watermarking. Experi-

mental results have proved that watermark embedding with

the SVD audio watermarking method does not deteriorate

the audio signals. It is clear through experiments that the

chaotic encryption enhances the performance of the ZigBee

network and increases the level of security.
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