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Abstract—Mobile devices are widely replacing the standard
personal computers thanks to their small size and user-
friendly use. As a consequence, the amount of information,
often confidential, exchanged through these devices is raising.
This makes them potential targets of malicious network hack-
ers. The use of simple passwords or PIN are not sufficient to
provide a suitable security level for those applications requir-
ing high protection levels on data and services. In this pa-
per a biometric authentication system, as a running Android
application, has been developed and implemented on a real
mobile device. A system test on real users has been also car-
ried out in order to evaluate the human-machine interaction
quality, the recognition accuracy of the proposed technique,
and the scheduling latency of the operating system and its de-
gree of acceptance. Several measures, such as system usability,
users satisfaction, and tolerable speed for identification, have
been carried out in order to evaluate the performance of the
proposed approach.

Keywords—fingerprints authentication, mobile device security,
operating system, usability.

1. Introduction

In the actual technological scenario, where Information
and Communication Technologies (ICT) provide advanced
services, mobile computing systems need strong proce-
dures to protect data and resource access from unautho-
rized users. The continuous advances of technology require
high security levels, especially in mobile devices. More
and more users are urged to enter proprietary data on these
devices, in order to access to a greater number of ser-
vices [1], [2].

Authentication procedures, based on the simple PIN or
username/password pair, are not sufficient to provide a suit-
able security level for applications requiring high pro-
tection of data and services. Biometric based authenti-
cation systems represent a valid alternative to conven-
tional approaches [3]. In this field, the identity management
is related to the manipulation, storage and protection of per-
sonal biometric templates inside an electronic environment.
Biometry represents a secure approach for identity manage-
ment and personal authentication [4]. For trusted authen-
tication, a secure infrastructure where each user could be
reliably authenticated is required. Trustiness is an essential
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requirement when transactions must be executed without
limits and compromises. Critical ICT services supplied to
people (e.g. e-commerce or e-banking) need a high level
of security [5]. A trusted biometric authentication system
has to reduce the point-of-attacks in the recognition chain
and has to give the capability to authenticate people with
a high level of certainty. So, the eventual release of an ap-
plication or a service is made through a biometric module
(fingerprints control) on the basis of who the user is.

The main aim of this paper is to evaluate the feasibility
and the acceptability of a biometric authentication system
on a mobile device, addressing user reactions for the fin-
gerprint acquisition, processing, and verification time. The
results of these tests may be useful for future developers
in order to find the optimization limit and the right trade-
off for future biometric system implementations on mobile
devices.

The paper has been structured as follows. Section 2 dis-
cusses the related works about authentication techniques
and systems used on mobile devices. Section 3 describes
the proposed approach. Section 4 reports the human-
machine interaction evaluation techniques and the related
experimental results in terms of user satisfaction. Finally,
some concluding remarks are reported in Section 5.

2. Related Works

Android offers several techniques to protect the mobile
device. These techniques are all related to screen lock
and not to each application start. To configure this pro-
tection mode is enough to manage security settings. The
latest versions of Android offer different possibilities to
unlock:

e none — when the power button is pressed (even acci-
dentally) the screen turns on and provides access to
all device features (no security);

e numerical code (PIN) — the user chooses a numerical
sequence of at least 4 digits. When the power button
is pressed, the user must enter the sequence in the
right way, in order to access to all device functions
(medium security);

42014

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY



Usability Analysis of a Novel Biometric Authentication Approach for Android-based Mobile Devices

e password — the user chooses an alphanumeric case
sensitive password. To unlock the device, the user
must enter the characters in the exact sequence. In
the event that the user enters an incorrect password
five times, the device will be blocked for 30 seconds,
in order to avoid attempts to unlock the device with
brute force methods (high security);

e sequence type — this is a graphic unlock method.
A grid with nine elements (3 x 3) is shown to the
user. The release occurs only if the elements are
touched in the right order and without lifting the fin-
ger from the screen (medium-low security);

e scrolling — when the button is pressed, different un-
locking options are shown to the user in order to
directly access to some device features, such as the
camera or the homepage. This mode only protects
against in adverting break outs (no security);

e face unlock (beta) — through a facial recognition al-
gorithm and using the device’s camera, the face of
the user is recorded, specifically the eyes and mouth
positions. Google considers this feature “unsafe” as
the level of facial recognition has been lowered in
order to enhance usability. In addition, after many
users’ reports related to the possibility to unlock the
device using a photo of the owner, Google and Sam-
sung have solved this problem by putting a parame-
ter called “vitality control”. In practice after facial
recognition, the user must wink to unlock the de-
vice. In addition, this unlock function provides sev-
eral customizations. For example it allows the user to
enter four self-portraits in different conditions (with
glasses, beard, with low light). In this way the user
does not have to reconfigure the device to any ap-
pearance change.

The lock screen has various functions for security and it
protects the mobile device from involuntary pressures of
keys (for example when the device is in a pocket or in
a purse). At the same time the lock screen provides protec-
tion both in case in which the device is left unattended and
in case of theft or loss. In case of theft, the lock screen
does not provide any protection against the device format-
ting, which determines all data loss and security settings
reset.

In order to provide higher security, the unlock password
should be saved online. The access to this password should
happen only after the user enters the same password. This
can make the devices theft more difficult but not impossi-
ble, because a formatting done by an experienced user could
transform the device into another. In [6] the authors de-
scribe the permission-based security models. This system
uses a computer security technique that allows the adminis-
trator and operating system to restrict applications to access
specific resources. Throughout the analysis, they discover
several phenomena that verify past research, and new po-
tentials in permission-based security models that may pro-
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vide additional security to the users. In [7] the authors,
in cooperation with a security expert, carried out a case
study with the mobile phone platform Android, and em-
ployed the reverse engineering tool-suite Bauhaus for this
security assessment. During the investigation they found
some inconsistencies in the implementation of the Android
security concepts.

In [8], the authors present the current state of smartphone
security mechanisms and their limitations in order to iden-
tify certain security requirements for proposing enhance-
ments for smartphones security models. In [9] the au-
thors present their upgraded Lock Screen system, which
is able to support authentication for the user’s convenience
and provide a good security system for smartphones. They
also suggest an upgraded authentication system for Android
smartphones. All these considerations have led many re-
searchers to study innovative techniques to improve security
on all kind of devices. Different studies and implementa-
tions of biometric authentication systems based on different
features were published in the literature. Usually, both soft-
ware and hardware standard approaches are based on three
main steps: image enhancement phase, extraction of bio-
metric identifiers, and matching phase. In what follows, the
most meaningful works are briefly described. In [10] the
authors present a multimodal biometric identification sys-
tem based on the combination of geometry and fingerprint
features of the human hand. Hand images are acquired
with a commercial scanner (150 dpi resolution) while sup-
port vector machines technique is used as verifier. In [11]
the author makes new observation about fingerprint recog-
nition that uses state of the single steak in the fingerprint
image, because patterns of the veins in the fingerprint with-
out notice of the fingerprint about person, and can be used
for identified person. This algorithm can work on gray
scanned photo and also its work very fine on the binary
images. Whereas the insecurity of a system can be easily
exaggerated even with little minor vulnerability, the secu-
rity is not easily demonstrated.

In [12] the authors represent the system in terms of a state
machine, elucidate the security needs, and show that the
specified system is secure over the specified states and
transitions. The authors expect that this work will pro-
vide the basis for assuring the security of the Android sys-
tem. Multi-modal biometric fusion is more accurate and
reliable compared to recognition using a single biometric
modality, as said by author of [13]. Their goal is to ad-
vance the state-of-the-art in biometric fusion technology
by providing a more universal and more accurate solution
for personal identification and verification with predictive
quality metrics. In [14] the authors focus their attention
on the technical details and performance comparison of
various available fingerprint sensors and explore the future
direction and system development that states using similar
techniques for chance or latent fingerprint enrolment. The
study and experiments carried out indicate that the error
occurred due to poor calibration causes a greater impact
on the generated overall system output and serious usabil-
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ity issues with respect to handling of fingerprint sensors.
In [15] the authors proposed a novel fingerprint matching
algorithm based on minutiae sets combined with global
statistical features. The approach has the advantage of con-
sidering both local and global features for the fingerprint
matching task. The above feature improves the accuracy
of matching score without increasing of time and memory
consuming.

In [16] the authors realized a software authentication
system that refers to classical methods for fingerprint en-
hancement. Fingerprint is processed with two filters in
order to enhance images quality. The first filter is based on
two-dimensional Fourier transform for reducing low and
high frequency noise. The second filter equalize finger-
print image grey levels. The last elaboration is then related
to minutiae extraction. All the minutiae are sorted as to the
distance by the image center. The processing time using
a standard general purpose PC is 11.4 s. In [17] the authors
proposed a hardware system using the pipeline technique
to increase the final throughput. Various tasks were imple-
mented on Altera FLEX10KE FPGA. An initial Gaussian
filtering is used to enhance fingerprint quality and an edge-
detection algorithm is applied to segment fingerprint ridges.
Finally, a thinning algorithm is applied before the minutiae
extraction task. The execution time is of 589.93 ms. In
[18] the authors developed a prototype for fingerprint au-
thentication through a Xilinx Virtex-II FPGA based board.
The proposed architecture can be broken in 3 levels, where
the lower level is constituted by hardware platform. In the
enrollment phase, the extracted biometric template is stored
into the FPGA memory. The execution time is about 5 s.
In [19] the author presents and analyses the typical and
known attacks against biometric systems and outlines sev-
eral solutions to protect and design a secure biometric sys-
tem. The advantages and disadvantages of each proposed
technique was then discussed.

In [20] the authors make a biometric secured mobile vot-
ing. This is a novel technology and also first of its kind
at present. Using fingerprint based biometric control in-
formation and encryption along with SSL using VeriSign
would make the software involved in the voting process
well secured. In addition tying the credentials to a mo-
bile device will make the system even more robust. The
next generation of banking applications won’t be on desk-
top or mainframes but on the small devices we carry ev-
ery day. In [21] authors have focused on how biomet-
ric mechanism provides the highest security to the mo-
bile payment. The present security issues surround the
loss of personal information through the theft of the cell
phone. The authors present the proposed biometrics mech-
anism in order to make more secure the mobile payment
and also to provide security at the wireless transmission
level. In [22] the authors present a new way of generat-
ing behavioral (not biometric) fingerprints from the cell-
phone usage data. In particular, they explore if the gen-
erated behavioral fingerprints are memorable enough to
be remembered by end users. They built a system, called
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HuMan that generates fingerprints from cellphone data.
Android is one of the most popular and fully customiz-
able open source mobile platforms that come with a com-
plete software stack. One of the main reasons behind the
rapid growth in adoption of smartphones is their capabil-
ity to facilitate users with third-part applications. However,
this rapid growth in smartphone usage and the ability to in-
stall third-part applications has given rise to several security
concerns.

3. The Proposed Novel Approach

The fingerprinting is the basis of presented approach. In
the market there are several sensor typologies:

e optical — the fingerprint is detected using the reflec-
tion law, in order to have a good contrast image;

e capacitive — a series of silicon sensors read a small
part of the fingerprint and then join it in the complete
image;

e ultrasonic — the sound waves strike the finger surface
and based on the return signal valleys and ridges are
defined;

e thermal — it uses the temperature difference between
the valleys and ridges of the fingerprint.

In this approach the authors would like not use any finger-
print scanner since we have carried out a feasibility study
for a future implementation. It will be possible to detect
the fingerprint in any part of the screen, without the use of
a specific sensor. In presented model, it is important that
the fingerprint is detected directly through the screen, as
detection must be almost invisible to the authorized user.
Compared to other detection systems which deal with the
device unlock only, a continuous control in order to check

Table 1
Device datasheet

Value
LG Nexus 5
Wi-Fi a/b/g/n/ac
17.84 x 69.17x

Parameter

Product name

Wireless connectivity

Dimensions
8.59 mm
495 Corning Gorilla Glass 3
Display 1080 x 1920 multi-touch 5
point
CPU clock frequency 2.26 GHz

Quad core Qualcomm

Processor
Snapdragon 800
RAM 2 GB
Memory 32 GB integrated
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user identity when each activity starts is inserted. An ap-
plication for the Android platform has been developed in
order to control the system. Every 500 ms a background
application checks if running activities are in the authorized
applications list. If an activity is not present, the system
controls the user fingerprint. The list of authorized activi-
ties, is refreshed every 5 min and at every device rebooting.
In the final version a variable will be included in order to
count invalid fingerprint-based accesses. When the fifth
failed attempt occurs, the device activates the lock-screen
and delegates to Android policies the access management.
The application was tested on a device whose data sheet is
shown in Table 1.

3.1. Model Processing Phases

The idea of the proposed system is shown in Fig. 1. The
system checks if the user is trying to access to an au-
thorized application. If the desired application is not in
the authorized applications list, the system provides a bio-
metric control based on fingerprint recognition. In case
of recognized fingerprint, the system will insert the appli-
cation in the authorized applications list allowing the ac-
cess. Otherwise the system will lock the screen denying the
access.

™\ Fingerprint scan

=
A

Saved Unknown

1Search

® Authorized app

Menu item — l
Menu item
. Look screen
Menu item Insert app in list m
Menu item
If app is Open application [ 4
in list Open
application

Fig. 1. The proposed system architecture.

Figure 2 describes the algorithm functioning. The num-
ber of possible access attempts is indicated by the variable
Number of attempts (NoA), initially set to zero. The user
will try to access to an application. The system controls if
it is an enabled application or not. In the case of enabled
application, the application will be launched. Otherwise,
the system will check fingerprint to see if the access at-
tempt has been made by the owner. If the fingerprint is
recognized, the application will be included in the autho-
rized applications list. Otherwise, the variable NoA will
be incremented by one. The number of possible attempts

400

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

1

Number of attempt
NoA =0

Attempt to open
an app

External biometric
sensor

N

< nabled > fsan applicatioH End )
Y
lNo
Recognized
fingerprint?

|NOA: NoA+ 1

/\ 1
Noa>s? >8] Lock sren |

No

.
Insert app on list

Fig. 2. Algorithm dataflow of the proposed approach.

is five. Exceeded five attempts, the system will lock the
screen.

3.2. Fingerprint Authentication System

The goal of an authentication system is to compare two
fingerprint images: a fingerprint captured and processed
in the startup phase with the fingerprint acquired in real
time. With more details, two steps, an off-line and on-line
step, compose this model. In the off-line step the user’s
fingerprint is captured, processed and stored in the mobile
device. In the online step the user gives its own fingerprint
to verify the identity — the fingerprint is compared with one
stored. The most used authentication systems are based on
Minutiae or Singularity points.

In this work, three different authentication systems have
been implemented using good quality fingerprint images.
These authentication systems are characterized by different
execution times and accuracy rates. Usually, authentication
systems very strong in terms of accuracy rates have very
high execution times and vice versa. Since the proposed
biometric module is oriented to mobile devices, the final
systems must be implemented in order to reduce the exe-
cution time maintaining a good accuracy level. Only one
of these three systems, achieving the best compromise, will
be used in the final mobile device.
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First implementation: Algorithm 1

It is based on Singularity points extraction using the
Poincaré indexes [23]. It is composed only by the following
steps:

e directional image extraction — every element repre-
sents the local ridges orientation in the original grey-
scale image;

e Poincaré indexes technique — it is computed by sum-
ming the orientation changes along a closed curve
around the pixel of interest. Poincaré index, making
a full counter-clockwise turn along the curve in the
orientation field image, the direction angle is equal
to 0°, =180° or £360°. So, according by the value of
the Poincaré index (0 when orientation angle change
is 0°, % when orientation angle change is 180°, —%
when orientation angle change is —180°), the system
is able to detect the singular points;

e matching technique [24] — two matching algorithms
are applied: the single rotation matching and the mul-
tiple rotation matching. The single rotation matching
is applied when the algorithm receives images with
two singularity regions for each fingerprint and if the
singularity regions are of same type and the differ-
ence of their relative distances is lower a threshold.
The multiple rotation matching algorithm is applied
when a fingerprint image has only a singularity re-
gion. The XOR operator is applied between the cor-
respondent regions to obtain the similarity degree.

Second implementation: Algorithm 2

It is based on Minutiae extraction and a robust matching
algorithm. It is composed by the following steps:

e binarization algorithm — this step aims to obtain a bi-
nary image, where pixels can assume a binary value;

e thinning algorithm — it aims to reduce ridge thickness
to the unitary value;

e minutiae extraction algorithm — it is devoted to minu-
tiae analysis (i.e. ending points and bifurcation points
classification) and localization. As results, for each
detected minutia, spatial coordinates are used to gen-
erate fingerprint template;

e alignment algorithm — it calculates roto-translation
parameters if the value of Euclidean distance is lower
than a threshold. The rotation parameter is based on
the differences between the corresponding angles in
the selected minutiae pairs. The translation parame-
ter is based on the differences between the respec-
tive Cartesian coordinates in the selected minutiae
pairs;

e matching technique [25] it is performed between the
roto-translated test and template image. For each test
image minutia, all template image ones are consid-
ered to calculate the differences between respective
coordinates xfy(mxy) and angles O(diff jua)-
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Only when these differences are lower than two
thresholds the first partial score is obtained and
mapped into [0, 1] range. Among all complete scores,
only the greater is considered.

Third implementation: Algorithm 3

It is based on Minutiae extraction and a fast matching al-
gorithm. It is composed only by the following steps:

e binarization algorithm — the same used for Algo-
rithm 2;

e thinning algorithm — the same used for Algorithm 2;

e minutiae extraction algorithm — the same used for
Algorithm 2;

e matching technique [26] off-line registration phase
and one acquired during the authentication phase. It
is based only roto-translation comparisons of Minu-
tiae individualized.

4. Human-Machine Interaction
Evaluation Techniques

Usability is defined in ISO 9241 standard, as “the effective-
ness, the efficiency and the satisfaction with which specified
users achieve certain goals in determined contexts”. This
standard provides a general definition applicable to digital
interfaces and many other areas. In any case, an absolute
definition of usability does not exist as usability is always
compared to a user who needs to reach a certain goal. In the
user-centered design context, usability is aimed to see how
people relate with a certain product as objective as possi-
ble. The simplicity and standards compliance are essential
to usability. The user’s interest relates only to the prod-
uct and its pure functionality. To find out if an application
is usable it is necessary to know how a user can achieve
a specific goal (effectiveness) in a reasonable amount of
time (efficiency), finding comfortable and enjoyable this
experience (satisfaction). The best way to understand it is
through usability testing with users [27].

The main goal of the test is to study the behavior of users
which interact with real products or prototypes [28]. More-
over it is really important to identify problems and bottle-
necks of the interface, in order to be able to correct them
during the design phase.

Another important point is to understand how the user
moves and thinks its difficult reasons in order to address
them in the design phase. The tests require that each user
is observed individually, and not in group. Furthermore,
the performed tasks must be coherent for each participant.
These aspects are always present in all test methods and
the rest will change depending on the constraints of each
project. A very important step is the usability test plan-
ning [29]. This phase is focused on a number of factors on
which the entire test is based: test objectives, user charac-
teristics, tasks and questionnaire characteristics at the end
of test.
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Some requirements of usability test include:

e identification of all the variables involved in the in-
teraction between user and product. Typically, they
involve certain assumptions on the tested users, but
also on the interface characteristics, and on what can
vary and affect system performance;

e subjects recruitment — users can be divided in statis-
tically equivalent groups;

e precise experimental hypothesis — the test is a real
scientific experiment. Through the control of the in-
volved variables the main aim is to verify a certain
hypothesis;

e rigorous measurement of the experimental values —
relevant data are collected for measurement and
analysis of necessary variables (number of errors,
number of clicks, execution time, etc.);

e statistical analysis — collected data are analysed and
adjusted according to appropriate statistical tech-
niques.

If necessary, during the test it is possible to record the ses-
sion. However, the presence of a camera can embarrass the
user and it is not always recommended. The test can be
conducted through the think aloud technique [30], which
asks users to verbalize aloud their thoughts, comments and
emotions during the test. The think aloud method shows
the differences between the designer and the user mental
model. The main goal is to bring closer these two models
as much as possible. In other cases it is possible to use
the eye-tracking [31], a hardware and software technology
that allows to track the user’s eye movements while looking
at the interface. The eye tracking is very useful when it is
necessary to get very accurate and quantitatively significant
data, for example to analyse the key pages of the applica-
tion, to make comparative studies of different versions, to
see the visual impact of the display.

The usability test on mobile touch devices must also take
into account other technical constraints:

e sound — users may not feel it or, on the contrary, may
have to disable it in order to avoid disturbing people
around them;

e light conditions — mobility user might want to use the
interface in non-optimal lighting conditions. So, it is
very important the contrast between the background
and text elements in the foreground;

e connection — it is necessary to optimize the loading
time. For example, it is possible to load the main
info immediately or define information architecture
for this purpose;

e screen size: it is possible to optimize the interface
in order to avoid unnecessary vertical or horizontal
scrolling;

e touch: clickable elements must be sufficiently spaced.

400

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

4.1. Human-Machine Interaction Evaluation Test-bed

In order to validate presented approach a usability test has
been implemented. The usability test involved 100 users for
a qualitative and a quantitative test. With more details, user
satisfaction and the percentage of tasks successfully com-
pleted (success rate) have been measured. After an initial
briefing where the participants to the test goals have been
introduced, each user was escorted to a separate room in
order to feel at ease and concentrate on the goals of the test.
The test does not provide audio or video recordings, it does
not use the think aloud or the eye tracking methods. In or-
der to collect feedbacks from users it has been prepared an
analysis grid of critical situations accompanied by a short
final questionnaire to gather tips. The Android application,
installed on the mobile device, has been implemented in
such a way to track user usage.

First of all, not having a device with a fingerprint detector,
images acquired with external equipment have been used.
With more details, to quantify the user satisfaction, it has
been optimized the touches number on the various buttons
and the number of applications starts. Figure 3 shows the
user satisfaction after interacting with three different bio-
metric recognition algorithms. The results show that the
Algorithm 3 has received the greater number of positive
feedback in order to execution time and accuracy rate.

100
90
80
70 1
60
50
40
307
207
107

Number of feedbacks

-l

Algorithm 3

Algorithm 1 Algorithm 2

[] positive feedback [] neutral [l negative feedback

Fig. 3. User satisfaction feedbacks using the different implemen-
tation of the biometric recognition algorithm.

One of the most important Algorithm 3 phases is related
to the minutiae identification and extraction. First of all,
the thinning algorithm has been applied in order to obtain
fingerprint ridges with size of 1 pixel. After, for the entire
image, all 3 x 3 submatrices have been analyzed to calcu-
late the number of black pixels. In every submatrix with
a central black pixel, the following cases can be obtained:

— 1 black pixel — it is an isolated point;
— 2 black pixels — it is a minutia, said end-point;
— 4 black pixels — it is a minutia, said bifurcation.

In the proposed system, the minutia characteristics as po-
sition (spatial coordinates in Cartesian axes) and type have
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Table 2
LG Nexus 5 processing times

No Binarization Thinning Minutiae extraction and post-processing | Matching algorithm Total
) [ms] [ms] [ms] [ms] [ms]

1 66 1033 1474 87 2660
2 80 1282 1579 95 3036
3 46 1008 1474 85 2613
4 70 1227 1609 104 3010
5 73 1124 1506 101 2804

been considered. In addition, to decrease the number of
false minutiae due to the noise presence, some choices
have been made:

— all end-points and bifurcations located in the image
edge are discarded;

— all end-points and bifurcations too close together are
discarded.

The implemented fingerprint authentication system on the
LG Nexus 5 has given the following experimental results
in terms of minutia extraction (Fig. 4), execution time
and accuracy. Table 2 shows the obtained processing time
using the Algorithm 3 implementation on the Android
device. The five rows correspond to tests carried out
on five different fingerprints. The average time measured
was 3 s. This is a tolerable value considering what ex-
pressed by users. Experimental results show good perfor-
mance about the proposed system. Figure 5 shows tips
provided by user regarding the Android application. Most
of the users which participated at the usability test would
like a biometric recognition speed improvement. This

Fig. 4. The proposed fingerprint authentication systems imple-
mented on the LG Nexus 5: (a) the original fingerprint image,
(b) the binarized fingerprint image, (c) the thinning fingerprint
image, (d) detected minutiae, (e) the minutiae (end points and
bifurcations) extracted after checking its distance.

Number of answers
W
S

20
: =
0 —

Improve Improve GUI Use multiple Use an
biometric fingers alternative
recognition fingerprint biometric
speed recognition
system

Fig. 5. Tips provided by users on the biometric application.

40

speed will be significantly improved when the biometric
recognition system will be integrated directly into the mo-
bile device.

60
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40
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20 -

10 -1

1 3 >5
[s]

Number of answers

Fig. 6. Answers provided by users on the tolerable biometric
recognition speed.

60
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.
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Fig. 7. Answers provided by users on the desired fingers acqui-
sition number for biometric recognition.

Number of answers

The user’s tolerance level about the biometric recognition
speed is shown in Fig. 6. Users tolerate a biometric recog-
nition speed ranging between 3 and 5 s. Figure 7 shows
the answers provided by users regarding the desired fingers
number for biometric recognition. It is clear that users want
to use fingerprints from multiple fingers. Figure 8 shows
the answers provided by users regarding to an alternative
biometric recognition system. Among the various proposed

w 60
-
z 50
S 40
S 30
_;;* 20
10
=
Z o _mm I
Handprint Iris scan ~ Hand or finger Tone of voice
vascularization
Fig. 8. Answers provided by users on an alternative mobile

biometric recognition system.
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systems users would be more willing to use an iris scan
system or a tone of voice recognition system.

Finally the Success Rate (SR), related to tasks to be per-
formed by each user, has been evaluated using the following
equation [32]:

_ Success ful trials + (Partially Successful -0.5)
N Total trials
(1)

Two parameters are also considered. The Precision (also
known as positive predictive value) is the fraction of re-
trieved instances that are relevant, and the Recall (also
known as sensitivity) is the fraction of relevant instances
that are retrieved. Precision and Recall [33] are then de-
fined through the Eqgs. 2 and 3, respectively:

SR

. TP
Precision = ———, )
TP+FP
TP
Recall = ————
T TPLYFN’ )

where TP is the True Positive value, TN is the True Neg-
ative value, FP is the False Positive value, and FN is the
False Negative value. Specifically, the instance is negative
and it is predicted negative in TN, the instance is positive
and it is predicted positive in TP, the instance is positive
but it is predicted negative in FN, and, finally, the instance
is negative but it is predicted positive in FP.

Table 3
Hit and failure percentages

‘ Task ‘ Success [%] ‘ Partial success [%] ‘ Failure [%] ‘

1 92 8 0
2 94 6 0

As shown in Table 3, the usability test has been carried out
considering two specific tasks: the search of the applica-
tion to launch in the list of enabled applications (Task 1)
and the fingerprint control (Task 2). Moreover, the per-
centages of success and failure are also shown in Table 3.
Using Eq. 1, the success rate of both tasks has been calcu-

lated as:
172+ (28-0.5)

200

Then the Precision and Recall parameters, always consid-
ering 100 users, have been calculated. The measured oc-
currences of TP, FP, TN and FN are shown in Table 4.
Moreover, Precision and Recall rates have been calculated

SR = 93% )

Table 4
Authentication system: Precision and Recall
Parameter Task 1 Task 2
TP 88 84
TN 0 4
FP 8
FN 8 4
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for both tasks, using Eqs. 2 and 3 and the results are listed
in Table 5.

Table 5
Precision and Recall of Task 1 and Task 2
| Parameter Task 1 [%] | Task2[%] |
Precision 95.6 91.3
Recall 91.7 95.4

A statistical analysis has been also carried out through the
MedCalc software [34] suite. This analysis focused on the
inter-rater reliability (or even “agreement between judges”)
that measures the degree to which the ratings of two or more
judges are consistent beyond the case. In the first analy-
sis the Intraclass Correlation Coefficient (ICC) [35], [36],
a measure of the reliability of measurements or ratings, has
been calculated. For the purpose of assessing inter-rater
reliability and the ICC, two or preferably more raters rate
a number of study subjects. In this case different users rate
the three algorithms. It is necessary to made a distinction
between two study models: (1) each algorithm is rated by
a different and random selection of a pool of raters/users,
and (2) each algorithm is rated by the same raters/users. In
the first model, the ICC is always a measure for “absolute
agreement”; in the second model a choice can be made
between two types: “consistency” when systematic differ-
ences between raters are irrelevant, and ‘“absolute agree-
ment”’, when systematic differences are relevant.

Table 6
Intraclass Correlation Coefficient

Intraclass 95% confidence

Correlation interval
Single measures 0.6037 0.2653 to 0.9841
Average measures 0.6037 0.2653 to 0.9841

In the presented analysis, the authors considered this last
case and the results are shown in Table 6. In detail, the
“Intraclass Correlation” represents the degree of absolute
agreement among measurements, the “Single measures”
estimates the reliability of single ratings (an index for the
reliability of the ratings for one, typical, single rater) and
the “Average measures” estimates the reliability of aver-
ages of k ratings (an index for the reliability of differ-
ent raters averaged together, always higher than the Single
measures 1CC).

5. Conclusions

In new generation mobile devices, biometrics can be a safe
approach for user identity and authentication management.
However, in this context, a biometric authentication sys-
tem must have an authentication capacity with a high level
of security. Moreover, the biometric approaches are in-
volved into the tasks scheduling of the operating system
that can causes latency and then the user satisfaction can
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be compromised. So, some real-time operations concerning
human-machine interactions can slow down due to biomet-
ric authentication process. In this paper the feasibility of
a trusted biometric authentication system has been evalu-
ated. A deep analysis has been performed in order to evalu-
ate users reactions towards the delay times for acquisition,
processing and verification of fingerprints. The obtained
results provide a clear guidance on the users’ satisfaction
about used algorithms and on the tolerable speed for iden-
tification. This information can be the main starting point
for developers in order to find the optimum trade-off for
future implementations.
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