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E-health

Pantelis A. Angelidis
Guest Editor

E-health is a collective term aiming to reflect all modes of electronic healthcare delivery
via the electronic communication means. E-health applications bring technology to patient
care, ranging from prevention and diagnosis to follow-up, allowing the utilization of mod-
ern communication equipment and services capacity to link distant healthcare stations and
individuals for the provision of healthcare services in real-time to remote groups of popula-
tions. More than that, e-health practices minimize the paperwork involved in the healthcare
delivery, optimize the provided services, and ensure seamless communication and access to
information independently of geographical limitations.

According to the eEurope2005 action plan “e-health refers to the use of modern information
and communication technologies to meet needs of citizens, patients, healthcare professionals,
healthcare providers, as well as policy makers” [3].

The following factors favor the adoption of e-health programs:

— growing concern regarding medical error;

— advance of patient-centric healthcare systems;

— need to improve cost benefit ratios and to rationalize healthcare;
— citizen mobility across Europe.

Having realized the impact of the information technology era to the healthcare industry, this
e-health special issue focuses on the e-health tools and practices, recent R&D efforts and
outcome and investigates the current and future trends in the e-health field along with the
relevant policy and standardization processes within the EU and worldwide.

Papers have been organized in six key areas.
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1. Regional healthcare systems —
interoperability issues

Health information networks typically involve the linking
of healthcare institutions, via telemedicine and web-based
services, to professionals and patients disseminated over
a broader geographic area, than could be serviced by the
institution without the technology. There is no standard
“regional” health information network.

The importance lies on the interoperability of different
healthcare networks. An autonomous, self-functioning re-
gional system, may entail a range of automated processes
having a positive effect on the organization in local level,
but in the event it cannot communicate and exchange data
with external systems constitutes a mere office automation
application instead of an advanced e-health application. Ad
hoc industrial standards, like HL7 and DICOM, have pre-
vailed today, nevertheless interoperability is a hot open
issue.

Over the last two decades, European standardization has
increasingly and substantially contributed to the implemen-
tation of various European policies. In the light of the
changing conditions under which European standardization
in the enlarged EU needs to operate and taking account
of the challenges due to digitalization and globalization, it
has become necessary to review the objectives, scope and
needs of European standardization policy.

The CEN/ISSS has on the request of the European Commis-
sion started a new investigation of standards requirements
in the area of “e-health”, in connection with the eEurope
2005 action line. The investigation is performed by a fo-
cus group comprising all major stakeholders with a man-
date to overview the existing achievements and proposed
e-health related and relevant standardization activities, in
formal standardization and industry consortia and prepare
a report, containing proposals and priorities for future stan-
dardization work.

A recent initiative of the German government is the e-health
interoperability workshop — The Government and Expert
View — an informal meeting of government representatives
together with key standardization experts dealing with in-
teroperability problems with the target to agree upon a draft
action plan for collaboration on interoperability aspects.

Papers tackling the interoperability in this issue:

1. M. Mauher et al., “National, regional and interna-
tional interoperability of Croatian healthcare infor-
mation system” presents the general architecture of
the Croatian healthcare information system and the
respective pilot projects and results of pilot imple-
mentations as well as national ICT environmental
accelerators for health ICT implementations.

2. A. Berler et al., “The use of HL7 as an interoper-
ability framework in a regional healthcare system in
Greece” discusses the impact of health level 7 (HL7)
message-based communication systems in achieving

interoperability in a regional healthcare information
system.

3. M. Tsiknakis et al., “An architecture for regional
health information networks addressing issues of
modularity and interoperability” describes the re-
gional health information network of Crete in Greece,
HYGEIAnet, and introduces its framework for the
reuse of standardized common components and pub-
lic interfaces, thus enabling integrated and personal-
ized delivery of healthcare.

2. M-health: independent living
exploiting mobile technologies

Telemonitoring systems for the mobile citizen allow for
healthcare provision away from the traditional nursing areas
(i.e., at the home environment, work setting, while travel-
ing, etc.). They address the mobile citizen wishing to un-
dertake an active role in monitoring his/her health status.
M-health applications enable ambiguous healthcare moni-
toring, seamless to the patient and contribute to the ele-
vation of the quality of life, enhance independence, while
tackling social exclusion, as the patient is now able to par-
ticipate in social activities. Bringing smart handheld de-
vices to the fore would strive healthcare to intensive remote
diagnosis, prevention, and monitoring. The envisaging of
interacting devices combined with smart cards, the latter
serving as a key for the holder, would be the next step
in utility and convenience for healthcare, serving both the
provider and the service recipient. Interacting handheld de-
vices and mobile phones are merging to monitoring devices
of the (near) future.

The papers discussing m-health are:

1. A. Kropp, “Wireless communication for medical ap-
plications: the HEARTS experience” discusses the
HEARTS wireless network, in the frame of which
biometric and environmental data measured from pa-
tients during both hospitalization and in their normal
lifetime activities, is gathered.

2. S. Pavlopoulos et al., “A web-based system for per-
sonalized patient education and compliance monitor-
ing” presents an integrated health telematics platform
to enhance chronic patient compliance to therapy and
interactive communication with their attending physi-
cians, developed by the C-Monitor project.

3. A. Prentza et al., “Cost-effective health services for
interactive lifestyle management: the PANACEIA-
iTV and the e-Vital concepts” presents two differ-
ent technical and business concepts in the provi-
sion of telemonitoring services, PANACEIA-iTV and
e-Vital.
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4. F. Ortu and S. Andreassi, “Psychological implica-
tions of the application of health state continuous
monitoring systems in cardiovascular pathologies”
provides an insight of the constant monitoring psy-
chological impact by analyzing the interactions be-
tween situational attributes and personality disposi-
tions (for instance, trait anxiety).

3. Medical education

Medical education concerns the diffusion of scientific infor-
mation with the aim to educate and train healthcare profes-
sionals as well as citizens. On-line learning enables physi-
cians to access timely and flexibly accurate and aggregated
information and benefit from continuing education and tele-
consultation. ICT advances in the medical field create new
opportunities for life-long learning and provide the neces-
sary tools for bridging the gap between the available medi-
cal resources and the needs of the healthcare professionals.
Not only that, it also offers the opportunity of a more self-
reliant informed citizen.

It should be noted that one target of eEurope 2005 is
that member states and the commission should ensure
that citizens can access online health services (information
on healthy living and illness prevention, electronic health
records, teleconsultation and e-reimbursement, etc.) by the
end of 2005.

The papers dealing with the medical education issues in-
clude:

1. S. Pavlopoulos et al., “Remote medical education via
Internet enhanced services — the REMEDIES plat-
form for distant training” presents the remedies med-
ical education system for healthcare professionals.

2. G. Stalidis et al., “Information and e-learning ser-
vices for the efficient management of allergy and
asthma, employing an integrated environment moni-
toring network”™ presents a distributed telematic plat-
form, which is implemented to support health in-
formation management and innovative services to
people suffering from allergies, asthma and rhinitis:
the citizen approach.

4. Health grid

Grid technology is promising, both for computing intensive
applications and knowledge discovery. The goal of health
grid is to meet the growing computing needs of health ac-
tors. The first challenge is to integrate grid technology
into health practice, by the deployment of pilot biomed-
ical applications for example, the second challenge is to
integrate specific health requirements into grid technology,
such as standards, interfaces, protocols and data hetero-
geneity and the third challenge is to address the dispersion
of the biomedical community.

In regards to health grid the paper from F.-S. Salloum,
“Health applications and grid technologies” presents
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the current status of standardization activities and working
groups, which are currently involved with the specification
of health applications and the standardization of needed
components such us security, functionality, etc., which are
being introduced by the use of grid technologies.

5. Wearable devices, personal health
management systems and services
based on biosensors

Innovative computer and software technologies are de-
ployed to provide vital patient data monitoring and connect
clinicians with mobile patients via workstations, wireless
devices and the Internet. Technology progresses to produce
virtually invisible biosensors, implantable or integrated in
the patients clothing or to small, portable devices, which
enable continuous vital data transmission and allow the de-
velopment of personalized treatment plans for the patient.

The following papers concern issues relating to wearable
devices and biosensors:

1. P. Celka et al., “Wearable biosensing: signal pro-
cessing and communication architectures issues” fo-
cuses on issues in wearable biosignal processing
and communication architecture currently running at
the Swiss Center for Electronics and Microtechnol-
ogy (CSEM) in the framework of several European
projects.

2. R. Paradiso et al., “WEALTHY, a wearable health-
care system: new frontier on e-textile” presents the
wealthy health monitoring system, which is based on
a wearable interface implemented by integrating fab-
ric sensors, advanced signal processing techniques
and modern telecommunication systems, on a textile
platform.

6. Tools for health professionals

Physicians, healthcare organizations managerial force, med-
ical auxiliary personnel and administrative personnel, as
well as a range of other professionals (e.g., pharmacists,
etc.) may benefit from the ICT tools designed to enhance
the communication capabilities of the healthcare profes-
sionals, to facilitate the completion of every day tasks, to
reduce paperwork and eliminate errors, as well as to assist
medical practice. The tools for healthcare professionals in-
clude (among others):

— computer-aided diagnosis;

— electronic prescription;

— electronic records;

— digital libraries;

— on-line registries;

— hospital information systems;

— electronic ordering (e-procurement,
e-lab ordering, etc.).
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Tools for health professionals are presented via the follow-
ing papers:

1. B. Blobel and P. Pharow, “Tools for health profes-
sionals within the German health telematics plat-
form” describes the German health telematics plat-
form, based on an architectural framework and a se-
curity infrastructure, as well as its tools based on
smart cards.

2. A. M. Demiris and N. Ioannidis, “Context aware-
ness and nomadic devices featuring advanced infor-
mation visualization in clinical routine” presents an
IT platform, which emerged from applications in the
cultural heritage domain, that can be used to de-
liver context-aware services and advanced visualiza-
tion of information to medical personnel in a clini-
cal environment. Along with the description of the
platform and its components, two application exam-
ples/medical use cases are presented.

3. H. F. Kwok et al., “Improving interpretability: com-
bined use of LVQ and ARTMAP in decision sup-
port” discusses the use of LVQ in ST analysis and
describes the overall architecture of the rule-based
disease-specific approach of automatic detection of
ischaemia from ECG signals.
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National, regional

and international interoperability
of Croatian healthcare information system

Mladen Mauher, Dragan Schwarz, Ranko Stevanovié, and SiniSa Varga

Abstract—Croatian national health ICT implementation
strategy is determined by Croatian national health strategy
and plan, Croatian ICT development strategy for 21st cen-
tury, and requirements specifications for the health informa-
tion system. National health ICT implementation strategy
components are accented: purpose of the ICT implementa-
tion strategy, information principles, needs and ICT enable-
ment in domains of patients, healthcare professionals, policy-
makers and managers and public. Telemedicine and telecare
positions and implementation steps are described. Based on
the determinants, three organizational levels have been estab-
lished — government, ministerial and project levels. General
architecture of Croatian healthcare information system and
respective pilot projects and results of pilot implementations
as well as national ICT environmental accelerators for health
ICT implementations are presented.

Keywords— health ICT implementation strategy, healthcare
Sfunctional requirements, helthcare standards, electronic health
record, integrated healthcare, agent based software technology,
healthcare computer, communication network healthcare pilot
implemetation.

1. Introduction

Conceptual design of national healthcare information sys-
tem has been based on:

e national strategic documents:

— Croatian strategy for health and health insur-
ance reform [1],

— Strategy of Information and Communication
Technology Development — Croatia in 21st Cen-
tury [2],

— National Health ICT Implementation Strat-
egy [3];

e international documents:

— eEurope Action Plans: 2000, 2002, 2005,

EU eHealth Strategy,

The eEurope Smart Card (eESC) initiative,

National eHealth Strategies (GB and US);
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e health information system conferences and forums:

— Conference on Health Information System
and Telemedicine Developments (Zagreb,
May 2001),

— National Health Information System Implemen-
tation Conference (Zagreb, Nov. 2002),

— Cooperation on Sustainable Healthcare Strate-
gies, 1st Central East and South East Europe
Symposium (Zagreb, Sept. 2003): Implemen-
tation and Interoperability of Health Informa-
tion Systems in Central and South East Europe:
Major Issue of the Reform; Sustainable Cardio-
vascular Healthcare and Technology Strategies
for CE&SEEurope — Leading health and econ-
omy problem.

Knowing the complexity of national healthcare information
system and having experienced inefficiency and incompati-
bility of isolated legacy systems, competitive national pilot
project approach has been implemented.

2. Project organization and management

Three-level project organization and management has been
established.

Government level — Government Steering Committee for
Internet Infrastructure Development (GSCIID) — responsi-
ble for national ICT policies and corresponding infrastruc-
ture developments. GSCIID established the health informa-
tion system expert group as the advisory group of experts in
the fields of medicine/health and ICT, with the responsibil-
ities for advising and monitoring high level implementation
policies.

Ministerial level — advisory teams to minister of health
were appointed with the representatives from hospitals, na-
tional institute for public health, national institute for health
insurance, faculty of medicine, chambers of health, as well
as the regulatory bodies for public procurement for the
health related ICT projects.

Pilot project level — central primary healthcare informa-
tion system (PHIS) implementation team with 60 pilot im-
plementation site teams, and hospital information system
(HIS) implementation team with 4 corresponding pilot im-
plementation site teams were appointed.
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3. The requirements and functional
specifications

3.1. National requirements

The strategic national requirement for the national health
information system (NHIS) is to enable implementation of
national health system (NHS) reform.

The strategic information requirements are:

e to ensure patients can be confident that NHS profes-
sionals caring for them have reliable and rapid ac-
cess, 24 hours a day, to the relevant personal, medi-
cal and health information necessary to support their
care;

e to eliminate unnecessary travel and delay for patients
by providing remote on-line access to services, spe-
cialists and care, wherever practicable;

e to provide access for NHS patients to accredited, in-
dependent, multimedia background information and
advice about their condition and to provide every
NHS professional with on-line access to the latest lo-
cal guidance and national evidence on treatment, and
the information they need to evaluate the effective-
ness of their work and to support their professional
development;

e to ensure the availability of accurate information for
managers and planners to support local health im-
provement programmes and the national framework
for assessing performance;

e to provide fast, convenient access for the public to
accredited multimedia advice on lifestyle and health,
and information to support public involvement in,
and understanding of local and national health ser-
vice policy development.

The specific targets are:

e reaching agreement with the professions on the se-
curity of electronic systems and networks carrying
patient-identifiable clinical information;

e developing and implementing a first generation of
person-based electronic health records, providing the
basis of lifelong core clinical information with elec-
tronic transfer of patient records between general
practicioners (GPs) and medical specialists;

e implementing comprehensive integrated clinical
systems to support the joint needs of GPs and the
extended primary care team, either in GP practices
or in wider consortia (e.g., primary care groups);

e ensuring that all acute hospitals have the ability to un-
dertake patient administration, including booking for
planned admissions, with an integrated patient index
linked to departmental systems, and capable of sup-
porting clinical orders, results reporting, prescribing
and multi-professional care pathways;

e connecting all computerized GP practices to NHS
virtual private network (NHS VPN);

e providing 24 hour emergency care access to relevant
information from patient records;

e using NHS VPN for appointment booking, referrals,
discharge information, radiology and laboratory re-
quests and results in all parts of the country;

e the development and implementation of a clear pol-
icy on standards in areas such as information man-
agement, data structures and contents, and telecom-
munications, with the backing and participation of
all key stakeholders;

e community prescribing with electronic links to GPs
and the prescription pricing authority;

e routinely considering telemedicine and telecare op-
tions in all health improvement programmes;

e offering NHS direct services to the whole population
establishing local health informatics services and pro-
ducing hosted local implementation strategies;

e completing essential national infrastructure projects
including the networking infrastructure, national ap-
plications, etc.;

e opening a national electronic library for health with
accredited clinical reference material on NHS VPN
accessible by all authorized NHS organizations;

e planning and delivering education and training in in-
formatics for clinicians and managers.

3.2. International requirements

National requirements were strengthen by the requirements
for functional, technological, regional and international in-
teroperability of NHS and NHIS, focused to meet EU
e-health goals by the end of 2005, and functionally and
technologically, smoothly and cooperatively, serve any re-
quirement for healthcare of residents and non-resident dur-
ing the stay in Croatia followed by the open interna-
tional participation of health professionals for health re-
lated processes in Croatia by the usage of telemedicine and
telecare.

International requirements are stressing the implementation
of international medical/health and corresponding ICT stan-
dards.
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3.3. Functional specifications

Development of functional specifications resulted by
3052 detailed specifications for the HIS and high number
of detailed functional specifications for PHIS.

Two stage aggregation processes derived mid and high
level aggregated function specifications. In this paper we
present high aggregated functional specifications.

3.3.1.

Primary healthcare information system - high
level functional specifications — central system

The central system contains:

3.3.2.

primary healthcare information system manage-
ment: health insurance management, patient man-
agement, electronic health documentation manage-
ment, extended communications management, health
information system reporting management;

clinical information system management: service
management, data access and protection manage-
ment, clinical documentation management, health re-
lated registers management (state, local), HL/7 com-
munication system, clinical data management, “vir-
tual” electronic health and electronic medical record
management;

administrative and business support: global reg-
istration management, health insurance database
management, personal ID-management, national
MKB-10 classification system, ICPC-2 classification
system, drug, pills, orthopedic supplement list man-
agement, list of services and procedures;

privacy and security management: smart card
technology driven privacy and security for patients
and healthcare professionals, user authentication sys-
tem, role based data access control;

additional functionalities: external database access
(medical and health libraries, e-professional educa-
tion, registers), intranet and Internet communication;

technical and technological integration with: hos-
pital information systems, institute for public health
information system, institute for health insurance in-
formation system, central state treasury system, min-
istry of health and social care information system.

Primary healthcare information system — high
level functional specifications — client system

The client system contains:

JOURNAL OF TELECOMMUNICATIONS
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health professional: role based health profession
identification, authentication and administration ser-
vices, patient care service workflow, diagnostics, re-
ferrals, prescriptions, medical services, automatiza-
tion of patient health and medical document genera-
tion, professional navigation services, visit manage-
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ment, laboratory services, calendar and administra-
tive management, comprehensive reporting system;

health and medical supporting services: health
documentation management, clinical documentation
management, decease related drugs recommenda-
tions, drug retrieval;

patient oriented services: visit registration and
waiting room management, patient identification, au-
thentication and administration services, patient re-
lated medical documentation (laboratory, images,
other), task list, procedures and memos, patient rela-
tionship management;

patient management: general patient data, health
insurance related data, patient health data (anamne-
sis, risk factors, allergies, medical treatments, health
problems, chronical deceases), patient medical data,
vaccinations, administrative document issued, ill-
nesses;

interoperability with core primary healthcare sys-
tem: XML/HL7 client agent communications ser-
vices.

Hospital information system functional
specifications

The general functional specification list contains:

[ )

management and control: consolidated strategic,
strategic, tactical and operational management, in-
vestment management, business intelligence, perfor-
mance management, controlling;

general services: accounting (managerial and finan-
cial) and general ledger, payroll, inventory manage-
ment;

patient management: patient administration, patient
accounting and billing, patient scheduling, patient
service management, marketing and health promo-
tion;

diagnostics and therapy: diagnostic support and
ancillaries, clinical order management, medical and
clinical documentation, treatment and operation, re-
search and education;

care management: care planning, clinical care, care
documentation, after care management;

hospital and health system communication: inter-
nal communication, communication with providers,
communication with payers, communication with pa-
tients, communication with suppliers;

support services: medical technology, environmen-
tal health and safety, transportation, facility services,
health and medical document management, patient
information center (help desk);
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e business support: human resource management,
procurement, treasury/corporate finance manage-
ment, fixed asset management, real estate, equipment
maintenance;

e interoperability: medical equipment data communi-
cation, external professional and administrative com-
munications.

4. General architecture of Croatian
healthcare information system

General architecture of NHIS consists of central compo-
nents — the NHIS infrastructure, and contextual portals:

e central components: core networked healthcare
repositories' (population, health insurance, public
health, health financials) along with acting applica-
tion service providers — ASPs (primary healthcare,
secondary healthcare, public health, health insurance,
health professional associations);

e contextual portals: ministry of health, public health,
health insurance, primary healthcare, hospital, phar-
macy, health professional associations, professional
and public education, general health communica-
tions2, other health related portals, as presented in

Fig. 1.
Internet
Ministry
Portal of health Portal
HZJZ portal HZZ0
7 Health ICT ASPnetwork
Professional) | ASP: health \( Health
and pul?llc ! ASP:pqpulatlon insurance | 1 profegsmnal
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! networked X
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. | R —
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eal ! ctqm . | ASP: trea}ory, ASP: public : healthcare
munication : accountmg, health . portal
portal || 1general services (HZJZ) N J
' (FINA) X
N o e e e e /
I’— _____ N
Other health | Hosoital |
related Pharmacy ] oftal ]
portals portal : p :
| S —— J
Internet

Fig. 1. General architecture of healthcare information system.

IWith respective data, process and knowledge interdependencies.

2General health oriented communications and professional communica-
tions. Telemedicine is an example of event driven temporal multipoint
professional health communications.

Portal implementations provide autonomy of professional
functionalities and contextually “glue” all stakeholders in
their mutual interactions.

5. Implemented pilot projects

Based on the general architecture and priorities given, pub-
lic tender for two-staged competition (short list competition,
competition throughout pilot implementations), following
results of pilot competition were obtained.

5.1. Primary healthcare information system

Primary healthcare information system (PHIS) is designed
and implemented as central and client components of PHIS.

5.1.1. G1 - central component of PHIS

Central component of PHIS implements functional require-
ments in the form of integrated system. Integration is based
on interoperability standards.

Central component of PHIS integrates: information systems
of the ministry of health, health insurance organizations,

Nurse

Doctor Hospital

Pharmacy . °
information

[ e " Primary healthcare
~__ information system ﬁ
Patient Laboratory
Health (] Institute
inssraance of public health
i i Minist; information
information Certification fl}r]ns ]tl'yh system
systems authority othea
and PKI

Fig. 2. Basic entities in primary healthcare information system.

hospitals, public health, national certification authority,
pharmacies, laboratories, primary healthcare teams and pa-
tients (Fig. 2).

Central compotent of PHIS program architecture is imple-
mented on three layers (Fig. 3):

e open application layer: applications related to PHC
teams (doctors, nurses), laboratories, public health,
other;

e middle layer: middle layer implements common
health services (electronic health record manage-
ment, patient record management, resource man-
agement, terminology services, authorization) and
common general services (coding schemes, direc-
tory management, transaction tracing, message in-
terchange, authentication);
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e communication layer: standards driven authenti-
cated communications.

Application layer

Doctor Laboratory Public health
application application application oo
Middle layer
Common health services
Electronic health Resource
record management management
Patient record i Lo
Termm‘ology Authorization
management services
Common general services
Coding Directory
schemes management
Transaction Message Authenticati
tracing interchange uthentication

v v v

‘ Communication layer ‘

Fig. 3. Referent PHIS program architecture.

Portal technology implemented in middle layer integrates
data layer (Intranet databases: health resource registers,
population register; Internet databases: electronic libraries,
knowledge bases, clinical recommendations) and presenta-
tion layer (web server, WAP server, SMS server, e-mail
server). Figure 4 presents the implemented portal architec-
ture.

5.1.2. Management potentials in central PHIS

Management and control in health system is imple-
mented by strategic and operational patient relationship
management, drug prescription, referrals, therapeutical pro-
cesses performance and drug efficiency assessments.

Professional service management covers authorized ac-
cess to distributed electronic patient records (EPRs) and
related medical document resources (images, laboratory ev-
idences, diagnostics, etc.), professional access for emer-
gency and crisis management, professional and administra-
tive messaging management, personal performance man-
agement, health and medical reporting system.

Public health management support facilitates healthcare
intelligence, evidence based management in public health,
public health dynamics management and management of
many of public health dedicated segments.

Ministry of health and social care management support
enables implementation of healthcare intelligence for min-
isterial purposes, NHS performance management, health
resources management, NHS business and economic intel-
ligence.

Data layer
Intranet
; databases
Presentation
layer
E = Health
= resource
Middle register
Web serve layer
Personal —
computer = PHC porta,
WAR server
Internet
databases
| —

Electronic
library

PDA
SMS sery
—
| s

E-mail server

Mobile

phone Knowledge

base

Clinical
recommen-
dations

Fig. 4. PHIS portal architecture.
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Fig. 5. Example of context sensitive navigation.

Health insurance institute management support — by im-
plementation of direct HL/7 communication on healthcare
activities, ICPC-2 activity based costing on daily base is
enabled as well as pharmacy management, drug consump-
tion management, evidence based planning, budgeting and
monitoring.

Patient management implementations allows direct con-
trol on electronic patient record, access and usage, quality
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of service (QoS) assessment and review, patient relation-
ship management, privacy audit and reporting, healthcare
service ordering system, public related health education,
discrete selection/change of MDs.

Public is supported by the accurate information on health
condition of the population, transparency and benchmark-
ing of public health services.

5.1.3. G2 - client component of PHIS

Client component of PHIS implements client system func-
tional requirements, customized for the dedicated applica-
tion area.

Interoperability standards as the prerequisite for the integra-
tion in PHIS integrated system allow for open competition
in application developments as well as implementations and
maintenance.

Context sensitive navigation and correspondent workflow is
applied for the patient, doctor, nurse. Illustrative example
of patient context is presented in Fig. 5.

5.2. Communication system

Two components of communication system have been im-
plemented for the pilot implementations.

Primary healthcare communication architecture
(Fig. 6). Agent based software technology and imple-
mented XML/HL/7 standards are supporting networked
asynchronous execution of all health related activities.
PHIS virtual private network (VPN) — see Fig. 7. Pi-
lot implementation is based on elaboration of government
computer and communication network as one instance of
it, thus enabling wide connectivity and interoperability of
health as well as government and public services.
Structure of computer resources has been formed by cen-
tral and backup PHIS computer resources, health insurance
computer resources, public health computer resources, scat-
tered small/medium/large LAN resources and standalone
PC configurations. PHIS VPN connects all aforementioned
resources into primary healthcare computer and communi-
cation network.

Pilot implemented VPN services were based on estimated
pilot requirements and tuned as leased line, IP/MPLS over
ATMs, ADSL, PSTN/ISDN, and PoP ISP.

5.3. Hospital information system

Competition for the national license for hospital informa-
tion system was the primary purpose of two staged public
procurement process. First selection was based on the given
evaluating results of bidding proposals. Final selection was
planned on results of measurement and evaluations of im-
plemented functions in the given timeframe for selected
pilot implementers (eligibility of implementers).

Hospital information system pilot implementations started
on June 2003 in the following hospitals (Fig. 8): Clinical
Hospital Dubrava (Zagreb), Clinical Teaching Hospital Ri-
jeka, Clinical Hospital Split, General Hospital Sveti Duh
(Zagreb).
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Fig. 9. Medical doctor’s contextual working environment.

Requested functionality is implemented with dozens of re-
lated hospital and medical context screens. Figure 9, taken
from Sveti Duh implementation project, illustrate such
screens.

Implemented functionality covers following medical areas:
internal medicine, pneumophthisiology, infectology, neu-
rology, psychiatry, neuropsychiatry, dermatology and ven-
erology, pediatrics, general surgery, neurosurgery, child
surgery, maxillofacial surgery, plastic surgery, urology, or-
thopedics, otorhinolaringology, ophthalmology, obstetrics
and gynecology, anesthesiology and resuscitation, transfu-
siology, radiology, radiotherapy, nuclear medicine, physi-
cal medicine and rehabilitation, cardiology, traumatology,
sports medicine, emergency medicine, medical microbiol-
ogy with parasitology, medical citology, pathology, clinical
pharmacology.

5.4. National health card

Smart cards can add mechanisms to the Internet to
implement security and protection (data protection and
anonymity-confidentiality) which are easy to use. Any
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IT system in healthcare, combining Internet and smart
cards could claim to be more “human-centric” than the
old typical models for two main reasons:

e citizen’s and patient’s own awareness of their health
related data and information, because smart cards of-
fer ubiquitous access to information;

e citizen’s and patient’s empowerment, because secured
information can be circulated without prohibition.

National health card in pilot projects, based on smart card
functionality, implemented two basic functionalities:

o for professional usage — health practitioner card for
secure access to patient data stored either in a patient
card or on a remote server, with security components
(PKI, crypto-processor, data encryption keys, encryp-
tion algorithms, digital signature, authentication cer-
tificates) is implemented; by using smart cards, med-
ical professionals are able to access the patient data
they need much more quickly and reliably than con-
ventional paper file and document methods, saving
invaluable time and expense — and time may be at
a premium,;

e for citizen’s/patient’s usage — insured patient’s card
which include the following data addressed by remote
data access pointers: administrative data (i.e., in-
sured ID, name and address, health coverage “co-
ordinates”, period of entitlement, availability period,
relevant regulation, etc.); medical data (emergency
clinical data, protected private file); security compo-
nents for reliable identification of the person covered
and secure access to personal health data of the pa-
tient.

5.5. Pilot implementation metrics
5.5.1. Primary healthcare teams

Sixty primary healthcare teams, consisting of the physi-
cian and the nurse, were selected and trained to implement
G2 component of PHIS. In order to reduce pilot costs, pilot
locations were clustered in Zagreb, éa.kovec, Pozega, Split,
Koprivnica.

Standardized hardware and communication equipment has
been installed at the PHC team’s premises.

Short list G2 competitors were the implementers (lo-
cal companies ABA Informatika, MCS Group, IPT, ISD,
In-2).

5.5.2. Health insured individuals

More than 100 000 health insured individuals were in-
cluded in respective PHC team files.

5.5.3. G1 - central component of PHIS

Selected central component of PHIS has been designed and
implemented by Ericsson Nikola Tesla d.d. with following
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subcontractors: ABA Informatika d.o.o., Helix d.o.0., Com-
putech d.o.o.

5.5.4. Hospitals

Characteristics of selected testbeds and competitive pilot
implementers for HIS:

e hospital Dubrava (Zagreb): 611 beds, 142 MD,
with installed standardized database and application
servers, desktop and communication equipment and
Ericsson Nikola Tesla & Grad Pula as HIS imple-
menters;

e hospital Rijeka: 1264 beds, 310 MD, with installed
standardized database and application servers, desk-
top and communication equipment, and IBM Croatia
(for cerner HIS application) as HIS implementers;

e hospital Split: 1455 beds, 367 MD, with installed
standardized database and application servers, desk-
top and communication equipment, and AME Con-
sortium (from Austria and Switzerland, with SYS
d.o.o. as local partner) as HIS implementers;

e hospital Sveti Duh (Zagreb): 542 beds, 113 MD,
with installed standardized database and application
servers, desktop and communication equipment, and
B4B — (SAP HIS solution) as HIS implementers.

5.5.5. National health cards

The 120 health professional cards were issued with imple-
mented functionality: electronic ID, advanced electronic
signature, attributes (roles).

5.5.6. Implemented security levels

For the pilot testing purposes following security levels were
implemented:

e smart health card: identity card, advanced elec-
tronic signature, assigned attributes (roles);

e application: role based access control (HL/7,
RBAC), certification of applications;

e message and messaging agents: digital signature of
messages and message encryption;

e equipment: server security, desktop security, mobile
desktop (authentication, integrity, encryption);

e network security: local area network access control
(router/ firewall), virtual private network implemen-
tation of Internet protocol security with IPv4/IPv6
(IPSec — Internet engineering task force standard).
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6. Embedded standards

International interoperability requires implementation and
maintenance of a large set of international standards.

Two important subsets are presented as ICT related stan-
dards and health related standards.

6.1. ICT related standards
ICT related standards treated:

e interoperability: object management group OMG,
W3C, XML, GIF (UK Government Interoperability
Framework);

e ICT and software engineering: software engineer-
ing standards (IEEE SECS), Intemational Organi-
zation for Standardization/International Electrotech-
nical Commission (ISO/IEC JTC1/SC7), data inter-
change standards association, CENELEC — The Eu-
ropean Committee for Electrotechnical Standardiza-
tion, CEN/ISSS (European Committee for Standard-
ization — Information and Communications Technolo-
gies) activities., FIPS (Federal Information Process-
ing Standard), National Institute of Standards and
Technology (US NIST), American National Stan-
dards Institute (ANSI), The Foundation for Intelligent
Physical Agents (FIPA);

e smart card: identification cards — physical and
electronic characteristics, dimensions and location
of the contacts, inter-industry commands for inter-
change, system and registration procedure for appli-
cation identifiers, inter-industry data elements, ma-
chine readable cards for healthcare applications, se-
curity categorization and protection for healthcare
information systems, other healthcare cards speci-
fication standards: ISO/IEC 7816-1-10, 8824-8825;
CEN/EN 726-1-7, CEN/ENV 1257 1-3, 1284, 1387,
1867, 12018, 12388, 12924, 13729; smart card in-
teroperability specifications and “Open Smart Card
Infrastructure for Europe” (OSCIE) common specifi-
cations;

e telecommunications: ITU (International Telecom-
munication Union), ETSI (European Telecommuni-
cations Standards Institute).

6.2. Health related standards

Health related standards* were specified as a set of require-
ments, and consequently implemented as a prerequisite for
prevention of health hazards (e.g., drug hypersensitivity),
patients starting to demand that “their” data should be avail-
able on-line, improved efficiency by enabling professional
co-operation in new ways, quality management require-
ments on aggregated data, integration of modular systems

Se¢Europe Smartcards — Open Smart Card Infrastructure for Europe,
March 2003.
4Health on-line, eEurope, CEN/ISSS, 2002.

42005

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

from different suppliers, lowered costs and facilitated pro-
curement, and primarily the national, regional, European
and global interoperability and action.

Folder OCC
Composition
ocCC
. Original
Architecturall component
component complex
IHeaded section
occC
Selected
EHCR root component
architectural complex Cluster OCC
component
Data item Da_ta Ttem
1 specialization
Record
component q
Multiple
specializations
Link item of data item

Fig. 10. Architecture of electronic health record ENV 13606.

Health standardization institutions treated:

e CEN/TC 251 (Commite European de Normaliza-
tion): European Standardization of Health Informat-
ics Technical Committee 251 — Healthcare infor-
mation interchange within Europe; CEN/TC 224:
machine-readable cards, related device interfaces and
operations;

e ISO TC 215: “Health Informatics” (Messaging stan-
dards for information exchange between healthcare
information systems; WG 5 — Health Cards);

o ASTM (American Society for Testing and Materi-
als — interchange of data between medical informa-
tion systems);

o ACR/NEMA (American College of Radiology/Na-
tional Electronical Manufactorers’ Association: Dig-
ital Imaging and Communication in Medicine — DI-
COM; Program of Assertive Community Treatment —
PACT).
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Fig. 11. Computer and communication architecture.

Here is the example of implemented standards and classi-
fications during the pilot implementation:

e GEHR (Good Electronic Health Record): openEHR;

e ICD-10- classification of diseases for the collation
of medical statistics;

e ICPC-2 - International Classification for Primary
Care;

e LOINC - Logical Observation Identifier Names and
Codes;

e DRG - Diagnoses Related Groups;
e ATC — Anatomic Therapeutic Chemical Code;

e IEEE/P1157 — standard for healthcare data inter-
change (standards for moving data from medical de-
vices to computers and vice versa along standardized
hardware buses and interfaces);

e ANSI HL7 - standard for electronic data exchange
in healthcare environments;

e HER ENV 13606 (Fig. 10).

7. Technical and institutional
interoperability

7.1. Technical interoperability

Technical interoperability is provided by implementation
of technical standards and standardized hardware instances
as well as standardized middleware software components
enabling networked interoperability. Figure 11 illustrates
one instance of implemented technical interoperability.
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Software agent technology — asynchronous cooperative
message processing is enabled by implementations mes-
sage exchange management system on central site and
XML/HL/7 agent as client site implementations.

‘ Doctor application ‘Laboratory application‘

@ XML/HL7
agent

XML/HL7

Message exchange
management system

XML/HL7

Health insurance
application

Public health
application

Fig. 12. Agent based message exchange system.

Figure 12 illustrates implementation of such interoperable
and cooperative messaging system.

7.2. Institutional interoperability

Institutional interoperability, due to requirements of inter-
related national public development projects (health and
welfare system reform, reform of the government and pub-
lic services), requirements for common ICT infrastructure
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(government computer and communication network, na-
tional smart card infrastructure), related cooperative IT
projects (healthcare, healthy food, healthy environment —
water, land, air, new personal identity card and personal
identity management, national emergency system, to men-
tion some of them), is implemented by the coordination
committee for institutional interoperability appointed by the
government.

Main institutional stakeholders are: the government — of-
fice for e-Croatia; ministries: Ministry of Health, Ministry
of Interior, Ministry of Finance; institutes and associa-
tions: Institute of Public Health, health insurance institutes,
health professional associations; FINA — National Financial
Agency in the role of government ICT outsourcing insti-
tute.

8. The results

8.1. Implementation of primary healthcare information
system

As a result of proven implementation of functional require-
ments, G1 and G2’s are contracted for implementation by
the minister of health in November 2003. Implementation
was planned for 2004 i 2005 fiscal years.

8.2. Implemented functionality of hospital information
system pilot project

Interim pilot implementation status estimation provided at
Sveti duh General Hospital:

— management and control 70%,

general services 70%,

patient management 100%,

— diagnostics and therapy 100%,

care management 100%,

hospital and health system communication 80%,
— support services 70%,

— business support 70%.

For the areas indicated with les then 100% implementation,
all customizations have been implemented.

New appointed government expert group has been started
validation process for all pilot implementations.

9. National implementation scenario

National implementation scenario is based on ICT strat-
egy recommendations and action plans, and corresponding
government program and financial priorities.

G1 as a central component of PHIS is contracted for the
period of 3 years.

G2 licenses are given to first 6 solution providers for com-
petitive implementations for more then 2700 PHC teams in
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next 3 years. Competition for new set of G2 developments
in areas of stomatology, pharmacy, laboratory and other
areas are in preparations.

Development efforts on customizations in pilot projects for
HIS will enable the implementation of national license for
all hospitals in the Republic of Croatia.

Pilot project functionalities implemented and capacities
built, will shift the focus of overall implementation to orga-
nizational, educational and financial resources rather than
to ICT developments.

9.1. National ICT accelerators

Government computer and communications network, multi-
functional national smart card project, and national license
for HIS, are accelerators for fast deployment of projected
and pilot-projects confirmed functionalities of NHIS.

9.1.1. Government computer and communications
network

Standards and principles for government computer and
communications network implementation (GCCNI) are
elaborated in the study financed by the Ministry of Sci-
ence in 2001, implemented in tender documentation, and
proposed by Croatian Telecom to the government in 2003.
GCCN is designed to serve as a backbone network and
infrastructure for secure e-government services.
Implementation based on CCNI is applied for the PHIS
pilot project. Final proposal of healthcare VPN complies
with GCCN and formes the part of it.

9.1.2. Multifunctional national smart card

Multifunctional smart card, enabling the implementation
of requirements from different government areas (national
identity card, budget beneficiary card, social welfare card),
health card (health insurance, patient identification, health
professional), PKI requirements (advanced electronic sig-
nature) as well as group of ICT requirements (single user
profile for role based access control) was selected.

Design to implement interoperability for national popula-
tion register, national health card is starting instance for
implementation of multifunctional national smart card.

9.2. National license for hospital information system

National license for hospital information system is planned
to enable successive implementation for 37 hospitals in
Croatia for the years 2005-2007.

10. Conclusion
Implementation of very complex national health informa-

tion system is based on corresponding national and interna-
tional strategic documents, precise definitions of functional
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requirements for primary healthcare information system
and integrated hospital information system and the results
of started pilot project implementations.

Development and implementation concepts are based on
common government ICT infrastructure and project devel-
opments.

Hierarchical and functional project management is imple-
mented to synchronize pilot implementation activities and
resources as well as to build capacities for accelerated im-
plementations in the years to come.

Aligned with international standards and implementation
policies for information societies, healthcare information
system provides the drivers for national, regional and inter-
national interoperability.
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The use of HL.7

as an interoperability framework
in a regional healthcare system in Greece

Alexander Berler, Pantelis A. Angelidis, and Dimitris Koutsouris

Abstract—The integration of information systems represents
one of the most urgent priorities of a regional healthcare au-
thority in order to meet its clinical, organizational and man-
agerial needs. Current practice shows that the most promising
approach to achieve a regional healthcare information system
is to use a health level 7 (HL7) message-based communication
system implemented by an asynchronous common communi-
cation infrastructure between healthcare sites. The system
is a complete and integrated information system at a regional
level that comprises all types of healthcare levels, that includes
interoperability issues, that covers most of the needed compo-
nents, and that is able to work efficiently in a secure wide area
network to ensure data privacy and confidentiality. Another
important feature of the proposed solution is that it creates
an interoperability framework that can be replicated from one
healthcare institution to another. In that sense, common in-
teroperability messages can be used to interconnect heteroge-
neous information systems. In response to this strategy, more
than 10 different consortiums have submitted proposals to the
Greek government and the proposed interoperability frame-
work seems to be widely accepted as a solution to enhance
information and communication technologies developments in
the healthcare sector in Greece.

Keywords— interoperability, HL7, regional healthcare informa-
tion system.

1. Introduction

The advantages of the introduction of information and
communication technologies (ICT) in the complex health-
care sector are already well known and well stated in the
past [1, 2]. It is nevertheless paradoxical that although the
medical community has embraced with satisfaction most
of the technological discoveries allowing the improvement
in-patient care, this has not happened when talking about
healthcare informatics. Many reasons could be proposed for
this matter, though with a short analysis it is rather clear
that new ICT are having integration problems in healthcare
because of the way this sector is organised. It is common
knowledge that in order to install any type of information
system in healthcare, six main groups of issues have to be
dealt with [3, 4]:

e Organizational and cultural matters related to health-
care.

e Technological gap between healthcare professionals
and information science experts.
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e [ egal requirements on the confidentiality of personal
data, of patient related data and on data privacy.

e Industrial and market position of healthcare informat-
ics and interoperability complexity.

e Lack of vision and leadership of the health care man-
agers and health authorities.

e User acceptability and usability of the proposed in-
formation systems.

In 2001 a reform of the Greek national healthcare sys-
tem [5] was introduced in order to enhance the performance
and control of healthcare provision in Greece. One of the
main changes was the division of the country in 17 au-
tonomous healthcare regions where the regional healthcare
authorities (RHA) are responsible for the regional health-
care strategy. In order to support this reform a series of
ICT oriented interventions were introduced. After a period
of analysis and design the Greek government started issu-
ing a number of extremely detailed (more than 500 paged
each) request for proposals (RFP) for each RHA [6].

The integration of existing and forthcoming information
systems represents one of the most urgent priorities in or-
der to meet the increasing clinical, organizational and man-
agerial needs [7, 8]. In that context, the use of standards
is essential since data processing needs vary widely in the
complex regional healthcare environment. All RHA have
a major concern in evaluating the existing operational hos-
pital information systems and other information system in-
frastructure in order make a decision on whether to main-
tain or replace them. In Greece, more than ten distinct ven-
dors have installed healthcare IT related products (hospital
information system — HIS, laboratory information system —
LIS, radiology information system — RIS, etc.) that mostly
work independently as IT niches. It is known that the lack
of healthcare information standards is one barrier to the
broad application of IT in health care units. The inabil-
ity to share information across systems and between care
organizations is just one of the major impediments in the
health care business’s progress toward efficiency and cost-
effectiveness, as well as, the absence of a unique national
or even regional patient identifier in Greece. Integration
of these existing diverse systems with the future informa-
tion systems to come remains problematic with a number
of competing approaches, none of which alone represent
the perfect solution. Current practice shows that the most
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Fig. 1. Regional healthcare information system basic software components.

promising approach to achieve a regional healthcare infor-
mation system is to use a HL7 message-based communi-
cation system implemented by an asynchronous common
communication infrastructure between healthcare sites.

2. Methodology

The proposed information system in the RFP consists of
a series of subsystems as depicted in Fig. 1, covering infor-
mation management issues in a regional healthcare system.
The system is innovative in the sense that it required the de-
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sign and implementation of a complete and integrated infor-
mation system at a regional level that comprises all types
of healthcare levels (primary care, secondary care, home
care, etc.), that includes interoperability issues, that covers
most of the needed components and that could be able to
work efficiently in a secure wide area network (i.e., a VPN)
to ensure data privacy and confidentiality.

Through the aforementioned RFPs, the need has arisen to
make healthcare information systems in Greece to work
together as the components of regional healthcare net-
work (RHN), where newly introduced information systems
must communicate with systems already present in vari-
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ous healthcare institutions. The proposed solution features
the use of middleware broadcasting systems that are based
on information exchange via messages utilising some ap-
plication protocol (ISO-OSI level 7).

The proposed architecture fulfils at least the following re-
quirements:

e Existing systems do not need to be altered.

e No significant extra (hence unanticipated) load on
existing systems is introduced.

e Connecting existing systems is an economical viable
activity.

The three requirements are met by an asynchronous mes-
sage based information exchange infrastructure defining
a uniform interface for any system that must or receive
information. All systems are connected, through a uniform
interface, to an interoperability framework or more tech-
nically to a common communication infrastructure (CCI).
In an asynchronous message based CCI, information is ex-
changed between two systems by breaking up the infor-
mation into chunks. These “chunks” are called applica-
tion protocol data units (APDU). An APDU has an ex-
plicit structure that is defined by the APDU (or message)
syntax. Additional encoding and decoding rules help send-
ing and receiving systems to construct and to analyse AP-
DUs. Sending systems can insert information into APDUs
and receiving systems can extract information from
the APDUs.

The APDUs are not transmitted directly; they are embed-
ded in so called protocol data units (PDU). APDUs form
the “payload” of PDUs. PDUs contain enough information
for the CCI to be able to “route” the information sent to
the receiving application. Additional “meta” data help the
receiving side to understand if the PDU has been received
intact and contains the APDU anticipated.

Using (A)PDUs to exchange information between systems
bring a number of distinct advantages:

e All systems can be interfaced in a uniform way with
each other.

e There is decoupling between systems which allows
information to be routed, stored and forwarded, and
processed independently from the actual exchange.

e Information exchanging does not need to reveal their
internal structure to each other. This form of “in-
formation hiding” significantly improves the con-
nectability of systems.

As depicted in Fig. 2, the use o a middleware broadcast-
ing system is enabling the interconnection of information
systems without creating extra workloads on existing in-
formation systems. When a system provide a uniform in-
terface for sending and receiving information they can be
connected easily and even routing of information becomes
feasible. The latter is very important to connect remote
system that cannot communicate directly. Clearly the third
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Workload

Use of middleware
broadcasting system

v

Number of connected systems

Fig. 2. Workload produced by connected systems.

advantage is the most important. The fact that two infor-
mation systems do not need to know each others database
schemata, database connection technology, tremendously
simplifies the task of interfacing these systems. Figure 3 be-
low depicts the change that occurs when introducing a mid-
dleware broadcasting system.

)

Information
consuming
system

Information Information
consuming — producing
system system

Information
consuming
system

b)

Information
consuming
system

Information
producing
system

Information
broadcast —
system

Information
consuming |—|
system

Information
consuming
system

Fig. 3. Schematic representation: (a) direct connection; (b) use
of middleware broadcasting system.

Another important feature of the proposed solution is that it
creates an interoperability framework that can be replicated
from one healthcare institution to another. In that sense,
common interoperability messages can be used to intercon-
nect heterogeneous information systems within a health-
care institution or even at a regional healthcare level if
a centralized information system is in place, as depicted
in Fig. 4.
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Table 1

Basic HL7 based interoperability requirements

Requirement

Involved information systems

Patient identification (PID)
master patient indexing (MPI)

From all healthcare institution and patient administration system to
the MPI.

Order entry

From all departments internally in an institution and between institution

(ordering from primary care to hospitals).

Admission — transfer — discharge (ADT)

Within an institution and between institution when a patient journey
requires transfers (from primary care to a hospital, from a hospital to
a specialized institution, etc.).

Collecting EHCR data

The electronic healthcare record is an aggregation of all data referring
to a specific patient, of any type that have any clinical, medical, admin-

istrative or nursing value. Aggregation of such data is mainly done at
a healthcare institution level but can be done at a regional level also.

Patient referrals

Within primary care settings and from primary care to secondary care.

Transfering information to another RHA

Gathering patient information at a regional level (raw data or pointers
to specific data sources) enable the transfer of data to other RHA (for
example many hospitals in Greece often transfer cases to specialized

or universitary hospitals situated in another RHA).

Claim processing with insurrance companies

and social security institutions

The interoperability framework can be used to settle claims from medical

institutions towards social security funds to reach shorter reimbursment
times.

Transfering medical documents

Medical documents (claims, patient referrals, doctors letters, etc.) can
be processeed through an HL7 based interoperability framework by using
HL7 clinical document architecture (CDA).

Telemedicine data transfer

The HL7 can be used as an interoperability framework between informa-
tion systems residing within the healthcare institutions and information

systems that manages specific telemedicine scenarios such as emergency
telemedicine (from an ambulance to the emergency rooms in a hospital)

or homecare scenarios (remote telemonitorimg).

HIS — LIS interface

Within a healthcare institution where the HIS requests laboratory tests

to an LIS and the LIS responds by sending the results back.

HIS — RIS interfaces

Within a healthcare institution where the HIS requests radiology tests to
an RIS and the RIS responds by sending the results back (imaging and

doctor letters).

Appointment management

Appointments can be managed at an institution level but managing them
at a regional level has a lot of advantages (shorter waiting lists, better
resource combination, no overbooking, no doublebooking of a specific
appointment to two or more practitionners, etc.). In that sense a mas-
ter record of appointments created by a patient relationship management
system (web portal and call centre enabled) needs to send appointment
data to the healthcare institution and expect a positive or negative
acknowledgment.
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The proposed interoperability framework greatly simplifies
the data exchange issue in a regional healthcare informa-
tion system since a lot less interoperability connections are
required and messages used are homogenized between all
involved healthcare institutions.
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Laboratory Radiology |
Administrative data information system | | information system |
(LIS) (RIS)

\4 A

Interoperability with|
other medical
facilities

Medical and clinical
information systems

Patient
administration
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Administrative data | | | | information system | | information system
| (LIS) (RIS)
: A
A4
HL7 middleware
broadcasting system
\ J
/ A \
‘ i
Medical and clinical Patient ‘ Intero}}l) erablng ‘lmth
i [information systems administration other medica
i facilities
Medical sector External entities

Fig. 4. Creating an interoperability framework.

Level HL7 [9] is by far the most widely used message
based information exchange standard in the clinical envi-
ronment. It is in use on all continents of the world. Also
HL7 is clearly the most mature message based informa-
tion exchange standard. As a consequence, HL7 was set
as a mandatory requirement in the selection process for the
implementation of the RHN for each RHA in Greece.
Level HL7 is the mostly the result of a pragmatic effort to
come up with a mechanism to make it possible to exchange
information between a variety of systems that communicate
in a wide variety of ways. This has led to many ad hoc so-
lutions that complicate the exchange of messages. Also the
implementers of HL7 based communication between appli-
cations did have (and still have) a liberal view on the HL7
standard. In order to deal with this issue the proposed RFPs
have included in the selection process the evaluation of an
HL7 conformance statement based upon the work done by
the “HL7 conformance special interest group” (SIG) estab-
lished by HL7.
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Figuers 3 and 4 mostly deal with interoperability issues
within a healthcare institution where typically hospitals are
mostly concerned since they produce the wider range of
medical data. Figure 5 though is extending and describing
the proposed interoperability framework and clearly depict
the basic interoperability paths required at a regional health-
care level. As stated before, a regional healthcare system
can be either an aggregation of interconnected distributed
and variable information system, either a totally central-
ized system based upon an application system provider’s
(ASP model) approach or a combination of the aforemen-
tioned architecture. In all cases information flows, patient
journey data, electronic healthcare record data (data col-
lected from various institutions, in various formats and ap-
pointed to each individual based upon a mater patient in-
dex — MPI) are creating very important interoperability is-
sues. Table 1 describes the basic HL7 based interoperabil-
ity requirements within a regional healthcare information
systems. It is without saying that data privacy issues are
important when transferring or gathering data at a regional
level and should be dealt with according to EU directives
and additional national laws. Data privacy issues are ad-
dressed by the means of creating the proper patient consent
mechanism, by creating and imposing strict and firm data
manipulation and data storage procedures and by avoiding
aggregation of sensible data when not strictly required.

Figure 5 depicts the interoperability point within a regional
healthcare information system. The interoperability frame-
work can be implemented either centrally with one middle-
ware broadcasting system that interconnects all concerned
information systems in a regional healthcare network (VPN
based) setting or with an aggregation of interconnected and
networked middleware broadcasting systems (one for each
institution in the regional setting) that all communicate
by an agreed numbers of HL7 based messages. In that
sense, the cooperation of such middleware systems could
be expanded nationwide, thus enabling patient mobility and
data consistency within a nationwide electronic healthcare
record.

3. Results

In order to assess the interoperability framework described
before, a pilot project was implemented between two RHA
and two hospitals one from each RHA [10]. This pilot
tested two HL7 based interoperability scenarios: the cre-
ation of a central MPI at the RHA headquarters (by com-
paring 5 basic data elements of the PID segment of HL7)
and the aggregation of specific financial data based upon
a specific treatment billed at a packaged price in Greece.
This pilot showed that HL7 could be used as a valid and
operable interoperability framework that can integrate ex-
isting information systems into an interconnected regional
healthcare information system.

In response to the aforementioned RFPs and the proposed
interoperability framework, more than 10 different consor-
tiums have submitted their proposals to the Greek gov-
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Fig. 5. Regional healthcare based interoperability framework.

ernment. Most of the solutions were based upon well-
established IT products and the proposed interoperability
framework was well taken into account. All proposals had
a clear systems architecture which varied from a totally
centralized solution where all information systems are com-
mon to all healthcare institutions to a totally distributed one
were each hospital or other healthcare facility has its sys-
tem that are interconnected with a common interoperability
infrastructure. Many consortiums proposed a combination
of the aforementioned solutions. As the interoperability
framework is concerned three main implementation solu-
tion were proposed:

1. In the centralized solution the middleware broadcast-
ing system is mainly used to interconnect with third
party information systems.

2. In the distributed solution each institution has its mid-
dleware or other HL7 engine, while a master middle-
ware broadcasting system is installed at the regional
healthcare authority level in order to achieve a com-
mon communication infrastructure.
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3. In combined solutions, where some existing infor-
mation systems were maintained, other were central-
ized (for example the ERP modules) since data ex-
change can be achieved by internal processes (com-
mon database, etc.), while most medical information
systems are distributed and interconnected via HL7
based middleware systems.

In all cases the proposed interoperability framework was in-
tegrated in each technological solution proposed. The pro-
posed solutions had important variations such as:

— technological differences,

— the complexity of the proposed interoperability
framework,

— the level of maintainability of existing information
systems,

— the level of complexity in combining various vendors
and products,

— the quality of the delivered conformance statements.
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The latter point is of great importance since it is a proof of
knowledge of each consortium as HL7 usage is concerned.
Each consortium included in its proposal a series of HL7
conformance statements.

Table 2
Proposed HL7 messages (non-exchaustive list)

HL7 message
profile

ADT/ACK " A0l
ADT/ACK " A02
ADT/ACK " A03
ADT/ACK " A04
ADT/ACK " A0S
ADT/ACK " A06
ADT/ACK " A07
ADT/ACK " A08
ADT/ACK " All
ADT/ACK " A12
ADT/ACK " Al3
ADT/ACK " A23
ADT/ACK " A29
ADT/ACK " A34

Description

Admit/visit notification

Transfer a patient

Discharge/end visit

Register a patient

Pre-admit a patient

Change an outpatient to an inpatient

Change an inpatient to an outpatient

Update patient information

Cancel admit/visit notification

Cancel transfer

Cancel discharge/end visit

Delete a patient record

Delete person information

Merge patient information — patient ID

only
ADT/ACK " A45 | Move visit information — visit number
ORM " 001 General order message
ORR " 002 General order response message
OSQ/OSR- " Q06 | Query response for order status
OMG " 019 General clinical order message
ORG " 020 General clinical order acknowledgement
message
OML " 021 Laboratory order message
ORL " 022 General laboratory order response
ORU " RO1 Unsolicited observation message
OUL " R21 Unsolicited laboratory observation

message

QRY/ORF " R0O2
SRM " S01
SRR " SO1

Query for results of observation

Schedule request message

Scheduled request response

Table 2 is a short list of the most common message pro-
posed to be part of the interoperability framework. In most
of the cases, the quality of the HL7 conformance statements
was high, thus increasing the probability of successful im-
plementation of this complex interoperability framework.

4. Discussion

The results of the request for proposal is encouraging from
a technological point of view since most of the targeted
goals were met and understood by the vendors’ commu-
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nity. The described framework requested a common com-
munication infrastructure in order to achieve data exchange
in a manageable manner between the different levels of
the RHA (RHA headquarters, hospitals, primary care cen-
ters, homecare, etc.). Nevertheless, important issues have
still to be faced and solved in the implementation process
in order to achieve a successful interoperability framework.
Some issues are purely technological, some are organi-
zational and some refer to data quality and uniformity.
Data quality means dealing, amongst others, with miss-
ing database schemata from existing information systems,
making decision about common terminologies and tax-
onomies (i.e., use of ICD10, LOINC, or other classifica-
tions), solve the misuse of databases tables, fields and the
inconsistent use of data types. From a technical point of
view it is probable that databases are not accessible, local
area networks are not reachable, communication protocol
issues arise or even that computing environments are insta-
ble. Finally organizational issues are most likely to tamper
the implementation process since there is not enough com-
petent staff placed in healthcare institutions, there is a lack
of individual co-operation, complex rules and procedures
are in place and still executive officers lack of decision-
making will.

5. Conclusion

An important set of ICT developments has started in Greece
that intends to promote the quality and continuity of care.
The designers of these developments have recognized that
the establishment of a robust and mature interoperability
framework has to be set up in order for information sys-
tems to interconnect and exchange valuable administrative
and medical data. HL7 has been proposed as the most valu-
able solution since the advantages of HL7 clearly outweigh
its disadvantages, namely: one standard for the exchange
of information between medical applications, and systems,
wide spread knowledge of HL7, word-wide acceptance of
HL7 by the academic world and the industry and continuous
improvement of the HL7 standard through the international
HL7 standard organization.

The HL7 integration approach is pragmatic, achieves data
integration and provides acceptable integration costs. Fi-
nally, the proposed interoperability framework seems to be
widely accepted as a solution to enhance ICT developments
in the healthcare sector in Greece.
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of modularity and interoperability

Manolis Tsiknakis, Dimitrios G. Katehakis, Stelios Sfakianakis, Georgios Kavlentakis,

and [Stelios C. Orphanoudakis|

Abstract—A fundamental pre-requisite for the establishment
of a scaleable regional health information network (RHIN)
is the development of an architectural framework and tools
for the integration of specialized autonomous systems and
e-health service platforms supported by an underlying health
information infrastructure (HII). In this context, HYGEIAnet,
which is the RHIN of Crete in Greece, has identified and uti-
lized a number of critical software components enabling inte-
grated access to clinically significant information, based on an
open architecture addressing successfully the various interop-
erability challenges at hand. HYGEIAnet provides the frame-
work for the reuse of standardized common components and
public interfaces, thus enabling integrated and personalized
delivery of healthcare.

Keywords— regional health information networks, health infor-
mation infrastructure, e-health services, interoperability.

1. Introduction

Healthcare is a sector that currently experiences a number
of pressures, both from inside and outside. The continu-
ing innovation in medicine and technologies results in new
methods and tools in healthcare. The demographic changes
of an ageing European population, combined with citizen
empowerment, stretch the limits of what countries can af-
ford to offer as services of their national health systems.
Governments are confronted by the urgent need to find
means to limit the rise in healthcare costs without com-
promising quality, equity and access. Consequently, new
ways to organize and deliver health services are being in-
vestigated and experimented with. Citizens and patients are
given more responsibility in the management of their own
health and chronic illnesses.

Health consumes a significant portion of national budgets
in developed countries. Between 1960 and 1996, the per-
centage of gross domestic product (GDP) spent on health-
care by the OECD countries nearly doubled, rising from an
average of 3.9% to 7%. There is no sign of any slowing
down, and countries such as the United States are predict-
ing increases of over 15% per annum [1]. The expenditure
on health in Europe was over 700 billion euros in 1999,
of which an estimated 14 billion or 2% was spent on ICT.
The prediction is that this market is set to double over
the next 5 years [2]. This growth is due to many factors
including the maturing of the market and the rapid develop-
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ments in medical science itself, resulting in new treatments
and therapies. The gap between the demand for healthcare
from an increasingly well-informed and expectant public,
and the ability of the state and healthcare organizations to
meet this demand is widening all the time. Efficiency and
cost-effectiveness are the two key drivers in healthcare to-
day, with the twin aims of delivering enhanced quality of
care at the same or reduced cost. There is documented
evidence from a number of trials that patients who are en-
couraged to take responsibility and assume an active role in
their own healthcare management do better, enjoy a better
quality of life, have fewer complications, and cost less [3].
Paternalism is giving way to partnership; process centered
healthcare is giving way to patient centric care; and con-
sumer healthcare is emerging as a significant driver in the
sector.

Other important trends in healthcare include the move-
ment towards shared or integrated care in which the single
doctor-patient relationship is giving way to one in which
an individual’s healthcare is the responsibility of a team
of professionals across all sectors of the healthcare system.
The shareable, ubiquitous and integrated electronic health
record (I-EHR) is a fundamental requirement for integrated
care [4]. This is being accompanied by a very significant
growth in home care which is increasingly viable even for
seriously ill patients through sophisticated e-health services
facilitated by intelligent sensors, monitoring devices, hand-
held technologies, and the Internet. It is seen as better for
patients by providing a more comfortable and familiar en-
vironment, and better for the healthcare system as a whole
by reducing costs. The emphasis is gradually shifting to
a system which is concerned with promoting wellness rather
than treating illness.

At the same time, medical errors are a growing cause for
concern and a number of countries and healthcare organiza-
tions are mounting major campaigns to significantly reduce
the number of errors. Approximately 100 000 Americans
die each year from preventable errors in hospitals [5] which
is more than the combined number of deaths from breast
cancer, acquired immune deficiency syndrome (AIDS) and
motor vehicles [6]. Medical errors generally result from
a complex interplay of multiple factors and reducing their
frequency requires a combination of technical, social and
organizational approaches. However, one single solution,
which has been proven to significantly reduce medication
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errors, is the replacement of manual ordering systems by
reliable automated ones [7].

In today’s challenging, dynamic, information and knowl-
edge intensive environment, it is not surprising that infor-
mation and communication technologies (ICT) are increas-
ingly viewed as central to any strategy aimed at increas-
ing productivity, controlling costs and improving care. As
a result networking of the various organizations delivering
health and/or social care into RHINs is a central objective
of many European administrations.

Such a vision was behind the development of HYGEIAnet
in Crete, with the fundamental objective being to enable
information sharing and medical collaboration among all
stakeholders of the regional health economy and assist in
the re-organization of the health care system based on in-
novative technological solutions and e-health services [4].
This paper begins with a brief overview of the identified
application domains within a regional health information
network (RHIN) and its services. Then, it focuses on the
health information infrastructure (HII) required in order
to support the efficient development of integrated services
both within the context of a healthcare enterprise, as well
as across co-operating healthcare enterprises that are part
of a RHIN (RHIN infrastructure for integrated e-health ser-
vices). Subsequently the case of HYGEIAnet is presented
(HYGEIAnet: The RHIN of Crete) together with a range
of novel e-health services deployed. Finally, it concludes
by briefly discussing critical factors related to a successful
implementation of a RHIN and observed benefits resulting
from HYGEIAnet and its services (Section 5).

2. Regional health information network
and its services

Today healthcare organizations, in most developed coun-
tries, are urgently trying to respond to the challenges arising
from three global factors:

— changing operating environment comprising a num-
ber of issues like the new economy leading to institu-
tional changes, informed citizens demanding person-
alized health services and the legislation and guide-
lines on privacy and security of personal information;

— changes in healthcare delivery comprising the move
towards evidence-based care and, as part of that,
best practice guidelines and care protocols, provi-
sion of integrated health services (citizen-centered
services, seamless care) across organizational bound-
aries, making the patient a member of the care team
(especially in the case of chronic diseases), and mov-
ing from care to health, or wellness management;

— technology push from the quick advancement in In-
ternet and wireless technologies combined with the
emergence of content providers and new business
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models for information technology (IT) services
(e.g., application service providers, Internet service
providers, Internet portals, e-health).

All these combined provide both the push and pull towards
the development of RHINs. In the past, it was enough for
the care providers in a region to collaborate loosely and
to use electronic data interchange for administration com-
merce and transport (EDIFACT) and/or health level seven
(HL7) based messages to support their electronic informa-
tion exchange. Today the collaboration needs to be tighter.
Tighter coupling in health services delivery requires the
evolution of the regional healthcare information infrastruc-
ture by incorporating additional, regionally available com-
mon healthcare specific services.

2.1. The regional health economy

The structures within which healthcare is carried out vary
from country to country — and sometimes even within na-
tional boundaries. In some European countries, the various
healthcare entities, e.g., general practitioners (GPs), hospi-
tals, payers, etc., are structured formally and hierarchically
in a defined organizational context, headed by a regional au-
thority of some form, usually with executive powers regard-
ing the governance of the bodies within its jurisdiction. In
other countries, the organization of the healthcare entities,
which collectively provide healthcare into a (formally or
informally) defined geographic region or population group
are informally structured, i.e., they are a loosely coupled set
of independent organizations, which have come together by
mutual arrangement to co-operate in the delivery of health-
care to their client population.

It therefore follows, in the latter case, that the regional
grouping of healthcare organizations will not behave in the
manner of a classic enterprise, where major issues of pol-
icy and standards are prescriptively defined and enforced
from the parent body at the top of the organizational struc-
ture. Furthermore, the funding model for care differs be-
tween countries. Accordingly, to define an umbrella term
for the groups of organizations (both providers and payers
or purchasers) that collectively form a European health-
care region the term regional health economy (RHE) is
introduced [9], in order to embrace both the formal and
informal structures that exist within Europe.

Another way to represent these relationships is presented
in Fig. 1. From top-down, the healthcare organizations of
aregion form a RHE in order to co-operate in health service
delivery. In doing so they implement laws, policies, goals
and strategies defined by national and regional (if such
exist) authorities. The result of this is a set of regional
healthcare services (or processes) aimed at meeting the
health needs of the population at an affordable cost and
acceptable level of quality. For these selected processes
(or health services) they will need ICT support in the form
of a RHIN. To formulate their ICT needs they will have to
develop and maintain a regional ICT strategy that guides
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in the process of procuring new functionality to the RHIN
that they deploy.

From bottom-up, the RHIN is a result of integrating prod-
ucts from different vendors into an interoperable HII using
systems integration services and making this network avail-
able to users by a IT service provider, which is committed
to maintain and manage it for the RHE.

The RHE concept has been used to emphasize that the re-
gional grouping of healthcare organizations will not be-
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have in the manner of a classic enterprise. Rather RHEs
are formed by a loosely coupled set of independent organi-
zations (enterprises), which have come together by mutual
arrangement to co-operate in the delivery of healthcare to
their client population.

The range of health services that can potentially be avail-
able in a RHE is illustrated in Fig. 2. The healthcare orga-
nizations are increasing their degree of integration through
enterprise application integration and making use of ex-
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isting generic and healthcare specific standards. The inte-
grated healthcare enterprise (IHE) initiative is an example
of the co-operation of industry and user communities in
furthering this goal. Healthcare enterprise applications and
their integration comprise a large set of clinical information
systems for specific medical domains such as laboratory, ra-
diology, intensive care, and anesthesia and operating rooms.
Within these, someone can find another set of systems such
as decision support systems and computer assisted or re-
motely guided diagnostic and therapeutic procedures based
on, e.g., virtual reality. The integration of the systems in-
cludes interoperability and connectivity at the functional
and semantic level, including vocabularies and, of course,
standards. At the process level, it comprises clinical guide-
lines and pathways, protocol-based care, including evidence
based medicine (EBM).

Parallel to this trend the number of healthcare services
delivered outside the hospital walls has increased tremen-
dously. Telemedicine has been a very popular field of ex-
perimentation in the last decade. Today it is mostly seen
as a technology enabling the collaboration of healthcare
providers over a distance in delivering a service to the cus-
tomer. This can take place either in a store and forward
mode or in real time. Home healthcare is often seen as
a modality of telemedicine. Examples include the home
hospital for episodic and chronic care and follow-up and
monitoring of patients after hospital discharge. These op-
erations can be performed with the real or virtual presence
of care personnel in the homes. The main characteristics
of these two are the extension of the hospital concept to-
wards a virtual hospital (i.e., hospital without walls) and
that healthcare professionals are clearly in the loop caring
for the patients.

Disease management programs bring the patient to the cen-
tre of the process as the most important actor in the care
team. Although disease management involves normally
a large team of healthcare professionals from primary to
secondary care the outcome of the process is determined
mostly by the actions and activities of the patient in com-
plying with the recommended care guidelines. In this area,
a number of applications have been created to support col-
laboration and sharing of information. Disease manage-
ment is a step towards a comprehensive health manage-
ment regime. Its primary objective is to prevent disease
episodes. Wellness or health management in general is
a natural corollary of this where the objective is to assist
an individual to maintain her/his health status. Today ITs
that apply in this context include, e.g., smart environments
utilizing ubiquitous computing techniques combined with
embedded and wearable sensors.

2.2. The architecture of regional health information
network

It is by now apparent that a RHIN, offering the range of
services described previously, is a very complex system.
In any system complex enough to ask for guiding rules for
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design and implementation, an architecture is needed. An
architecture needs to create simultaneously the basis for
independence and cooperation. Independence of system
aspects is required to enable multiple sources of solution
parts. Cooperation between these otherwise independent
aspects is essential in any non-trivial architecture, since the
whole is more than the sum of its parts.

An architecture, been a formal description of an IT system,
should be organized in a way that supports reasoning about
the structural properties of the system. It should identify
the components, or building blocks, that make up the overall
information system, and provide a plan from which prod-
ucts can be procured, and systems developed, that will work
together to implement the overall system.

The purpose, therefore, of an architecture is to provide and
enable:

— interoperability;

— modularity, so that the infrastructure can be assem-
bled piece by piece;

— migration, so that pieces that are outdated can be
replaced with new ones;

— stability, management and maintenance;

— cost-effectiveness by leveraging main stream tech-
nologies and products.

Therefore, the most promising approach to the development
of a RHIN architecture is the adoption of an open systems
approach (OSA). OSA is an integrated business and tech-
nical strategy that employs a modular design and, where
appropriate, defines key interfaces using widely supported,
consensus-based standards that are published and main-
tained by a recognized industrial standards organization.
Modular designs are characterized by the following:

— functionally partitioned into discrete, scalable,
reusable modules consisting of isolated, self-
contained functional elements;

— rigorous use of disciplined definition of modular in-
terfaces to include object oriented descriptions of
module functionality;

— designed for ease of change to achieve technology
transparency and, to the extent possible, makes use of
commonly used industry standards for key interfaces.

Open systems approach is a means to assess and imple-
ment widely supported commercial interface standards in
developing systems using modular design concepts. It is
an enabler that supports program teams to:

— design for affordable change;
— employ evolutionary acquisition;

— develop an integrated roadmap for an integrated sys-
tem.
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This approach supports achieving the following:

— reduced acquisition cycle time and overall life-cycle
cost;

— ability to insert cutting edge technology as it evolves;

— commonality and reuse of components among sys-
tems;

— increased ability to leverage commercial investment.

Partitioning a system appropriately during the design pro-
cess to isolate functionality makes the system easier to de-
velop, maintain, and modify or upgrade. Given a system
designed for modularity, functions that change rapidly or
evolve over time can be upgraded and changed with mi-
nor impact to the remainder of the system. This occurs
when the design process starts with modularity and future
evolution as an objective.

Interface standards specify the physical, functional, and op-
erational relationships between the various elements (hard-
ware and software), to permit interchangeability, intercon-
nection, compatibility and/or communication. The se-
lection of the appropriate standards for system interfaces
should be based on sound market research of available stan-
dards and the application of a disciplined systems engineer-
ing process.

Special emphasis should be given to key interfaces. Key
interfaces are interfaces between modules for which the
preferred implementation uses open standards. Open spec-
ifications and standards are those that are widely used, con-
sensus based, published and maintained by a recognized
industrial standards organization. These interfaces are se-
lected for ease of change based on a detailed understanding
of the maintenance concepts, affordability concerns, and
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where technologies or requirements are intended to evolve.
Key interfaces should utilize open standards in order to
produce the largest life cycle and cost benefits.
Conceptually, key interfaces are illustrated in Fig. 3. Inter-
faces at and above key interfaces are those that should be
designated on open interface standards. Standards for inter-
faces below this level may also be open; however, selection
should be left to the supplier as part of detail design.

In order to take full advantage of modularity in design, in-
terface standards must be well defined, mature, widely used,
and readily available. In general, popular open standards
yield the most benefit in terms of ease of future changes to
the system and should be the standards of choice.
Standards should be selected based on maturity, market
acceptance, and allowance for future technology insertion.
As part of the open systems approach, preference is given
to the use of open interface standards first, the de facto
interface standards, and finally government and propri-
etary interface standards. Open standards allow programs
to leverage commercially funded or developed technolo-
gies and to take advantage of increased competition. They
also allow faster upgrade of systems with less complexity
and cost.

The bottom line is that designing a system for affordable
change requires modularity.

3. RHIN infrastructure for integrated
e-health services

A RHIN focuses in inter-enterprise integration and provide
integration for enterprises that want to share data and in-
formation for providing health services to patients/citizens
in a regional setting (see Fig. 4). They are not concerned
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with how the enterprises are internally integrated, although
the same principles can be applied to integrating healthcare
organizations at a national level and across national borders
(Pan-European).

Level 1 (local) Enterprise wide integration

Level 2 (regional) Inter-enterprise wide integration

Level 3 (national) Inter-enterprise and inter-regional integration

Inter-enterprise, inter-regional

Level 4 (European) and inter-national integration

Fig. 4. Integration levels from local (enterprise wide) to Pan-
European.

The basic principles behind the RHIN concept are the fol-
lowing:

e Healthcare organizations will retain their indepen-
dence and their collaboration with each other is de-
termined by their interests. There will be competing
interests, i.e., healthcare organizations offering simi-
lar services.

e ICT technologies deployed by the various healthcare
organizations will be different. They will have differ-
ent technology platforms for the integration of their
respective enterprise applications. There is no one
technology platform that fits all needs.

e There is no single owner of the RHIN. Its develop-
ment will depend on how the healthcare organiza-
tions can reach consensus and agreements on where
to collaborate and where not. The task of the RHIN
is to make data and information securely available in
the inter-enterprise environment where it is needed,
when it is needed and in the format it is needed.

The RHINs require the cooperation of healthcare facili-
ties that offer complementary set of services and involve
dealing with complex issues mainly related to patient data
confidentiality, semantic heterogeneity, and the diversity of
systems and services requirements.

This further urges for the creation and/or adoption of cer-
tain interoperability protocols and standards that will enable
information exchange, and consequently raises the issue of
developing an open, scalable and evolvable HII. The cre-
ation of an HII is also driven, among other factors, by the
need for automating routine tasks to place the focus on pa-
tient needs rather than paperwork. It is also driven by the
need to ensure continuity of care by providing flexible re-
mote access to relevant information and resources and to
support research in order to enable all involved stakeholders
to make effective choices.

The HII must primarily provide the framework for the ef-
fective integration of distributed and heterogeneous com-
ponents, ensuring overall integrity in terms of functional
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and information inter-working, while advances in network
technology should enhance and extend applications, rather
than replace them or make them obsolete.

3.1. Technological challenges

It is commonly accepted that care capacity, available at lo-
cal level, is greatly enhanced when local practitioners have
access to a patient’s healthcare record and, as the need
arises, when specialists can assist them. Important objec-
tives in any effort toward establishing RHINs consisting of
co-operating health enterprise networks involve:

— the promotion of the coordinated and harmonized de-
velopment of healthcare enterprises;

— the adoption of a common architecture of reference
for the development of advanced services within the
health enterprise;

— the interconnection of cooperating health enterprises
for the purpose of creating RHINS;

— the definition of medical and operational procedures
for sharing resources and expertise over such inter-
enterprise health information networks, so that pa-
tient mobility and improved care practices can be
supported effectively;

— the development of environments for information ex-
change among health enterprises based on agreed
information exchange protocols for the medical do-
main.

The most important initiative, with regard to enterprise ap-
plication integration, is related to the integrating the health-
care enterprise (IHE) initiative [10]. IHE promotes the co-
ordinated use of established standards such as digital imag-
ing and communications in medicine (DICOM) and HL7 to
address specific clinical needs in support of optimal patient
care, by documenting the integration profiles supported by
available products (statements of their conformance to rel-
evant standards) at a hospital level, to support plug-and-
play interoperability. Typical such example is the patient
information reconciliation (PIR) profile that provides the
means to match images acquired for an unidentified patient
with the patient’s registration and order history, involving
enterprise-wide information systems that manage patient
registration and services ordering, radiology departmental
information systems that manage department scheduling
and image management/archiving, as well as acquisition
modalities.

Regarding inter-enterprise application integration, one of
the most advanced approaches is the one that has resulted
out of the European Union (EU) co-funded research and
technology development (RTD) project PICNIC (profes-
sionals and citizens network for integrated care) [11], that
developed a model for the future regional health care net-
works, in order to prepare the regional health care providers
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Fig. 5. Architecture of a RHIN.

to implement the next generation of secure, user-friendly
health information networks. Basic characteristics of a typ-
ical architecture (see Fig. 5) include:

e Users (healthcare professionals and citizens) that
have access to applications and services through al-
ternative access devices. This access is performed
through a secure physical network.

e Users that have access either to enterprise applica-
tions and services or to regional applications and ser-
vices.

e Enterprise applications that are supported by enter-
prise wide middleware services.

e Regional applications and services that are supported
by the corresponding common inter-enterprise wide
services (regional HII).

This type of multi-tier approach depends heavily on the ex-
istence of both generic and healthcare specific middleware
services/components, and imposes a level of common de-
sign that varies according to the actual composition of the
platform.

Healthcare-related components are needed for the proper
identification of the subjects of care, the exchange of
I-EHR indexing and health data (utilizing appropriate
health-oriented protocols like HL7), health resource(s)
location(s), facilitation of collaboration between health-
care professionals and patients/experts, authorization for
accessing healthcare-related resources, medical terminol-
ogy, etc., whereas generic components are required to sup-
port low level, essential, platform-dependent functionalities
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like, e.g., concurrency control, event handling/notification,
licensing, security (authentication, encryption, audit-
ing, etc.), timing, transaction management, etc.

In practice the architecture tends to be much more complex.
This is because healthcare providers in a region have appli-
cations running supporting their internal operations, as well
as intra-enterprise wide integration platforms of messaging
and common IT services. In addition, the functionality
provided by the RHIN will depend on what IT services the
organizations desire to provide to each other and what they
are willing to give up in order to make this (i.e., tighter
coupling versus federation). Therefore, the common IT
services infrastructure depends on the existing health infor-
mation infrastructures of the healthcare organizations that
make up the RHIN of providers and related organizations.
The same applies for regional applications. These will, in
most cases, be created at the cost of enterprise applications.
The healthcare organizations may agree that some functions
can be supported by a joint, regional application.

3.2. Component view of a RHIN architecture

As software systems grow larger, healthcare delivery sys-
tems become more complex and interdependent. Today
software component technology has emerged as a key en-
abling technology. “A component is a nontrivial, nearly
independent, and replaceable part of a system that fulfils
a clear function in the context of a well-defined architec-
ture. A component conforms to and provides the physical
realisation of a set of interfaces” [12].
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Essential components that have been identified [8] to be
required for the proper delivery of integrated e-health ser-
vices in the context of RHINs include:

— patient identification (ID) components used for the
unique association of distributed patient record seg-
ments to a master patient index;

— collaboration components used for establishing a col-
laboration context that enables not only the active
sharing of clinically significant information, but also
receiving feedback, feed through and awareness in-
formation from all participating actors;

— resource components used for identifying available
resources and the means for accessing them;

— I-EHR indexing components used locating clini-
cally significant information dispersed throughout the
RHIN;

— I-EHR brokers used to provide prompt and consistent
propagation of indexing information to the I-EHR
indexing components;

— clinical observations access components used for ob-
taining clinically significant information captured at
the point of care, directly from the corresponding
clinical information systems;

— message brokers used for message validation, trans-
formation and routing using a set of built-in and/or
user-defined message formats and message process-
ing rules, which may include functionality such as
publish and subscribe, message auditing, message
flow analysis, and message enrichment;

— user profile components used for tracking the long-
term interests of users and maintain personalized
preferences;

— terminology components used for information acqui-
sition, information display, mediation, indexing and
inference, and composite concept manipulation.

Beyond relational databases that today are used extensively
for storing enterprise data, technologies for the integration
of information related to the electronic health record (EHR)
also involve directories for creating distributed, hierarchical
structures of accessible resources (with the most promising
being X.500 and light directory access protocol — LDAP
of the International Telecommunication Union — ITU), dis-
tributed object computing to implement advanced modular
functionalities (like, e.g., the platforms of common object
request architecture — CORBA or Java two enterprise edi-
tion — J2EE), Internet and Java to glue pieces of informa-
tion scattered throughout the world, portable devices and
mobile communications to enable access from anywhere at
any time, extensible markup language (XML) technologies
to allow for dynamic browsing according to personalized
preferences and authorities, together with human computer
interaction (HCI) technologies to support access for all.
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3.3. Security issues in RHINs

The main focus in dealing with RHIN security is related to
control of the information, especially as it deals with private
and confidential patient information. Security (resilience)
of the hardware, operating system and the application soft-
ware, while being equally important, is an issue that must
be solved in the selection of the software platform and the
tools used to create the execution environment and the ap-
plications.

The concept of an information domain provides the basis
for security protection. An information domain is defined
as a set of users, their information objects, and a security
policy. Security within each information domain must be
established in accordance with the respective security pol-
icy. For communication between the information domains,
a trusted end-to-end communication policy must be estab-
lished.

Additionally, security policies must deal with the informed
consent of patients (customers), which is required for legal
access to patient data. Consent may also have qualifiers,
e.g., restricting access to only part of the patient data or
restricting the period of time that the consent is given. Fi-
nally, the choice of what security features to implement
must be based on risk assessment in the context of the
intended service.

In order to access system resources and patient data users
must be identified (i.e., access to resources and data must
be controlled so that unauthorized access is prevented). Ac-
cess rights can be managed on two levels:

— authentication (the person is who (s)he claims to be);

— authorization (permitting access to resources and data
based on a qualified role, role-based access).

Information may not be made available or disclosed to
unauthorised individuals, entities or processes without the
consent of the patient. This is a fundamental right of indi-
viduals that they shall have the power to keep information
about themselves from being disclosed to anyone. There-
fore, the individual (patient) must agree/consent to disclos-
ing her/his private information.

Audit trails are needed to ensure accountability of actions
of individual persons or entities, such as obtaining informed
consent or breaching confidentiality. These records can be
used to reconstruct, review, and examine transactions from
inception to output of final results. The records can also be
used to track system usage and detect and identify intruders.

A public key infrastructure (PKI) is used to describe the
processes, policies, and standards that govern the issuance,
maintenance, and revocation of the certificates, public, and
private keys that the encryption and signing operations re-
quire. PKI is used in order to enable two entities that do
not know each other to exchange information using an in-
secure network such as the Internet. The infrastructure is
based upon asymmetric cryptography and each entity (user,
information system, etc.) is provided with a pair of keys
(a private and public key).
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A certification authority (CA) is a trusted party that can
vouch for the binding between names or identities and pub-
lic keys. In some systems, certification authorities generate
public keys. The public key certificate binds a user’s name
to a public key signed by a trusted issuer.

Smart cards are mostly associated with PKI and CAs as an
access card containing encoded information and sometimes
a microprocessor and a user interface. The information on
the code, or the information generated by the processor, is
used to gain access to a facility or a computer system.
Digital signature is a means to guarantee the authenticity
of a set of input data the same way a written signature
verifies the authenticity of a paper document. Digital sig-
natures are required in many cases during the provision of
health services to a citizen. It comprises a cryptographic
transformation of data that allows a recipient of the data
to prove the source and integrity of the data and protect
against forgery. To sign a document, the document and
private key are input to a cryptographic process, which
outputs a bit string (the signature). To verify a signature,
the signature, document, and user’s public key are input
to a cryptographic process, which returns an indication of
success for failure. Any modification to the document after
it is signed will cause the signature verification to fail (in-
tegrity). If the signature was computed using a private key
other than the one corresponding to the public key used for
verification, the verification will fail (authentication).
Digital signatures can be attached to any electronically
transmitted message, including ones transferring EHR data.
The digital signing of XML based clinical documents is
a special instance where the nature of the clinical workflow
may require that each participant only signs the portion of
the document for which they are responsible.

4. HYGEIAnet: the RHIN of Crete

HYGEIAnet represents a systematic effort towards the de-
sign, development and deployment of advanced e-health
and m-health services at various levels of the healthcare
hierarchy, including primary care, pre-hospital health emer-
gency management, and hospital care on the island of Crete,
Greece (Fig. 6). Specifically, e-health and m-health ser-
vices support the timely and effective management of pa-
tients, the synchronous and asynchronous collaboration of
healthcare professionals, and the remote management of
selected patients at home. Finally, e-health services are be-
ing used to support continuity of care across organizational
boundaries by providing access to the life-long I-EHR.

HYGEIAnet is fundamentally designed to provide access to
health information when and where this may be required,
and to facilitate communication among all actors committed
to informed decision making in the health sector. From the
technological point of view, a diverse set of state of the art
technologies have been developed and deployed as part of
the scalable HII of HYGEIAnet. These include fixed, as
well as wireless and mobile communications, distributed
computing and middleware, web technologies and services
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(i.e., XML, simple object access protocol — SOAP, universal
description, discovery and integration — UDDI), peer-to-
peer computing, H.323, X.500, X.509, and also a number
of other healthcare specific standards.

The deployment and use of HYGEIAnet services has
demonstrated significant economic and clinical benefits.
Specifically, a reduced number of referrals to specialists
has resulted in less travel and fewer days of hospitalization,
while the number of workdays lost by family members and
relatives is reduced. Furthermore, unnecessary duplication
of medical examinations is avoided, while access to care
and quality of service are greatly improved in all cases in
which e-health services are employed.

In the course of designing and implementing HYGEIAnet,
special efforts are being made to meet the requirements of
the various user groups involved and to use state-of-the-art
technology and standards at every stage of development.
Alternative patient, location, and problem-oriented views
for the I-EHR have been considered in an attempt to pro-
vide transparent access and secure communication of in-
formation between medical specialty areas, as well as in
a variety of situations from community to hospital care
across the region.

4.1. Integration at the inter-enterprise level

The development of the HII services of HYGEIAnet was
based on CORBA, since it seemed to offer a unique combi-
nation of advantages over other distributed object oriented
technologies. Such advantages include:

— platform independence;

— programming language independence;

— efficiency;

— rich horizontal and vertical service repertoire.

In particular the work of health domain task force (DTF) of
the object management group (OMG) [13] was very impor-
tant in the definition of the information integration archi-
tecture for creating the I-EHR. This architecture was based
to the following services defined by the health DTF:

— person identification service (PIDS), enabling the
unique identification of patients;

— lexicon query language (LQS), enabling efficient
management of medical terminologies and coding
schemes;

— clinical observation access service (COAS), enabling
seamless access to the various clinical information
systems, the primary sources of medical information.

Moreover, in the context of the PICNIC project the follow-
ing services were specified and designed:

— I-EHR indexing service (I-EHR IS), for managing
indexes to the primary information sources so that the
efficiency and scalability aspects of the architecture
are reinforced;
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Fig. 6. E-health and m-health services in HYGEIAnet.

— I-EHR update broker (I-EHR UB), for keeping
I-EHR IS up to date with new or modified informa-
tion and consistent with the information accessible
through COAS;

— health resource service (HRS), for the unique identi-
fication and management of clinical resources in the
context of I-EHR, such as medical stuff, health care
facilities;

— collaboration service (COLS), to support collabora-
tion among healthcare practitioners.

At the inter-enterprise level, web services technologies
have been utilized in HYGEIAnet, over the already exist-
ing enterprise service components, comprising the back-
bone of a component based computing environment, that
treats medical information systems and services as infor-
mation sources to be integrated at a regional level. Cur-
rently, within the context of HYGEIAnet, a number of sub-
domains attract attention:

e Home care. Aiming at providing e-health services
for the remote management of chronic diseases [14].
Various such services have been delivered, ranging
from the provision of telemonitoring for patients un-
dergoing kidney hemodialysis to asthma suffering
children.

e Primary care. A primary healthcare network is al-
ready in operation. The primary health care centers

JOURNAL OF TELECOMMUNICATIONS 4 /2005
AND INFORMATION TECHNOLOGY

of the island are all fully equipped and support effi-
ciently all patient related clinical processes.

Pre-hospital health emergency care. An integrated
system has been developed and is currently opera-
tional providing e-health tools and services for the
optimal planning, and response management of pre-
hospital health emergencies.

Hospital care. Clinical information systems have
been developed or acquired and installed in various
clinical departments.

E-health. E-health services in the domains of cardi-
ology [15] and radiology are available today through-
out HYGEIAnet, making medical expertise instantly
available to remote and isolated populations.

The integrated electronic health record. The re-
quired infrastructure is in place and a large number of
clinical information systems are currently supported,
ranging from primary health care and nursing to spe-
cialized departmental information systems [16].

Education and information to the citizen. The de-
velopment and operation of any RHIN is not only
a matter of applying new ICT technologies. Above
all, it requires the continuous education and innova-
tive training of medical, nursing and administrative
personnel from all involved healthcare organizations.
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e Health monitoring and surveillance. A fundamen-
tal objective is to provide the technological in-
frastructure (networks, information systems, analy-
sis tools, etc.) for the routine collection of primary
health data and their analysis for the extraction of the
relevant health indicators [17].

4.2. Role-based access to information

The use of any RHIN service that transcends enterprise
boundaries requires careful consideration of the security
issues that may arise. Some of the security aspects like
information integrity are enforced by integration and com-
munication technologies used, like the transport layer secu-
rity (TLS), or the CORBA security service. However the
need for authorization and access control requires security
measures at the application level in addition to those offered
by the communication platform.

For all RHIN service access control lists are main-
tained within the HYGEIAnet authentication server. All
HYGEIAnet applications and services are declared within
the HYGEIAnet's HRS and are issued a unique ID. Each
user of the RHIN services must also register within HRS,
and is issued with a unique username, together with the
corresponding password, which are used for the facilita-
tion of single-sign-on all applications and services within
a RHIN. Groups and permissions are maintained and man-
aged locally by each individual RHIN service. Passwords
are maintained and managed by the corresponding RHIN
authentication server, while certificates are provided and
maintained by the regional certification authority. The role
of each involved actor is listed in Table 1.

Table 1
The role of regional certification authority

Actor Role

Certification Issues certificates.

authority

Authentication Maintains and manages passwords;

service issues passwords for every new
healthcare person; performs user
authentication.

HYGEIAnet HRS | Maintains and manages public

health resource information; acti-
vates all applications and services
by issuing them a unique ID; reg-
isters all healthcare persons and or-
ganizations; issues a unique user
name for all healthcare persons
it maintains; associates healthcare
persons and organizations.
Maintains and manages roles
(groups) and role-based permis-
sions.

Any RHIN service

Two user management modules may be in place; one from
within the RHIN service environment and handles all RHIN
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service specific access rules, and one through the overall
domain management administration GUI. Those modules
cooperate with a set of infrastructure components like HRS,
CA, the authentication service (AS), and the certificate re-
vocation list (CRL).

An IT service user is authenticated through the appropri-
ate AS and gets his/her access rights validated through the
individual RHIN service specific access control manager.
When a new healthperson is added in HRS, the user man-
agement module automatically creates an active account for
him in AS and provides him a digital certificate from CA.
A new user account for any RHIN service can only be cre-
ated for a user that has already been registered within the
RHIN HRS. This includes assignment of roles (and asso-
ciated permissions) at the IT service level. In order for the
whole process to guarantee maximum security a user must
have an account activated in three different places:

— HRS;
- AS;
— CA (activate a revoked certificate).

This permits a new user to access the RHIN service, and
allows the administrator to find and select all users asso-
ciated with any particular RHIN service from the RHIN
HRS.

The user is then assigned to certain roles based on orga-
nizational (i.e., his/her position in a health care provider)
or other criteria. The roles are granted permissions and
rights that are expressed by allow and deny rules. Each
rule conveys the following information:

— the type of rule, i.e., if it is allowing or denying
access;

— the source of health information (clinical information
system) that this rule applies;

— the kind of clinical information that this rule applies.

It is therefore feasible to grant access to users based on the
location that the information is hosted and also based on
the type of the information. This model in spite of its sim-
plicity has been proved to be powerful enough for the most
common use case scenarios. Extensions to the definition
of the rules that, for example, allow combination of rules
and creation of more complex rules using conjunctive and
disjunctive constructs, although feasible, have not needed
in practice.

5. Discussion

HYGEIAnet takes advantage of the increasing capacity of
terrestrial networks, wireless and mobile communications
and the development of advanced e-health services, to pro-
vide continuity of care in the different phases of healthcare,
from prevention to care itself, to rehabilitation.

In the framework of HYGEIAnet, medical information
systems and services are treated as information sources
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to be integrated under the common reference architecture.
To meet this challenge, an execution architecture was de-
fined and implemented in order to support the seamless
integration of information.

A large number of re-usable software components (mid-
dleware services) have been identified and developed so
far, capable of supporting the ICT evolutionary and mi-
gration strategy at the regional level. Our experience has
shown that re-usable components make the deployment of
new clinical information systems and e-health services eas-
ier and faster, while at the same time allowing for a more
efficient management of the ICT infrastructure. Still, deci-
sions have to be formulated about how and when to upgrade
the platform itself and whether the expected benefits and
savings outweigh the costs involved.

However, the deployment and use of HYGEIAnet services
has to date demonstrated significant economic benefits. Re-
ferrals of patients to specialists were significantly reduced,
since expert opinion was available through services pro-
vided over the RHIN, and hospitalization days have been
reduced. Loss of workdays of family members has also
been reduced, while unnecessary examinations have been
avoided. Considering the rather limited use of technol-
ogy in the region of Crete prior to the deployment of
HYGEIAnet systems and services, the actual economic ben-
efits can be accurately quantified after the transients die out
and the regional system of health is allowed to operate as
a RHIN in a steady state. However, the evaluation of the
cost benefits of e-health services, relative to patient out-
come, is and ought to be a continuous process.

Access to care has greatly improved in all categories where
e-health services have been employed. The findings to date
are extremely encouraging and suggest that e-health ser-
vices can benefit not only the patients, but also health pro-
fessionals by fostering their collaboration and serving as
a tool for continuing education. In tele-cardiology, 10% of
the cardiac patients were involved in a tele-consultation ses-
sion during a period of 6 months, thus making medical
expertise instantly available to remote and isolated pop-
ulations. Furthermore, 65% of pre-hospital health emer-
gency episodes are managed by paramedics. Given that
the first 60 minutes (the golden hour) are the most crit-
ical regarding the long term patient outcome, the ability
to remotely monitor the patient, thus allowing experts of
the coordination centre to guide the paramedical staff in
their management of the patient, is facilitating access to
care by specialists. In addition, different evaluation stud-
ies have demonstrated improvements in the quality of care
itself, with respect to the application of e-health services
in pre-hospital health emergency management, the remote
management of chronic diseases, and in supporting tele-
consultation in selected clinical disciplines.
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Wireless communication

for medical applications: the HEARTS

experience
Andrea Kropp

Abstract— Wireless networks provide all the functionality of
wire-line networks without the physical constraints of the wire
itself giving an interesting alternative to phone-line and power-
line wiring systems. With a wireless network, physicians can
actively monitor a patient’s vital signs from anywhere in a hos-
pital. HEARTS (health early alarm recognition and tele-
monitoring system) is a research project having the major
aim to provide support for prevention and monitoring heart
disease, based on advanced technology. The HEARTS idea
is to gather biometric and environmental data coming from
patients during both hospitalization phase and in their nor-
mal lifetime activities, using wireless networks. The wireless
network and its composing devices are called personal health
network (PHN). WPAN and WLAN technologies have been in-
vestigated, each with its pros and cons, for use in health mon-
itoring activities inside hospitals and at home, for improving
patient mobility, and to provide patients for “last interconnec-
tion hop” to the infrastructure network. Technological and op-
erational problems have been addressed concerning bluetooth,
IEEE 802.11b (WiFi), GSM/GPRS/UMTS wireless transports,
all of them tested and some of them concretely adopted inside
the HEARTS framework.

Keywords— bluetooth, wearable 802.11b, wireless networks,
sensor data, DSP, medical devices, dehospitalization.

Wireless networks provide all the functionality of wire-line
networks without the physical constraints of the wire itself
giving an interesting alternative to phone-line and power-
line wiring systems. With a wireless network, physicians
can actively monitor a patient’s vital signs from anywhere
in a hospital.

Wireless technologies are generally based on radio trans-
missions within a network area; radio transmissions com-
prise of two distinct technologies, using narrowband or
spread-spectrum radio. Most wireless networking products
are based upon the spread-spectrum technologies. There
are three types of network, each one with a different cov-
erage area suitable for different applications:

— wireless personal area network (WPAN);
— wireless local area network (WLAN);
— wireless wide area network (WWAN).

The bluetooth technology, suitable for WPAN, is the result
of a cooperation between leaders in the telecommunication
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and computer industries; it delivers opportunities for rapid
ad hoc connections using a low-cost, short-range radio link
built into a single microchip.

Bluetooth radios establish radio links in the unlicensed ISM
band at 2.4 GHz, using a low RF power of some milliwatts;
designed to operate in a noisy radio frequency environment,
bluetooth radio modules operate using FHSS (frequency
hopping spread spectrum) transmissions, avoiding interfer-
ence from other signals by hopping to a new frequency
after transmitting or receiving a packet. A collection of
digital appliances that are connected to a home network
via bluetooth technology is called a piconet. A piconet is
composed of up to eight devices with one acting as master;
all devices participating on the same piconet are synchro-
nized to the same hopping sequence, determined by master.
The range of a bluetooth device for typical uses is about
ten meters.

Bluetooth has a maximum shared data capacity, in a pi-
conet, of about 1 Mbit/s, which translates to a real through-
put of 780 kbit/s once the protocol overhead is taken into
account; according to link type and number of other ac-
tive devices, each device in a piconet will have a capacity
varying from 64 to 780 kbit/s.

Specific characteristics or common applications for the
bluetooth standard are called bluetooth profiles; examples
of profiles are: dial-up networking (DUN)), serial, local area
network (LAN), headset, file transfer.

The IEEE 802.11 is the worldwide adopted standard for
wireless LAN communications, since 1999; the 802.11b
extension operates in the 2.4 GHz unlicensed ISM band,
with an RF power of 30 mW it can reach 100 m of op-
erating range; it uses a direct-sequence spread spectrum
(DSSS) transmission type, and reach data rates of 11 Mbit/s
in a single operating frequency; interoperability of different
brands 802.11b devices is certified from WECA (Wireless
Ethernet Compatibility Alliance) consortium tests; prod-
ucts that pass these tests are stamped with a WECA seal
of approval, called WiFi (pronounced Y-Phi) for “wireless
fidelity”.

The health early alarm recognition and tele-monitoring sys-
tem (HEARTS) is a research project having the major aim
to provide support for prevention and monitoring heart dis-
ease, based on advanced technology; the objective of us-
ing wireless communications in HEARTS is to reduce the
amount of cabling necessary to collect sensor data, and
therefore increasing the user mobility in his real-life activ-
ities.
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The HEARTS idea is to gather biometric and environmen-
tal data coming from patients during both hospitalization
phase and in their normal lifetime activities, using wireless
networks. The wireless network and its composing devices
are called personal health network (PHN).

The serial profile used in the personal health network is an
emulation of serial communication (RS-232) over a wire-
less link. Bluetooth modules implementing serial profile
can exchange data at a distance up to 10 m.

The wearable device is mainly a data acquisition sub-
system, collecting all the data coming from biomedical and
environmental sensors; it also apply some basic computa-
tion to the collected information, such as filters and data
normalisation algorithms.

The bluetooth connectivity in wearable device is realized
by mean of customized bluetooth modules; these modules
implements serial profile functionalities and are controlled
by a set of AT commands. An embedded microcontroller
provide both the data acquisition, normalization, digital fil-
tering and bluetooth connectivity logic.

The discovery protocol embedded in bluetooth modules
give to the entire personal health network an high degree
of adaptivity, because new sensor sets could be seamlessly
activated and added to the network at runtime.

The master station of the personal health network is called
integrator device. It acts like a gateway between the per-
sonal health network and the HEARTS core services; it can
be deployed on a PDA or a panel PC and provides a link
with infrastructure network by mean of a wired (Ethernet)
or wireless (WiFi) link. When needed, it could show ECG
signals directly to the medical expert, acting like a tradi-
tional monitor; no significant interferences were found dur-
ing the simultaneous usage of bluetooth and WiFi interfaces
in HEARTS system.

The combined use of bluetooth technology and WiFi infras-
tructure, at home, in the office, or in a hospital, is capable
to cover all possible monitoring scenarios:

— patient lie on his bed in a hospital room (typical of
intensive care units);

— different patients are followed in a limited area (like
a cardiology unit room).

Patient not only can lie in a bed, but is also capable to walk
across a limited area (like an apartment, a hall, or a court).

Different solutions have been prototypically implemented,
in order to evaluate the different scenarios, taking into ac-
count the typical throughput produced by a PHN, generally
up to 15 kbit/s per second throughput produced by a full-
featured personal health network; a single WiFi access point
is capable to collect up to 10 PHN data, and when using
a 100 Mbit network infrastructure the entire system is ca-
pable to collect up to 50 patients data (typical coverage of
an entire cardiology unit).

Several WWAN technologies, like GSM/GPRS/UMTS are
theoretically suitable for PHN operations, but due to lim-
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ited bandwidth or technical limitations on using it, like
asymmetrical bandwidth of GPRS, implemented to privi-
lege the download functionality more than the upload, they
don’t perfectly fit HEARTS needs. Even the cost of these
technologies is an hard obstacle to the deployment of con-
tinuous remote monitoring systems.

The major challenges for the future of the remote monitor-
ing systems like HEARTS are substantially:

— easy setup of network connections and handover (es-
pecially for PDAs);

— more computational power for next generation hand-
held devices (data compression, smart DSP);

— remote control of terminal node (PHN) operations;

— remote control of wearable devices acquisition rate
and DSP stuff;

— agreements with major telecom providers to guar-
antee at-home monitoring using existing and new
broadband access at lowest possible costs.
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A web-based system

for personalized patient education
and compliance monitoring

Sotiris Pavlopoulos, Andriana Prentza, Efstathios Marinos, and Dimitris Koutsouris

Abstract—The economic importance of therapy compliance
has grown steadily in recent years, not only because of the
efficacy of newer therapeutic methods but also because of the
increased costs of treating the consequences of poor compli-
ance. Improved compliance can lead to significant savings by
preserving or restoring a patient’s health, improving quality of
life, by reducing the number of medical services required when
therapy fails or appears ineffective, and by helping limit the
rise in national health care costs. Within the framework of the
TEN-Telecom European Commission Programme, C-Monitor
project developed an integrated health telematics platform to
enhance chronic patient compliance to therapy and interactive
communication with their attending physicians. The overall
aim of the project was to study the potential benefits, both in
clinical and financial aspects, of such innovative systems and
services along cost-efficiency of care provision. The platform
developed has been validated in controlled small-scale trials
in a number of European countries. The Greek pilot involved
installation of the system in a private hospital in Athens and
the validation scenario dealt with morbid obesity patients that
have undergone surgical operation. A number of 30 patients
were recruited for the trial. Results of the trial indicated the
technological robustness of the proposed system and the po-
tential clinical and economic benefits of running such services.
Further trials are required to better address cost-efficiency is-
sues with respects to the service goals.

Keywords— therapy compliance, patient education, health
telematics.

1. Introduction

Hospitalizations is the largest component of health care
costs. Among hospitalized patients, high cost users are
mainly those with repeated admissions [1]. In 1998, it has
been reported a 22% readmission rate within 60 days of
hospital discharge in the medicare population at an esti-
mated cost of 8 billions $, the 24% of all inpatient expen-
ditures [2]. Several studies suggest that 9% of all readmis-
sions and up to 50% of readmissions by high risk patients
are preventable [3-5]. Inadequate patient education, un-
recognized clinical deterioration and noncompliance have
been implicated as causes of preventable admissions [3-5].
Noncompliance with long term medication regimens is
more than 50% [6]. The use of multiple prescriptions
is closely related to noncompliance. This is particularly
important in those with chronic diseases as heart failure
and chronic obstructive pulmonary disease who consume

42

a high amount of medications [7, 8]. In those patients non-
compliance to drug therapy is approximately 90% and the
percentage is probably worse for diet therapy and life style
changes [9].

Several other studies have documented the cost of patient
noncompliance with therapeutic procedures. According to
the national council on patient information and education
(NCPIE)  (http://www.talkaboutrx.org/compliance.html),
the annual cost of non-compliance to therapy is about
100 billions $. Furthermore, NCPIE suggest the following
recommendations to be addressed to improve compliance:

o for physicians — involve the patient in treatment de-
cisions:

— monitor compliance with prescribed treatment
at every patient visit;

— document patient compliance using a compli-
ance-monitoring form that can be incorporated
into the patient’s record;

o for patients:

— become active participants in making treatment
decisions and solving problems that could in-
hibit proper medicine use;

— talk to health professionals about why and how
to use their prescription medicines;

— recognize, accept, and carry out their responsi-
bilities in the treatment regimen.

The economic importance of therapy compliance has grown
steadily in recent years, not only because of the efficacy of
newer therapeutic methods but also because of the increased
costs of treating the consequences of poor compliance. Im-
proved compliance can lead to significant savings by pre-
serving or restoring a patient’s health, improving quality of
life, by reducing the number of medical services required
when therapy fails or appears ineffective, and by helping
limit the rise in national health care costs.

Within the activities of the C-Monitor project, funded by
the TEN-Telecom European Commission Programme, an
integrated health telematics platform has been developed to
enhance chronic patient compliance to therapy and interac-
tive communication with their attending physicians. Over-
all aim of the project was to study the potential benefits,
both in clinical and financial aspects, of such innovative
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systems and services along cost-efficiency of care provi-
sion.

The C-Monitor system was designed to allow patients to
organize daily activities with respect to therapeutic needs
in a personalized and friendly manner. It collects patient
clinical and non-clinical data and reminds them about
therapy needs/plan (drugs, exams, weight control, etc.). In
the same time, the responsible doctor is informed not only
about the patient’s condition but also about patient compli-
ance to therapy and deviations.

2. Design considerations

2.1. Platform description

The C-Monitor platform comprises of the following sub-
systems:

e The web server hosting the ASP.NET web pages that
expose the C-Monitor functionality over the Internet
to the web clients (browsers) of both physicians and
patients.

e The application server exposing web services that
are consumed by the ASP.NET web pages on the
web server and are responsible for the communica-
tion with the database server.

e The database server built on a MS SQL Server 2000.

e The C-Monitor desktop applications that enable the
customization/maintenance of each clinical scenario
and the definition of treatment plans.

e The notification services module that is responsible
for notifying physicians or other subscribers when-
ever an event that a subscriber is interested in oc-
curs (by distributing e-mail notifications to an SMTP
server).

The overall system architecture is depicted in Fig. 1. As
shown in figure, the C-Monitor platform supports a four-
tiered distribution of the software modules exposing func-
tionality over the Internet and a two-tiered distribution
(client/server) for the C-Monitor desktop applications run-
ning inside the boundaries of the hospital/clinic intranet. In
case that hardware limitations exist, the C-Monitor platform
can also be implemented easily as a three-tiered solution,
with the web and application server hosted on the same
computer. The physician and patient web client tier uses
the web browser environment for the interaction with the
users, so that minimal configuration and tuning is required,
other than adjusting network connectivity (dial-up) param-
eters and browser settings. The ASP.NET web pages on the
C-Monitor web server communicate with an ASP.NET web
services facade hosted on the application server. The ap-
plication server is responsible for the communication with
the database containing all medical data. The notification
services modules interact with the SQL server engine and
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allow the distribution of e-mail alerts to the various sub-
scribers through any available SMTP server (hosted within
the healthcare institution or provided by an external ISP).

The C-Monitor desktop applications are entirely built
on the .NET framework platform and support two-tiered
(client/server) architecture. These applications run within
the boundaries of the health care institution intranet and are
responsible for the definition and maintenance of each clin-
ical scenario and for performing the main tasks requiring
rich client capabilities in terms of user interface and ad-
vanced security environment. There are four main desktop
applications available:

1. The scenario management application enables the
customization of the platform for different scenar-
ios. This application allows the users to define and
maintain each clinical scenario. The main elements
of a clinical scenario are: risk factors, which are
questions that help the physician identify the pa-
tient’s needs for on-going treatment, define medical
guidelines and retrieve relevant information regard-
ing his/her medical problem, the parameters of the
scenario, such as medical measurements, medication,
measurement units, etc., the medical staff and the pa-
tients participating in the scenario.

2. The therapeutic schema application allows physicians
to create the personalized patient therapeutic schema
including information regarding diagnosis, medica-
tion plan, examination plan (including in-house con-
trols such as blood-pressure measurement, weight
control, etc.), dietary plan, exercise and lifestyle
guidelines, and any other information or direction to
the patient that forms part of the therapeutic schema.
This application allows physicians to define a person-
alized therapeutic schema by taking into account the
values of risk factors that are relevant to the specific
patient. After completing the review of the developed
therapy plan, the physician forwards the plan to the
patient, which will then allow the patient to register
data and keep track of therapeutic steps to follow.

3. The document management application allows the
physician to store and characterize documents in-
tended to be published for patients. These documents
can be later automatically retrieved according to their
relevance to the patient’s medical problems.

4. The translator utility enables the easy translation of
the user interface for both web and desktop applica-
tions into any language.

2.2. Security issues

It is conceivable that a system handling medical data should
be compliant to directives for protection of data and other
security requirements. As discussed earlier, the C-Monitor
platform comprises of an Internet part, which exposes func-
tionality over the Internet to web browsers and an intranet
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part, which offers services within the boundaries of the
hospital/clinic intranet. The overall system security model
is depicted in Fig. 2.

The security model for the Internet part includes the use
of secure sockets layer (SSL) for privacy and integrity and
forms authentication where users’ credentials are forwarded
to a web service that authenticates them against a user list
stored in the C-Monitor database. The web clients com-
municate with the C-Monitor web server over a secured
SSL connection. Secure sockets layer is a set of cryp-
tographic technologies that provides authentication, confi-
dentiality, and data integrity. The use of server certificates
has been chosen for simplicity, as a main objective of the
platform is to require minimal configuration and tuning on
the client side. For enhanced security the web administra-
tor can use client certificates as well. However, the use of
client certificates requires issuing client certificates for each
web client and installing them on the client’s computers.
The intranet security model includes:

e WS-security to prevent unauthorized users from ac-
cessing the web service functionality. WS-security
describes enhancements to SOAP messaging to pro-
vide quality of protection through message integrity,
message confidentiality, and single message authen-
tication. These mechanisms can be used to accom-
modate a wide variety of security models and en-
cryption technologies. The web service functionality
is exposed only to authorized users of the platform
because each web service method request must also
provide a valid usernametoken, which is authenti-
cated against the C-Monitor database.

e SSL connection between the web and application
server. The communication channel between the web
and application server can be secured using SSL
connection. The configuration steps are already de-
scribed in the Internet security section. The web
service method calls use the HTTPS protocol.

e Windows authentication for the web service facade.
The web service’s virtual directory is configured for
integrated Windows authentication. Web services au-
thenticate the web-based application’s process iden-
tity.

e Windows authentication for the SQL server connec-
tion. The recommended authentication mode for
the SQL server database is Windows authentication.
Windows authentication is more secure than SQL au-
thentication for the following reasons:

— credentials are managed for every user and the
credentials are not transmitted over the network;

— embedding user names and passwords in con-
nection strings is avoided;

— logon security improves through password ex-
piration periods, minimum lengths, and account
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lockout after multiple invalid logon requests;
this mitigates the threat from dictionary attacks.

However, if the SQL server database is not config-
ured for Windows authentication mode or is protected
behind a firewall, the C-Monitor platform offers en-
cryption/decryption for the secure storage of the con-
nection string.

e Secure storage of the SQL connection strings. If
desktop applications or the web services facade need
to use SQL authentication for the connection with
the database server, an encrypted connection string
is generated and stored in a “config.xml” file. Each
time a connection to the database is initialized the
connection string is read and decrypted by the desk-
top applications or the called web services.

3. System validation results

For a health telematics infrastructure to be applicable ex-
tended clinical validation and testing is required. In or-
der to validate the C-Monitor platform, trials were set-up
in different European countries including Spain, the UK
and Greece. In this paper the system validation results of
the Greek pilot are presented. The system has been in-
stalled in a private hospital in Athens and the validation
scenario dealt with morbid obesity patients. In particular
the C-Monitor platform was used to assist medical profes-
sionals monitor morbid obesity patients following surgical
operation. The C-Monitor platform has been used to assist
medical professionals monitoring the following parameters:

— body weight (daily),

nutrition (daily),

quantity of urine (daily),

— blood pressure (daily),

body temperature,

urine kerones-glucose,

blood glucose, cholesterol, triglycerides.
The criteria for patient inclusion to the trial were:

— poor operative state after gastric by-pass and laparo-
scopic adjustable gastric bandage,

obesity according to BMT criteria (BMI > 29),

— biochemical markers indicative of metabolic syn-
drome related to obesity,

high blood pressure,

— patients being computer literate and having internet
access at home,

patients able to manage medical device use at home.
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Table 1

Platform validation results

Criterion Very friendly Friendly Somehow friendly Less friendly Not friendly
User interface 13.8% 41.4% 34.5% 6.9% 3.4%
Navigation 17.9% 39.3% 28.6% 10.7% 3.6%
Yes No
Access problems 17.2% 82.8%
Very easy Easy Somehow easy Less easy Difficult
Ease of service 10.3% 58.6% 31.1% 0 0
High Good Average Below average Poor
Fault tolerance 44.8% 34.5% 20.7% 0 0
Very easy Easy Average Somehow difficult Very difficult
Ease on training 4.2% 33.3% 20.8% 29.2% 4.2%
Very high High Medium Low Very low
Overall performance 0 60% 40% 0 0

For the purposes of the trial, 30 patients have been re-
cruited. The performance of the platform has been eval-
vated using structured questionnaires with respect to the
following parameters:

— friendliness/operability: measure how well the pa-
tients like to use the system and their ability to nav-
igate around the system;

— access control: measure the ability to restrict access
to certain sections of data from particular users;

— fault tolerance: measure of bugs existence within the
system,;

— learning requirements: measure of time required for
user training and measure of ease in data entry to the
system,;

— responsiveness and overall system performance:
measure of the overall opinion of users on the system
performance both from the technical side and from
the clinical side.

Table 1 summarizes the system validation results. From
the data provided it is clear that without any doubts the
majority of participating users (> 89%) agreed that the
platform is easy-to-use and to navigate around the infor-
mation provided without serious problems in accessing the
needed information. Furthermore, users were satisfied with
system fault tolerance (around 80% rated it above average)
and no major bugs were identified during the validation
phase. Overall system performance was rated high (60%)
and the remaining 40% as medium, thus indicating the po-
tential benefits of the use of the system. The second part
of the validation dealt with assessment of cost-efficiency
issues. From the initial validation phase it is apparent that
the estimated cost-saving from the use of the system is es-
timated to be more than 30 € at least in 75% of the cases
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considered. Furthermore, half of the patients involved in
the study expressed their willingness to pay a 10 € fee for
using the C-Monitor platform although traditional health-
care services are for free in Greece. Of course, within the
framework of the project, validation of the system was only
to a limited depth and width, and it is clear that a more
detailed cost-efficiency analysis is needed to estimate the
economic benefits of using such a system.

4. Conclusions

The increasing development of informatics around the
world as well as the recent explosion of the world net-
working and communication technologies (Internet, mobile
communication) could significantly improve quality of care
and the health standards leading to a level of health that
would permit all individual citizens to participate in a satis-
factory manner in every aspect of family, social or financial
life. Important attention should be given to the reduction
of the inequalities among European countries in order to
achieve a common minimum level of health care restrict-
ing risks and proving assistance not only at country level
but also to the different social or ethnic groups within each
member state.

The proposed architecture takes advantage of recent tech-
nological advances in computing, networking and mobile
wireless telemedicine to provide an integrated platform for
patient compliance to therapy with messaging regarding
drug plan, examination plan, and actions with respect to
treatment in a personalized manner. Further, the system
helps patients to be informed and educated on the their
medical problem, participate actively, in close collabora-
tion with their health care provider, to their on-going care,
and to respond to risk factors through lifestyle changes or
other appropriate means. Physicians would be continuously
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informed about their patient compliance with therapeutic
procedures, as well as monitoring their basic risk factors,
remotely and off-hours. As far as healthcare providers are
concerned, the proposed system leads to cost reduction due
to compliance to therapeutic procedures and helps them to
create more “personal relation” with the patients. Thus,
the proposed platform enhances the effectiveness of health
care and improves health standards and in the same time
helps the patient to continue some normal and work ac-
tivities in order to be an “active” citizen. All the above
have been indicated by a small-scale controlled clinical trial
study implemented in different European countries includ-
ing Greece. Further and more detailed analysis is needed
to better assess the potential clinical and economic benefits
of such a system.
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Cost-effective health services

for interactive lifestyle management:
the PANACEIA-ITV and the e-Vital concepts

Andriana Prentza, Stavroula Maglavera, George Stalidis, Eleni Sakka, Irini Lekka,
Pantelis A. Angelidis, Lefteris Leondaridis, Nicos Maglaveras, and Dimitris Koutsouris

Abstract—Information technology applications in medicine
are rapidly expanding, and new methods and solutions are
evolving since they are considered pivotal in the success of
preventive medicine. In this paper two different concepts will
be presented, the PANACEIA-iTV and the e-Vital concept.
PANACEIA-ITYV is a home care service provision system based
on interactive TV technology and supported by the IST pro-
gramme of the European Commission. The e-Vital service,
supported by the eTEN programme of the European Com-
mission, regards an integrated home care and telemonitoring
service chain aimed at large sensitive parts of the European
population, the “at-risk” citizens, who are usually patients
with a stable medical condition that allow a near normal life
but may suddenly deteriorate and put life at risk.

Keywords— telemedicine, telemonitoring, homecare, health in-
Sformation.

1. Introduction

European health care systems are facing a period of un-
precedented changes prompted by a confluence of events.
From the patients’ side, the health care demands are in
continuous evolution since the demographics structure is
evolving. Europe is the area of the world, which faces the
fastest ageing of the population, considerably higher than in
the United States. This fact, together with a high prevalence
of concurrent chronic disorders is generating an extensive
use of health care and social services. The advances in
information and communication technologies are foreseen
to have substantial impact on health care.

Information technology (IT) applications in medicine are
rapidly expanding, and new methods and solutions are
evolving since they are considered pivotal in the success
of preventive medicine [1]. In the past days, IT appli-
cations were mainly applied at the secondary health de-
livery level, and even at specialised hospital departments.
These applications were difficult to use, maintain, and they
were quite expensive. Today, due to the fast growing and
penetration of the Internet and mobile telephone technol-
ogy, the IT applications in the health care environment are
focused at e-consultation [2] and home care delivery [3]
and the use of triage systems [4]. Home care delivery is
a very important issue, covering the management of chronic
diseases, wellness, education and information delivery on-
demand and addressing socially delicate targeted problems
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such as infertility. Thus, there is a demand for continu-
ous monitoring of basic parameters of the patient, as well
as timely delivery of educational material, so as to avoid
complications and to prevent the advent of serious diseases.
IT-based applications for home care delivery are important
media to increase health care quality, increase quality of life
and create a better educational platform with carefully de-
signed and customisable patient prompting which in turn is
expected to be instrumental in increasing the collaboration
degree between the patient and the physician, something
which is beneficial to both [5, 6].

New models are being proposed that promote patient’s ac-
tive participation, redefine physician’s tasks and enhance
nurses’ roles. For the first time, the health care sector is
becoming a significant driving force in the technology evo-
Iution process. In this new scenario, integrated delivery
systems based on patient-centred care, supported by an in-
tensive use of information technologies, will facilitate the
most efficient use of the existing resources in the health
care system.

Several points are very important in the definition of this
new health model. First, it must be noted that the differ-
ent patient’s conditions should be treated from a holistic
approach, not each one of them separately. Secondly, the
patient must be active in the control and treatment of the ill-
ness. Thirdly, the co-ordination among the different health
actors must be enhanced to ensure a better decision making
process.

In this paper two different and at the same time very similar
concepts will be presented, the PANACEIA-IiTV and the
e-Vital concept.

The use of interactive TV for citizen centred health and
lifestyle management system is considered by use of the
PANACEIA-iTV paradigm. The main concept is to exploit
the digital iTV advantages for home care services and for
increasing health care quality and safety. The technological
innovation of the proposed platform resides in the use of
DVB-MHP technology for the development of iTV applica-
tions and the communication of the set-top-box (STB) with
the monitoring medical microdevices using infrared (IR)
communication.

On the other side, the e-Vital project [7] focuses on the
implementation and exploitation of a modular and ambu-
latory secure telemedicine platform, which is using easily
wearable vital signs monitoring devices, causing minimal
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Fig. 1. The PANACEIA-TV system overview.

discomfort to patients, and which transfer in real time and
on-line critical vital parameters to doctors and/or medical
experts/consultants, regardless of their location, while get-
ting feedback to increase their feeling of comfort or in case
of alarm. It also helps physicians to determine a better care
strategy, collecting data previously only available in inten-
sive care units (ICU). The interactive continuous monitor-
ing, as proposed, promises cost effective health services,
more active involvement of patients in their own care, and
a new sense of realism in making a diagnosis.

The tests and validation tasks of both projects are taking
place in a wide geographical area, namely: Greece (PANA-
CEIA, e-Vital), UK (PANACEIA, e-Vital), Spain (e-Vital),
Belgium (PANACEIA) and Italy (e-Vital). These countries
constitute samples of different cultures and healthcare sys-
tems, and this will help to assess the validity of the chosen
market approach. The benefits of both services are being
assessed both for patients and physicians. Assessment in-
cludes reliability, usability, effectiveness, conformance with
requirements and specifications, and user acceptance and
satisfaction.
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2. Methods

2.1. The provided services
2.1.1. The PANACEIA-ITV service

An overview of PANACEIA-iTV system is presented
in Fig. 1. The basic communication means used in the
current work are satellite TV for the patient and Internet
for the clinician. The patient needs a very simple interface
that will guide him through the different services provided
and will be handled with the remote control. The clinician
needs a more sophisticated interface for the monitoring of
patients’ condition.

At the end users’ environment, the patient’s interface is
managed through the STB, which communicates via an IR
link with the medical microdevices. The patient is able
to interact with the PANACEIA-iTV service provider re-
ceiving educational videos, messages and other patient re-
lated info, either over satellite transmission or via the re-
turn channel. Patient data, entered with a remote control
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unit and by the medical microdevices, are submitted to the
PANACEIA-ITV server via the return channel.

The application server of the architecture is mainly respon-
sible for adapting PANACEIA-iTV to the broadcaster’s en-
vironment and to handle interactive applications.

The portal is the principal access point to the system func-
tionalities for all actors. It provides the interfaces needed
by those actors in order to perform their tasks. Web inter-
faces are provided to the contact center, the clinicians and
the educational material providers.

Databases exist for storing patients’ profiles and clinical
data, educational material related info and also profile info
of the rest of the PANACEIA-iTV actors.

2.1.2. The e-Vital service

The e-Vital concept is based on the supply of homecare and
telemonitoring. The elements, the integrated homecare and
telemonitoring service chain (see Fig. 2) consists of, are the
following:

— devices and/or sensors connected to the patient (ex-
ternal hardware),

— service enabling applications at the e-Vital patient
module (e-Vital and/or external software),

— service management applications at the e-Vital server
module (e-Vital software),

— service facilities and operations (combination of pro-
cesses/services/personnel),

— technical and organisational support (services),

— organisational models (consultancy).

Healthcare
provider

oy
Vital signs ‘{E?  p WEeT
transferred [ < k- il
Telemonitoring JCENE
Telecommunications

company

o)

Fig. 2. The e-Vital service chain.

The e-Vital service consists of the following subsys-
tems:

e The patient’s module consists of the monitoring de-
vices and the patient’s phone. The patient or a nurse,
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following the care protocol created by the physician,
takes the measurements. The data are then sent to the
e-Vital server via the phone. In case of emergency
and supplemental to the program, measurements can
be taken and sent to the server.

e The e-Vital server is the core of the e-Vital service.
Here the physician is able to design the personalised
care protocol of each patient, to monitor the appli-
cation of the protocol and the measurements already
taken by the patient. In case of emergency, when the
measurements are out of limits, an alarm message is
generated and is sent to the physician, who in turn is
able to inform the patient and rearrange the sched-
ule of the programmed measurements. The e-Vital
server collects the data from the monitoring devices,
compares the measurements with the given limits and
if there is a problem sends the appropriate messages.

e The hospital module consists of the hospital server
and the hospital database. The interconnection with
the hospital module is used to retrieve patient’s med-
ical record, when it is necessary.

Each monitoring device is connected to the phone, which
sends the collected data to the e-Vital server. The e-Vital
server establishes a communication with the phone, in an
emergency or non-emergency situation, and the data are
sent to the e-Vital server via GPRS and TCP/IP. The re-
ceived data are then transformed in an XML file in order
to be compatible to the format of the DB and are forwarded
to the database centre.

Since the monitoring devices are different due to the various
manufactures, the formats of the data files that are sent to
the e-Vital server are different from each other. For that
reason different applications run in the e-Vital server, to
transform the incoming data files to the format compatible
to the DB.

Physicians and patients have access to the service from PC,
PDAs or mobile phones connected to the Internet.

2.2. Scenarios of use
2.2.1. The PANACEIA-ITV scenario of use

Four different scenarios of use have been defined for
PANACEIA-iTV including diabetes II patients (chronic
condition), congenital heart disease patients (chronic con-
dition), prenatal group-high risk pregnancy (general popu-
lation), and infertility couples (sub acute condition).

The users and stakeholders have been defined as following
for the system. The users are the citizens/patients, the clin-
icians and the contact centre personnel. The stakeholders
are the technology providers, e.g., broadcaster, medical de-
vice manufacturers, educational material providers. In the
following, each role is described in more detail.

Citizens/patients. Users who want to manage their own
health and/or need specialized healthcare services. Users at

51



A. Prentza, S. Maglavera, G. Stalidis, E. Sakka, I. Lekka, P. A. Angelidis, L. Leondaridis, N. Maglaveras, and D. Koutsouris

home may be either patients or healthy people who use the
PANACEIA-ITV services such as data exchange, prompting
and querying for communicating with the medical profes-
sionals through their TV sets and STBs. An important
aspect is that users at home are able to receive educational
material in the form of tips, digital videos or interactive
hypertext.

Clinicians. Doctors and nurses. The clinicians are respon-
sible for monitoring their patients’ condition by checking
the transmitted measurements and scheduling the patient’s
activities and communication protocol via the PANACEIA-
iTV system. Using a customized web interface they are
able to view the values of the measurements that the pa-
tients perform at home, as well as to check whether the
patients follow their schedule. Finally, medical staff is re-
sponsible for reviewing any educational material submitted
for broadcasting.

Contact centre. Provide the communication between the
clinicians and the patients/citizens. The main role of the
contact centre staff is to administrate the PANACEIA-iTV
application and specifically all the patients that are regis-
tered with the PANACEIA-iTV service, as well as to reg-
ister new patients and train them. In addition, the contact
centre personnel receives the educational multimedia ma-
terial from the educational material provider, defines its
scheduling and finally delivers it to the broadcaster.

Educational material providers. This entity provides the
educational material to the PANACEIA-iTV system. This
material is in the form of tips, hypertext/images or videos
and it is associated with specific patient groups and group
categories. This association is defined by the educational
material provider.

Broadcaster. This is the owner of the digital broadcasting
platform and its role is to receive the content and the digital
TV applications and to broadcast them to the households
that are registered with the PANACEIA-ITV service.

Besides the aforementioned functional specifications, there
are some general system requirements, including security,
multilingual support and possibility for integration with ex-
isting systems. The system offers user customization and
has event logging capabilities.

2.2.2. The e-Vital scenario of use

Two different scenarios are provided by the e-Vital service.

Routine operation. The first scenario is the programmed
one where the measurements are made according to the
specific care protocol of the patient. After the completion
of the measurements the patient or an accompanying per-
son (nurse, relative of the patient, etc.) is calling the e-Vital
server in order to send the data. Then, after a connection is
established, the appropriate application runs. The task of
this application is to validate if the patient is registered in
the system, to identify the type of the monitoring device,
which sends the data and to collect the data. This infor-
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mation will be available either in the header of the data
message, which will be sent to the e-Vital server or will
be sent in an individual message after the establishment of
the connection. After that the input data are transformed to
an XML file that is compatible to the DB of the database
server, and the data are stored in the DB.

In the application server the data are processed and checked
if they are out of range. In the DB existing medical infor-
mation about alarming parameter combinations are stored.
It has also access to patients’ medical records, which are
stored in the hospital module. It then combines these two
sources of information with the received patient’s data and
defined decision flowcharts, it appreciates the patient’s con-
dition (excellent, good, average, warning/reason, alarm-
ing/reason, or death/reason). If the condition is warn-
ing or alarming the notification services will be activated
to send an alarm message to the patient, to the physi-
cian who attends the patient and to the associated people
(that is personal GP, relatives, special requested experts
in their respective language) of the patient. These mes-
sages maybe SMS or e-mail messages and are also stored
in the DB.

Emergency operation. The second scenario concerns the
emergency or alarm events. In this scenario in case of
emergency, where the patient doesn’t feel well, he/she takes
some measurements, supplemental to the programmed
ones, and sends them to the web server. After the vali-
dation and transformation of the data, the web server sends
the data to the DB of the service centre, which by turn sends
the alarm messages to the physician and to the associated
people.

The e-Vital server can communicate with the hospital in-
formation system (HIS) of the collaborator clinic. In that
case the e-Vital web server is able to ask only for some
patient data (mainly the patient medical history) in order to
present the data in the physician or patient’s web page. The
web server does not restore data to the hospital DB. The
e-Vital server and HIS communicate through web services,
which are located in the web server. The data from the
web server are then transferred to the web pages through
services centre as an XML file.

The e-Vital can be offered to public health authorities,
healthcare providers (hospitals and primary-care units) and
physicians.

2.3. System architecture
2.3.1. The PANACEIA-ITV system architecture

The PANACEIA-TV is a multi-component system (Fig. 3).
Much of its innovation lies in the integration of different
modules and technologies, which are described in the fol-
lowing section.

The PANACEIA-ITV front-end. Patients’ STB receives
the broadcasted data (audio/video plus the PANACEIA-
iTV application). The STB de-multiplexes the incoming
transport stream and sends the audio/video to the decoders
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Fig. 3. The PANACEIA-TV system architecture.

and executes the application according to the user’s profile.
This scheme allows the user to interact with the applica-
tion and communicate with the PANACEIA-iTV server (full
two-way interaction). Furthermore, it allows IR communi-
cation between the STB and the medical microdevices.
The equipment available for the patient is the STB, the
microdevices and the remote control. IR communication
with the STB is mandatory for signal and vital parameter
transmitting microdevices, such as the 12-lead ECG and
CTG microdevices.

Broadcaster. The broadcaster owns bandwidth on a broad-
band network and possesses the infrastructure for broad-
casting. This part is assigned the task to schedule events and
allocate bandwidth for their transmission. The event’s video
and audio streams are multiplexed with the PANACEIA-
iTV application and broadcasted through a broadband net-
work (like cable, satellite or terrestrial) to the users at home.

The PANACEIA-ITV server. It controls and provides
communication links between the different PANACEIA-
iTV users. Its basic tasks are:

— to regulate the information and request flow using
various purpose software agents;
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— to aggregate content and service modules and provide
multiple modality access to users;

— to incorporate the potentially distributed databases
holding educational material and citizen/patient data
and potentially;

— to deliver the same application on different platforms,
through the use of different application servers.

Application server. The PANACEIA-iTV application
server is the component of the PANACEIA back-end, which
is aware of the target platform and the network opera-
tor environment. It holds the executables and the data
of the target platform and schedules them for delivery
to the network operator. It handles HTTP requests com-
ing from the STB (dial-up networking — TCP/IP proto-
col) related to either data extraction or insertion in the
PANACEIA-iTV databases, which are accessed through the
portal using XML based schemas. Periodically, it receives
content (educational tips, sessions or data) from the por-
tal, converts it to the appropriate format and delivers it
to the broadcaster. It checks the delivery status of a par-
ticular content to a particular patient, through the return
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channel. It converts the data into the appropriate format that
is understood by the target application (DVB-MHP com-
pliance).

Portal. The portal provides membership management,
i.e., the creation and management of users, groups, roles
and domains. It also provides integration services allowing
deployment of HTML and non HTML applications via the
portal. It has mechanisms for reporting/accounting/logging,
as well as for handling of all data requests.

Multi-agent system. Additional intelligence and advanced
functionalities are provided to the medical personnel
by Java-based software agents [8]. Three multi-agent sys-
tems are proposed: the alert manager, the schedule manager
and the educational material manager. These systems are
proposed for the facilitation of patient monitoring.

The alert manager triggers alert messages to the clini-
cians, when patients’ measurements fall beyond predefined
limits or their schedule is not followed. Furthermore,
it notifies the clinicians for non-scheduled measurement
sessions.

The schedule manager controls the frequency of the pa-
tient’s pre-planned activities (measurements, educational
videos, reminders, educational tips). It may provide sugges-
tions to the clinicians by evaluating patient’s measurements
values.

The educational material manager provides workflow
management of the educational content. It notifies the
contact center personnel when new educational content
is uploaded and automates the selection of educational
content.

DSS/signal archiving and processing. Decision support
systems (DSS) are interactive computer-based systems
that support clinicians in their daily duty and research activ-
ities. They provide the means to create and apply complex
rules concerning the medical data provided by the patient;
helping to identify patients whose data follow specific pat-
terns. Additionally, tools for signal (e.g., ECG) processing
and interpretation (denoising, filtering, information extrac-
tion) are available.

The signal archiving and processing module includes
archiving mechanisms and viewers for ECG and CTG sig-
nals.

Databases. The PANACEIA-iTV databases have an ex-
pandable and parametric structure. In the patient database,
patient’s demographic data, medical data and details about
the services provided to the patient are stored, while ses-
sions of educational videos, text and short textual tips are
stored in the educational material database. The portal re-
sources are used for data exchange between the databases
and various applications. The databases and the portal
may reside at different platforms using an RDBMS system
with network support (Microsoft SQL with ODBC/JIDBC
drivers).
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2.3.2. The e-Vital system architecture

As depicted in Fig. 4, the e-Vital architecture consists of
the following modules:

e The patient module, which includes:

— the monitoring devices, which record, process
and send the data at regular time intervals or at
alarming situations, when the patient does not
feel well, with or without patient intervention;

— the mobile phone or personal digital assistant
(PDA) application; the mobile phone applica-
tion is software residing into a mobile phone;
the application has two basic tasks: to manage
the transmission of data to the server and to
interact with the service management applica-
tions (residing at the e-Vital server) as requested
by the protocol; more specifically, after having
received the data from the monitoring device,
the PDA application converts them to an XML
file, compatible with the e-Vital database and
connects to the e-Vital server; when the con-
nection is established, the PDA application logs
the patient to the server; if the login is success-
ful the application sends the XML file with the
measurements and gets the appropriate response
from the server; otherwise, an error message is
shown on the PDA’s monitor; the use of XML
technology improves modularity and standard-
izes the communication between the patient’s
module and the e-Vital server; the XML doc-
ument helps to organize the received measure-
ments in a way that is independent of the type
of monitoring device and the format of their
output;

— the signal reception and transmission applica-
tion; this application is necessary when devices
communicate only their signals and not to a mo-
bile phone or directly with a server; it also ap-
plies in home-based but not mobile monitoring
scenarios; the role of the signal reception ap-
plication is to substitute the specific software
implemented by the manufacturer of the moni-
toring device, which is responsible for its com-
munication with the PDA; the signal reception
application is, by all means, device-oriented,
and depends on the type of communication sup-
ported by the monitoring device; in any case,
this application does not interfere to the data
transmission to the e-Vital server; it acts as
a transparent module.

e The hospital module consists of the hospital server
and the hospital database system. The hospital mod-
ule has been implemented independently to the
e-Vital project. It already exists in the hospital or
the private clinic that each pilot site cooperates with.
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e The e-Vital server is the core of the e-Vital ser-
vice and holds the whole functionality of the ser-
vice. The e-Vital server architecture is based on the
PANACEIA-ITV back-end architecture. The e-Vital
server consists of:

— the application server which provides the com-
munication links among the different partic-
ipants of the e-Vital system (i.e., patient-
clinicians), and controls and regulates the data
flow among the technical components of the
platform;

— the e-Vital portal which is responsible for the
aggregation of content and service modules, for
providing multiple modality access to users, for
front-end integration for linking to the e-Vital
application server and back-end integration;

— the back-end integration for links to the hos-
pital information system, which access medical
records and other data/knowledge repositories;

— the multi agent system for providing additional
intelligence and advanced functionality to the
system and guaranteeing a high level of quality
of services;

— the database server which contains information
about patients registered with e-Vital service,
along with details about the services provided
to each patient and the medical data transferred
through the system to the contact centre.
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3. Discussion

The proposed services provide both the patient population
and doctors with complete mobile management of their dis-
eases and a monitoring mechanism and management sys-
tem that delivers benefits to patients, clinicians and payers.
Some of the key features include:

Patient empowering. The services put patients in control
of their own healthcare and support them in working with
their clinical team. The technology is easy to use, and
portable.

Real-time communications. The services will also provide
a patient with confidence, knowing that their clinician is
reviewing their data and can provide meaningful advice,
based on quality data, when it is needed.

Clinical guidelines. The system can help operationalise
clinical standards and guidelines so patients are managed
in a consistent manner.

Better health outcomes and benefits to patients. Through
a strong feedback loop that includes regular reporting, data
analysis and clinical intervention, the network provides bet-
ter compliance to care guidelines. The results are reduced
complications, reduced costs, and better data for clinical
intervention, research and policy development.

Patient awareness. It has been shown that better patient
education and self-management on heart failure and other
chronic diseases may increase the mean time to re-admis-
sion and decrease the number of days in hospital and the
annual health care cost per patient [10].
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Financial benefits. A British study indicated that about
15% of home visits could be replaced by telecare because
of the absence of hands-on procedures (estimated as high
as 45% in the USA) [11]. This implies that the utilisation
of the services can significantly reduce the cost of treatment
as it is expected that it reduce the number of home visits
required for chronically ill patients.

The proposed systems take advantage of recent techno-
logical advances in computing, networking and mobile
wireless telemedicine to provide an integrated platform
for continuous patient monitoring. Further, both systems
help patients to be informed about their clinical condi-
tion, participate actively, in close collaboration with their
health care provider, to their on-going care, and respond
to risk factors through lifestyle changes or other appro-
priate means. Thus, the proposed platforms enhance the
effectiveness of health care and improve health standards
and in the same time will help patient to continue to
some normal and work activities in order to be an “active”
citizen.
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Psychological implications

of the application of health state
continuous monitoring systems
in cardiovascular pathologies

Francesca Ortu and Silvia Andreassi

Abstract— In recent years, specialist literature has particu-
larly focused on the understanding of the modes of psycholog-
ical adaptation to organic pathologies. A number of close in-
vestigations within the fields of medical and health psychology
have been devoted to the analysis of situations characterised
by a state of chronicity of organic pathology. Relying on the
data deriving from such studies, the different authors tend
to point out that illnesses represent a threat to the subject’s
psychophysical and relational integrity, thus constituting as
a source of frustration and anxiety. Researchers belonging
to different theoretical approaches raise a number of ques-
tions as to the role of personality and/or the subjective mode
to react to tough, stressful, unexpected, negative situations,
such as the emergence of a severe physical illness. Current
research approaches essentially intend to explain the individ-
ual differences in the reactivity to negative stimuli by analysing
the interactions between situational attributes and personality
dispositions (for instance, trait anxiety).

Keywords— personality, cognitive style, appraisal, defences,
mastery, coping.

1. Introduction

In recent years, specialist literature has particularly focused
on the understanding of the modes of psychological adap-
tation to organic pathologies. A number of close investi-
gations within the fields of medical and health psychology
have been devoted to the analysis of situations characterised
by a state of chronicity of organic pathology [2, 5, 17, 21,
23, 29]. Relying on the data deriving from such studies, the
different authors tend to point out that illnesses represent
a threat to the subject’s psychophysical and relational in-
tegrity, thus constituting as a source of frustration and anx-
iety. Moreover, it is stressed that somatic illness, though
it may potentially induce maturative responses leading to
new forms of personal adaptation and balance, and apart
from its objective degree of severity, is lived as a hinder
preventing the subject from the achievement of the physi-
cal, psychological and social well being. Both in the case
of acute pathology and chronic pathology, the person is
compelled to commit herself to the vital task of the preser-
vation of her own physical and psychological identity. It
is also underlined the need to pass from a view entirely
centred on illness to a view focused on the ill individual.
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From this new perspective, it is important to evaluate the
outcomes of pathology: not as much in terms of the objec-
tive characteristics of the morbid process, as in terms of an
array of complex and closely related variables such as the
physician-patient relationship, the influence of psychologi-
cal factors on pharmacological compliance, the impact of
the illness on the patient’s personality.

The specialist knowledge seems now to address the adap-
tive tasks which the illness imposes to the subject, forcing
her to integrate a new reality, to accept a higher degree of
dependence, to create a new organization for her interper-
sonal relationships, to modify, though only temporarily, her
self-image. Hence, it is pointed that illness entails a psy-
chological change beside a somatic one, and that such more
or less stable psychological modification is brought about
by the activation of specific defence mechanisms.
Researchers belonging to different theoretical approaches
raise a number of questions as to the role of personality
and/or the subjective mode to react to tough, stressful, un-
expected, negative situations, such as the emergence of a se-
vere physical illness. These authors hold that the evaluation
of the patient’s defensive style provides important indica-
tion as to her compliance to the treatment, her response to
the physical illness and the possibly ensuing complications.
In particular, the problem of the possible complications de-
riving from a physical illness seems to be very relevant to
predict the type of adaptation or maladjustment developed
by the patient in response to a chronic illness (such as car-
diopathy), an event radically transforming her life, or to the
communication of a diagnosis of severe or invalidating or
fatal pathology [2, 5].

Researches on the responses of psychological adaptation to
pathologies such as AIDS, various forms of cancer, dia-
betes, or cardiovascular diseases have highlighted how the
use of defensive strategies otherwise considered patholog-
ical represents a good psychological adjustment to such
environmental situation. Denial, generally considered as
a low level defensive mechanism, insofar as it prevents
a part of experience from having access to consciousness,
is to be regarded as a resource and is highly correlated to
a better capacity for adaptation in neoplastic pathologies.

The majority of researches, though directly addressing
the psychological coping with organic pathologies, do not
pay enough attention to the psychological implications of
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the therapeutic strategies and the medical interventions em-
ployed in the treatment of the diverse types and different de-
grees of pathologies. Literature on the topic ideally places
the different medical interventions on a continuum ranging
from a highly invasive extreme to a non-invasive one. It
also stresses the importance of taking into account the spe-
cific defensive strategy employed by the patient. The strat-
egy includes coping not only with the disorders and modi-
fications produced by the organic pathology, but also with
the specific conditions and limitations imposed by the kind
of treatment administered to the patient. The application
of a system of control aiming at the continuous monitoring
of the health condition, for instance, will necessarily en-
tail some psychological adjustment. In this case, it is duly
to conceive of the source of psychological stress as com-
ing not only form the cardiovascular pathology, but also
from the monitor system employed to keep such a kind of
pathology under control.

Hence, the element considered as pivotal by the whole sci-
entific literature is represented by the relationship between
the coping skills in traumatic and stressful conditions and
personality.

Numerous empirical studies support the hypothesis accord-
ing to which it is the peculiar aspects of personality to
exert a major influence on the interpretation of events as
traumatic and stressful, rather than neutral or pleasurable.

We shall now present a brief review of the theoretical po-
sitions and empirical researches which seem more relevant
for the goals of this work.

2. Some definitions

Since the term personality is employed with many different
hints of meaning, it seems necessary to clarify that in the
present work we refer to the definition proposed by the
World Healt Organization (1992) describing personality as:
“A structured modality of thought, feeling and behaviour
which characterises a subject’s type of adjustment and
lifestyle and which results from constitutional, developmen-
tal factors and from social experience”.

Furthermore, we use the definition of personality traits pro-
posed by the Diagnostic Statistic Manual of Mental Disor-
ders (DSMIV) of the American Psychiatric Association.
Thus, by personality traits we mean:

“The stable modes of perceiving, relating to and thinking
with respect to the environment and the self, which become
manifest in a wide spectrum of social and personal con-
texts”.

The basic assumption relative to the notion of traits is
that people have wide predispositions to react in peculiar
ways, which are named traits. In other words, people can
be described in terms of the likelihood they have to behave,
feel, think in a particular way; for instance, the likelihood
to act in a friendly and demonstrative way or to feel ner-
vous or worried or to think about a project or an artistic
idea. Even though they use diverse modes to determine
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the basic personality traits, the various authors supporting
this approach unanimously believe that the traits are the
fundamental constituents of personality.

3. Cognitive style and negative events

Current research approaches essentially intend to explain
the individual differences in the reactivity to negative stim-
uli by analysing the interactions between situational at-
tributes and personality dispositions (for instance, trait anx-
iety).

Starting from the fifties, different authors have begun to
stress the importance of the “competence by which each
individual explores and attempts to master the environ-
ment” [44], and to focus on the subjective perception of
one’s own capacity to react or respond to the event. In
particular, Rotter proposes the notion of locus of control,
defining it as a more or less generalised system of expec-
tations characterised by the tendency to attribute to the
external — which is, to the fate, the chance — or, rather,
to the internal — which is, by referring to one’s will, re-
sponsibility determination — the causality of one’own suc-
cess [34, 35, 38].

This perspective has gained a position of prominence in
the empirical studies aiming at identifying the conditions
increasing the probability that an event has a negative im-
pact on the subject’s health. These studies lead to consider
a series of factors which affect the subject’s capacity to de-
velop adequate strategies of coping with the events. The
factors include a giving-up attitude and a feeling of being
abandoned or blamed (being given up), all resulting in the
subject’s feelings of helplessness and hopelessness.

In particular, within the field of health psychology, the di-
mension of locus of control has appeared to be strongly as-
sociated to the compliance with the treatment in diverse
pathologies, as well as to the prognosis of the pathologies
themselves. Indeed, the evidence of the researches seem
to prove that the more one believes that her own health is
determined by her own behaviours, the more one is bound
to take care of it.

The importance of the subject’s modality to cope with
anxiety in situations of stress is highlighted by a series of
studies focusing on the relationships between personality
characteristics and incidence and the course of neoplas-
tic illnesses. These studies evidence that a modality of
response which is characterised by helplessness and hope-
lessness negatively interferes with the person’s capacity to
effectively cope with the stressful event and is highly corre-
lated to the future relaplse of the illness. A totally opposed
style of reaction is characterised by a fighting spirit, which,
according to some authors, is linked to the biological sys-
tem of attack.

Moreover, it is pointed out that it is possible to identify
those personality dimensions allowing to predict the in-
crease in the emotional reactivity in conditions of stress.
Such dimensions or traits seem to influence the baseline
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of negative emotions even in case of absence of stressful
conditions [13].

From a constructivist point of view, Rahe and Arthur [32],
for instance, claim that the effects exerted on the subject
by various stressful events may be considered as a function
of the characteristics of the event, the subjective percep-
tion of the event itself (subject’s personal history, cognitive
style, internal/external locus of control), the defences used
to cope with anxiety, the evoked psycho-physiological re-
sponse, the cognitive and emotional strategies employed by
the subject to manage such reactions, as well as her be-
havioural reactions.

The model proposed by Rahe and Arthur, therefore, allows
to link the perception of the stressful event to the effects
produced by the event itself on the organism, and stresses
the connection between the subject’s affective and cogni-
tive strategies and the possible onset of a somatic illness,
starting from the way the event is perceived to end with
the possible onset of the illness.

This approach, underlining the importance of appraisal
(the subjective appreciation of the event) is thus based on
the assumption that the perception of an event is an active
and constructive process, and the attribution of a positive or
negative connotation is the result of a subjective construc-
tion. The individual response to a negative and/or stressful
stimulus-situation may so be predicted taking into account
that:

— the behaviour is function of a process of bijective and
continuous interaction between the individual and the
environment;

— the individual is an active and intentional agent;

— motivational, affective and cognitive variables are
fundamental to determine the way a person will react
to a specific situation;

— the psychological meaning which a person attributes
to a situation is essential in determining her be-
haviour.

Regardless of the theories of reference, all empirical
works emphasise the personality characteristics with re-
spect to the definition and identification of an event as trau-
matic. In particular, the hypothesis seems to be maintained
which, within certain limits, an event acquires its trau-
matic/stressful, positive or neutral connotation only within
the encounter with the person perceiving it. In this hypoth-
esis a specific reference is made to the subject’s psycholog-
ical, cultural and socio-demographic characteristics. The
connotation of the events, thus, seems to substantially de-
pend on the peculiar modality of encounter with the events
characterising the subject. Moreover, in this perspective
the subject’s type of reaction would mainly rely on the in-
dividual characteristics more than objective characteristics
of the event.

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

42005

4. The response to stress

Hence, literature underline a strong individual variability
with respect to each subject’s mode to cope with stressful
situations. Such variability concerns not only the specific
behavioural reaction to a certain situation or class of trau-
matic/stressful events, but also the type of processing to
which the diverse stimuli referring to such situations are
subdued. It is held that these general modalities of response
to stressful situations and to internal or external aversive
conditions, predict the kind of information processing of
the stimuli as well as the attentive strategy employed by
a particular subject in a specific situation.

In the past twenty years, studies have intensified which con-
cern the human response to stressful events, with a specific
focus on the modes of psychological adjustment to physi-
cal illness. The researchers’ interest has been progressively
shifted from a view of the human being as beset with un-
predictable and uncontrollable events to a more adaptive
view in which stressful events are regarded as challenges
or situations to master through the resort to thought and
to the psychological and social instruments available to
the individual [6, 28]. From this perspective, in fact, it
is possible to identify modes of response of which adaptive
value, which is, efficacy, depends on the peculiar interac-
tion between the subject’s personality characteristics and
the environmental or situational characteristics. In particu-
lar, White [45], Holland and Rowland [18] believe that the
objective of adaptation can be pursued as well by resort-
ing to automatic responses evoked by situation of threat or
safety (defences), as using specific capacity to face one’s
own psychological states and processes as problems to solve
(mastery), or developing strategic actions and effective be-
haviours to tackle difficult and unusual situations (coping).
In particular coping responses are meant:

— to reduce the negative affect;
— to facilitate the return to the baseline functioning;

— to increase the capacity to face and solve the prob-
lem [1].

While the responses based on defence mechanisms would,
instead, play a double role which can be described as:

— avoiding the load of anxiety or other disrupting emo-
tional responses;

— re-establishing a comfortable level of functioning.

Some authors maintain that coping strategies would be char-
acterised by a hierarchical organization of transversal type
and would develop according to a predictable temporal se-
quence [9, 15, 33, 41]. Reecently, Aspinwall and Taylor
have further carried on the analysis of such strategies and
individuated a “proactive coping”, the set of processes apt
to detect potential stressful agents and to act on advance to
reduce their impact [3].
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A further investigation of the notion of coping is proposed
by Kobasa who distinguishes between a regressive cop-
ing and a transforming coping [24]. The regressive cop-
ing refers to a mode of facing the negative event char-
acterised by the basic denial of one’s own responsibility,
self-devaluation and devaluation of both the objective and
subjective importance of the event, and by the search for
narcissistic reinforces reducing the personal capacity to be
constructively in charge of the problem. The transforming
coping rather refers to a more effective strategy: the prob-
lem is evaluated in less global terms, the area of its impact
is circumscribed (work, physical health, social and rela-
tionship context) and apt behaviours are adopted in order
to modify the situation. While regressive coping, mainly
founded on attempts to shift attention from the problem,
does not allow to adequately tackle the situation-problem,
the transforming coping enables the person to imple-
ment a series of more effective measures and functional
behaviours. The latter strategy, according to Kabasa, pro-
duces an increase in the hardiness, which is, it enhances
the individual capacity to “resist” the negative events, indi-
viduating objectives and priorities. The construct of hardi-
ness has been empirically translated in terms of commit-
ment, the capacity to identify the objective and priorities
and to trust in the efficacy of one’s own actions, control, the
trust in one’s capacity to positively and favourably influence
one’s own life events, and challenge, the capacity to live
stressful events as chances for personal development rather
than as a threat to one’s own security. Such operational
definition has led to create specific instruments of evalua-
tion of hardiness (scales of hardiness) and paved the way
to a series of empirical studies. These works have enabled
to prove the existence of a positive correlation between har-
diness and the personal state of health. More specifically,
the empirical data have highlighted that people with high
scores on hardiness scales show a better capacity to use
the environmental support for a transforming coping. For
instance, in case of onset of a chronic pathology (a con-
dition requiring the active management of the pathology
and the therapy on the part of the patient’s), subjects with
low scores on hardiness scales tend to delegate others to
deal with their problems, continuously seek for reassurance
and patronizing, tend to reduce their interests and activi-
ties and to establish a relationship of dependence with the
people taking care of them. The hardiness dimension has
proved its buffering effect, specially in those conditions
characterised by the presence of numerous and recurring
stressors. Hardiness has resulted to be highly correlated to
the course of HIV infection, in which the stressor is rep-
resented not only by the infection, but also by the kind of
treatments which the patient has to undergo, the situation
of uncertainty in which she plunges and the necessity to
reorganise her lifestyle.

In particular, Solomon et al. have evidenced that AIDS
patients who are still alive five years after the diagnosis
(long survivors) show a higher hardiness in comparison
with people living for a shorter period of time [39]. Apart
from demonstrating the capacity of hardiness to change
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the individual response to the events, this study, also shows
that this kind of patients tend to perceive their social en-
vironment as particularly able to provide support and to
concretely relieve their life conditions.

Also Horowitz, from a different theoretical perspective,
stresses the importance of the modes of reaction to a spe-
cific event and proposes to measure them on the basis of
a specific scale [19, 20]. This author, more specifically,
claims that the individual modes of response to a trau-
matic event can be placed on a continuum ranging within
two extremes. The first extreme is characterised by an
avoidant mode in which there is a costant effort to avoid
thinking of the events and to exclude from the percep-
tive field anything which may remind of it, besides coun-
terphobic behaviours. On the other extreme there is an
intrusive mode, consisting of the incapacity to exclude
from consciousness the thoughts regarding the unpleas-
ant event, and the emergence of repetitive behaviours.
Many empirical studies referring to this theoretical model
have analysed the relationship between the modes of reac-
tion to the diagnosis of a severe illness and the efficacy of
clinical treatments. In particular, Epping-Jordan et al. have
noted that subjects with high scores of avoidance showed
a poorer clinical situation one year after they had been di-
agnosed with cancer [14].

What appears to be relevant to the purpose of this presen-
tation is the commonly held idea of the importance of the
function played by the diverse reactions to the specific sit-
uation. In this sense, the different reactions are meant in
terms of self-regulatory efforts and it is only their efficacy
to determine their adaptive value. As previously noted, be-
haviours which would be generally regarded as severely
pathological immature and maladaptive, can be seen as
normal and even appropriate and adaptive in case of the
intense stress produced by a physical illness. From this
perspective [10]. The diverse strategies of response (cop-
ing, defence, mastery) are, therefore, regarded as essentially
corresponding to self-regulatory efforts. The possible bad
functioning of the process is, then, interpreted as a failure
in the mechanism of self-regulation rather than in terms
of the activation of more or less pathological mechanisms.
Thus, the emphasis is posed on the circular interaction of
four elements:

— triggering stimulus or input; such stimulus is repre-
sented by any element from the subject’s perceptive
field and can concern internal subjective states as
well as aspects of the external reality;

— value of reference, which is, the subject’s term of
comparison; it essentially refers to what is to be pur-
sued (attractors and goals) or avoided (repulsors or
anti-goals);

— a system matching the input with the value of refer-
ence; it is variable in sensitivity;

— output or accomplished behaviour, meaning not only
the overt enactments, but also the internal modifica-
tions as to the way of thinking and feeling.

42005

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY



Psychological implications of the application of health state continuous monitoring systems in cardiovascular pathologies

The match between the stimulus, meant as the current situa-
tion, and the value of reference triggers the conducts aimed
at reducing or enhancing the perceived discrepancy, depen-
dent on whether the value of reference exerts an attraction
or a repulsion. Objective, therefore, assume a pivotal role
in the organization of conducts. They direct and fuel the
action, and implicitly or explicitly attribute a meaning to
the individual conduct. According to Carver and Scheier,
self-regulatory mechanisms tend to interrupt the stream of
action and to evaluate the chance of success on the basis
of the available information. If expectations are favourable
enough, the aptest response should be represented by the
intensification of the efforts to pursue the desired objec-
tive. In case of unfavourable expectations, a reaction of
total or partial disengagement is expected to take place,
with the abandoning or retrenchment of the objective. Cop-
ing strategies then consist in both the effort to pursue the
desired goals, if actually reachable, and in the effort to
modify, reduce or substitute them, in case they are out of
reach.

Relying on such premises, three categories of coping strate-
gies or adaptive processes are commonly described:

— coping focused on the problem: the whole of the
attempts made to remove the obstacle or to buffer its
impact;

— coping focused on emotions: the whole of the at-
tempts made to reduce emotional suffering caused
by aversive circumstances, by reconsidering the ob-
stacles or focusing on the emotion itself;

— avoidance coping: the whole of the responses aim-
ing at avoiding the awareness of the obstacle (by re-
sorting to an active devaluation of actual impact of
the event or to self-distracting fantasies), or blocking
any attempt to tackle the problem (for instance, by
early abandoning).

The choice between these three classes of adaptive pro-
cesses varies depending on situations, individual expecta-
tions, the more or less optimistic-pessimistic general atti-
tude (Carver and Scheier [9]). The optimist is thought to
more frequently use active coping strategies focused on the
problem, privileging constructive thought, the acceptation
of reality; the pessimist, rather, would privilege the avoidant
type of coping.

The failure of the adaptive processes and the ensuing patho-
logical and maladaptive consequences are explained by the
authors in terms of:

e Misregulation. An inadequate functioning of any of
the components of the self-regulatory feedback pro-
cess. All this leads to actions and feelings to be
based on the wrong or irrelevant information, with
a consequent more or less massively biased percep-
tion of reality [7]. Misregulation in itself does not
produce stress, since the subject is unaware of it. The
stressful experience is due to the often clearly patho-
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logical consequences of the enacted behaviours, for
which any responsibility is disavowed.

o Conflicts between objectives. The desire to reach
more hierarchically equivalent objectives can pro-
duce stress, when it is not possible to pursue all of
them with the same commitment and success. The
strategies enacted to avoid or reduce the conflict is
represented by the attempt: a) to alternate between
conflicting objectives, which is in itself fatiguing and
may convey the sense of acting in a totally inadequate
manner; b) to chose between objectives, reorganizing
the personal hierarchy of value. The former strategy
is substantially successful, although it is more dif-
ficult to apply, specially in case of high level goals
concerning self-image.

o Automatic doubts. It is the residual sense of doubt
or inadequacy emerging after repetitive failures in
the same area of experience. If the doubt is strong
enough, the person experiences the impulse to give
up after the first aversive signs, given the negative
or frankly “catastrophic” expectations on her own
chances of success [42]. An internal more or less
paralysing hinder is created which prevents from the
moves towards the desired goals.

e Premature interruption of the effort. The doubts
can induce the retrenchment of the objectives or their
complete abandoning. When the sense of inadequacy
in a certain area of experience is particularly perva-
sive, a recurring behaviour of precocious renounce-
ment and distraction to other situations develop, re-
sulting in a difficulty in actually reaching this objec-
tive. Sometimes the renouncement is only temporary
and partial. In this case it, above all, represents a flee
from adversity, based on behaviours of cognitive in-
terference and, also physical, distancing from what
is associated to the desired goal [36]. Nonetheless,
the subject still invests in the goal which retains its
affective importance and relevance. In such cases,
a profoundly stressful vicious circle can set up, made
of attempts,-doubts-flees.new attempts [8, 10, 31].

e Incapacity to abandon or substitute goals which
cannot be achieved. As opposed to the previous
situation, the subject continues to pursue objectives
which are out of her reach, collecting failures and
preventing herself from noticing, realising and em-
bracing new opportunities [4, 22].

5. Conclusions

In the light of the previous review of literature, it results
vital to identify some personality dimensions which have
proved to be predictive of the person’s capacity to use the
information referring to a situation of probable subjective
risk in an adaptive and effective manner.
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These dimensions refer to both the cognitive style and the
coping strategies employed by the subject. The identifica-
tion of such dimensions will, thus, allow for a preliminary
evaluation of the subjects which may benefit from a state of
health continuous monitoring system.

An initial screening of the subjects is then to be hoped
for. The screening should be accomplished by administer-
ing a battery of appositively created tests which allow to
evaluate and identify the cognitive style (locus of control)
and the modalities of coping. It is plausible to hypothe-
sise that it is preferable to orient the choice of the sub-
jects to whom apply such system to the ones characterised
by an internal locus of control and by a coping focused
on the objective. Moreover, the setting-up of a system
of signalling which increase the likelihood of the sub-
ject’s effective response. This system should enhance the
likelihood of employment of strategies of adaptation allow-
ing the subject to focus her/his attention on the task (to
follow the prescribed controls and the operations) and de-
crease the likelihood to resort to strategies focused on
emotions or avoidant strategies. In this context, the lat-
ter strategies, even though they enable the subject to deal
with the emotional suffering, would turn out as not only
scarcely effective but also dangerous. As a consequence, it
seems fundamental to employ a communicative style aim-
ing at increasing the subject’s Mastery and her/his resort
to effective coping strategies, focusing her efforts on the
problem solving. The subject will have to be informed of
about the objectives of the project and the procedures to
be followed in case of alert. Particular attention should
be paid to carefully explain and to provide detailed infor-
mation about the value and meaning of the diverse signals
of alert and the adequate behaviours and attitude to adopt
in the various situations. The patient should be trained to
correctly detect the symptomatic indexes.

Moreover, the patient should be offered the possibility to
directly contact with the medical and paramedical person-
nel, in order to receive an adequate guide to the reading of
the diverse signals and effective indications for the specific
situation.

Particular attention will also have to be paid to the char-
acteristics of the selected monitoring system: it should not
be invasive and should not interfere with the subject’s ca-
pacity of movement and lifestyle. It should thus appear
on the background, attracting the subject’s attention only
when the detected indexes hint for the resort to any kind of
intervention.
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Remote medical education

via Internet enhanced services —
the REMEDIES platform for distant training

Sotiris Pavlopoulos, Maria Pragmatefteli, Maria Haritou, Kostas Giokas, and Efthymios Dalamagkidis

Abstract—Continuing medical education is considered as
a very important aspect in the development of skills of prac-
ticing physicians and the introduction of new concepts and de-
velopments in health care provision. Studies have shown that
conventional CME techniques including self-studying and lec-
ture attending have limited impact on clinical practices. The
world wide web provides a very efficient and cost-effective de-
livery system for conveying anywhere and anytime multimedia
information to large user groups. Although there are a num-
ber of CME web sites available today, the majority of them are
static and text-based thus not offering interactive functional-
ity and multiple content. To exploit modern telematics tech-
nologies and within the framework of the Leonardo da Vinci
programme, the REMEDIES project developed an interac-
tive web-based distance-training infrastructure. The REME-
DIES system incorporates two training modules — a web-based
training platform and a teleconference training platform. The
system has been validated in terms of technical performance
and user functionality in a controlled target group compris-
ing of young medical doctors and medical students in the spe-
cific areas of radiology and laparoscopic surgery. The results
of the trial have demonstrated the compliance of the system
to the defined functional requirements and the potential use-
fulness to the defined training goals. Trial results have also
demonstrated the need of extension of the educational material
within the platform especially for the purposes of continuous
education.

Keywords— e-learning in health, continuing medical education.

1. Introduction

The professional development of practicing physicians is
a lifelong procedure that is based upon opportunities to ex-
pand theoretical knowledge and apply newer methodologies
and techniques to patient care. Continuing medical educa-
tion (CME) is one of the elements in this lifelong procedure
and has a long history in supporting physicians expand their
knowledge. Traditional CME programs include attendance
of conference and lectures, participation in training work-
shops and self-studying. However, these types of conven-
tional CME activities have shown limited impact on clinical
practices and healthcare outcomes [1, 2]. On the other side,
activities that simulate actual work conditions or implement
interaction between trainers and trainees along with actual
case data have proved to improve results [3, 4]. In the past
years, the developments of telecommunication and infor-
matics technologies have demonstrated their feasibility in

66

supporting and enhancing CME programmes [5-7]. Fur-
thermore, the world wide web has led to the rapid growth
of medical information and continuing medical education
services. In January 2004, there were more than 270 CME
sites with more than 21 000 hours of CME credits offered
online [8]. However, a large number of these sites (30%)
contain only textual information, 15% contain slides with
video, and only 3% are guideline based [8]. In that sense it
is clear that in most cases the benefits of web-based CME,
especially the benefits arising from the use of computers,
are not fully exploited.

To address the issues related to the use of modern
telematics technologies applied to medical distance learn-
ing, we have introduced the REMEDIES project imple-
mented under the Leonardo da Vinci EU programme
(http://europa.eu.int/comm/education/index_en.html). The
aim of the REMEDIES project was to design and validate
a web-based technical platform for distance training appli-
cations within the medical community. Modern Internet
technologies and current trends in computer-based training
were the basic technical requirements for the system design.

2. System design and integration issues

In the initial project phases a thorough user requirement
analysis has been performed to define end-users require-
ments. To aid the requirement analysis, a structured ques-
tionnaire has been designed and distributed to the target
group along with interviews to selected key-users. The
analysis during the requirements phase revealed the neces-
sity of an easy-to-use interface, in order to comply with
the needs of users that may not be familiar with com-
puter. Other conclusions from the requirement analysis
included:

reducing health and safety risks;

— easy, comprehensive user interface for the e-learning
platform;

ability to use the system in each individual’s work-
place;

tools for evaluation and supervision of students;

high quality video capabilities especially for the on-
line surgery scenario.
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Based on the results of the requirement analysis the spec-
ifications of the system were subsequently defined and the
system architecture was defined. The REMEDIES sys-
tem design requirements incorporate two main training
modules: a web-based platform and a interactive tele-
conference platform.

In the following sections the components of the REME-
DIES platform are presented in details.

2.1. A web-based training platform design

The web-based e-learning environment was built using
the Lotus Learning Space 5 (LLSS) [9] software as the
core-developing environment. Figure 1 depicts a schematic
overview of the e-learning platform.

The LLSS is the core e-learning platform. LLSS5 consists
of two major interfaces, the administration interface and
the student interface. LLSS5 utilizes a Microsoft SQL server
(MSSQL) database in order to keep all the essential infor-
mation for the courses and the Internet information ser-
vices (IIS) platform to publish the LLSS interfaces to the
Internet. LLSS5 handles any available web-based material
like for example HTML pages, multimedia content, etc. It
has a built-in course constructor where every detail about
a course can be adjusted to the teachers needs. To serve
platform consistency and contingency, courses physical data
are kept separately to the hard disk under the IIS publish
directory.

The IIS is a Microsoft Windows service that broadcasts the
LLSS interface to the Internet and can be customized to
meet every technical and security requirement. IIS retrieves
the lesson outline from the MSSQL via ODBC (FILEDSN)
and publishes the corresponding web pages from the hard
disk. Additionally, to enable video web streaming, Mi-
crosoft Windows media services were employed and the
appropriate parameters were configured.

The MSSQL server is the database used by LLS5. It
contains every lesson detail including courses descriptions,
metadata for the courses and user information and of course
link to the “virtual path” of the IIS, which in turn links to
the material (web pages, video, sound, etc.) located at the
hard disk. The LLSS5 is capable of monitoring every les-
son activity, such as students’ participation, grades received
during examinations, etc. Furthermore, the MSSQL server
interface provides with backup capabilities to archive all
handled information.

The hard disk is the physical part of platform. It contains
every web page, designed as lesson, announcement, etc. It
is being used by IIS to access training material. It contains
the HTML pages, courses, multimedia content and video
with metadata files. The material has to be sent to the
hard disk before the creation of a lesson and the organiza-
tion of the hard disk data is responsibility of the system’s
administrator.

The administrator interface provides an intuitive web based
platform to create and manage courses and access stu-
dent information. In order for a course to be completed,
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N
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attributes and metadata - upload the video file to
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- view currently uploaded
files and edit them

- view the enhanced video files

Fig. 1. E-learning platform system architecture.

the physical creation of the lesson to the hard disk is re-
quired and the correct set of all necessary parameters (such
as “virtual paths”) should be established.
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The custom administration interface provides the platform
with video editing and playing capabilities. It consists
of three main parts: the enhanced-video program player,
the enhanced-video program editor and the web-based
enhanced-video interface.

The user interface is a web-based interface that handles
all user activities. This interface can access all course ma-
terial available from the server. In order to access lesson
information the user must be an enrolled user. All user
activities are being kept to MSSQL and are available to the
trainer.

Finally, the Internet is the medium by which all these can
be made available to the public and implements the virtual
classroom.

2.2. Interactive teleconference platform — components
and configuration

The second main component of the REMEDIES training
system is the interactive teleconference training platform.
This system utilizes Microsoft media encoder and Microsoft
media services software for capturing, encoding and broad-
casting video signals. In order for the audience under train-
ing to receive a better conception of the procedure being
presented, both the medical video sequences (e.g., laparo-
scope video signal) and the operating room video image
(showing the participants in the operation) are being cap-
tured with the use of appropriate grabbers. After capturing
and encoding, both videos are transmitted to a multicast
streaming video server responsible for broadcasting. End
users are able to connect through local area network (LAN)
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Post processing
video evaluation
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Lotus Learning
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Fig. 2. Teleconference platform design.
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at given URL using media player software and watch an en-
doscopic operation in real time. Additionally all videos are
stored in order to be also accessible at a later time on the
REMEDIES e-learning platform.
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Fig. 3. Video captured from the endoscope and broadcasted.
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Fig. 4. The end user’s view of the video signal.

Figure 2 depicts the design of the videoconference platform
including the operating room and the virtual classroom.
Figure 3 presents real-time encoding and broadcasting of
the endoscope’s video signal whereas Fig. 4 illustrates the
end-user’s view.

3. Pilot set-up and demonstration

The pilot demonstration of the REMEDIES training system
was performed at the premises of National Technical Uni-
versity of Athens (NTUA), demonstrating the e-learning
platform functionality and a real-time transmission of an
endoscopic operation performed at ARETEION hospital
in Athens through the interactive teleconference platform.
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The whole system functionality was demonstrated during
the pilot in order to test and evaluate the application un-
der real operating conditions. The system was presented
to an audience of both technical and medical oriented staff,
and the evaluation was made mainly through questionnaires
completed by them at the end of the procedure. A second
evaluation procedure was performed over the Internet, in-
volving users of the e-learning training platform that were
also supplied with the videos captured during the real-time
teleconference.

3.1. Web-based training platform

Following the design and development of the REMEDIES
platform, a controlled system validation and demonstra-
tion phase has been performed. The web-based training
platform has been established and hosted at the follow-
ing URL: http://morfeas.systems.tuc.gr. In terms of con-
tent and for the purposes of the pilot demonstration phase,
the application was populated with the following training
courses:

e HDR brachytherapy as a monotherapy for
prostate cancer. The course provides an overview
of essential information on prostate cancer pathology
and a number of relative links in which the trainee
can search for more information. A presentation de-
scribing an HDR brachytherapy treatment is also pro-
vided, consisting of diagnostic images and implemen-
tation procedures.

e Traumatic dislocation of the patella and osteo-
chondral fractures of the knee. The course pro-
vides basic information related to the traumatic dis-
location of the patella accompanied by diagnostic im-
ages and 3 videos presenting the procedure of arthro-
scopic removal of the osteochondral fractures of the
knee.

e Endoscopy of the pancreaticobiliary tree. The
course provides the basics of endoscopic retrograde
cholangiopancreatography (ERCP), a video present-
ing an ERCP operation and a video presenting a la-
paroscopic cholecystectomy operation.

Online courses can be easily updated with more information
(images, videos) or modified by the trainer providing the
course material. The need for platform updating and enrich-
ment with new content (especially videos) was successfully
addressed by the development of the REMEDIES admin-
istration interface. This software, accompanied by the cor-
responding administration interface manual, provides the
trainer with the capability to easily upload new videos and
respective explanatory information on the platform. Apart
from this, the available courses can be easily managed and
maintained through the dedicated user friendly and easy to
use software.
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3.2. Interactive teleconference platform

Initially the teleconference platform was successfully tested
on a local area network environment with a pre-recorded
video from an endoscope. The test has revealed the sys-
tem potentials and minor modifications dealing with system
operation were implemented. After the successful imple-
mentation and operation of the videoconferencing platform
on a LAN environment, successive tests were performed at
the ARETEION hospital, using real time video from the
endoscope and the digital camera to record images during
the operation. A computer was installed in the operating
room and connected to both the digital camera and the
endoscope/laparoscope’s output. The digital camera was
placed on a tripod near the operating table, ensuring stabil-
ity and specific angle of view. This camera recorded and
transmitted real time video and audio from the operating
room environment. The endoscope’s video signal was also
simultaneously transmitted. All video and audio signals
were encoded and broadcasted by the computer. Videos
captured were also saved on hard disk in order to be ac-
cessed at a later time.

The operating room and the hospital’s network infrastruc-
ture were thoroughly analyzed during the initial trial phases.
The operating room could provide a fiber optic and an
UDP connection but due to the limited financial resources
available by the project, UDP connection has been used.
In parallel to network connection testing, successive tests
were performed in the operating room to define the op-
timum configuration parameters. Tests resulted in a reli-
able video grabbing encoding and broadcasting procedure
of the laparoscope signal and the digital camera signal.
Both videos were successfully broadcasted from the PC in
the operating room and accessed via Internet by registered
users with the use of media player. The main difficulty en-
countered in the testing phase was that access procedures
to the operating rooms were very complicated and slow be-
cause the operations’ daily program was not known until
the night before the operation. Furthermore, hygiene rules
that should be ritually followed imposed some additional
problems.

For the pilot demonstration, a gastrointestinal endoscopy
procedure was selected. A gastrointestinal endoscopy is the
visual examination of esophagus, stomach and first part
of the intestine using a fiber optic instrument. In some
cases tissue may be taken for further tests. The REMEDIES
videoconference platform was placed in the endoscopy
room of ARETEION and configured to capture the video
signal of the endoscope and the video of the camera record-
ing the room environment and the actions of the doctor
performing the endoscopic procedure.

The endoscopic procedure (gastroscopy) demonstrated was
covered by the two video signals, one coming from the
digital camera mounted on the tripod and capturing the op-
erating room environment and the procedures and actions
of the doctor and the second was the signal from the endo-
scope itself, showing the same view as the one appearing
on the doctor’s monitor. The doctor was also describing
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the procedures he was performing and what the endoscope
was showing, providing attendees with audio information
as well.

After the end of the endoscopic operation, the atten-
dees were requested to access the REMEDIES web-based
e-learning platform and the courses included in that. Be-
sides familiarizing themselves with the navigation tools and
options they downloaded images and videos relevant to
cases studied. At the end of the training session, each
attendee was required to complete the evaluation question-
naire.

In order to collect feedback from more people, both videos
transmitted during the live videoconference were encoded
and stored in order to be sent at a later time through In-
ternet. In this way, the exact videoconference procedure
(apart from the real-time parameter) was presented to
a wider public to evaluate it together with the web-based
platform and provide us with feedback. Evaluation feed-
back was mainly collected through the questionnaire that
was delivered to the attendees during the pilot and via
e-mail afterwards. The questionnaire was also available
in the e-learning platform itself, to collect feedback from
web-users as well.

4. Pilot evaluation results

Evaluation feedback was mainly collected through the
questionnaires that were completed by the attendees dur-
ing the pilot phase. The questionnaire was also available
in the e-learning platform itself, to collect feedback from
web-users as well. The questionnaire comprised of two
parts, the first including questions to evaluate the REME-
DIES training system in terms of functionality and the sec-
ond in terms of medical content. During the pilot demon-
stration 36 questionnaires were collected from the atten-
dants. Another 80 questionnaires have been completed dur-
ing the second evaluation procedure that took place over the
web. A total of 116 questionnaires were gathered, which
is considered an adequate number to ensure evaluation re-
sults statistics. Table 1 consolidates the results of the pilot
study.

The analysis of the above-presented results demonstrates
that the majority of participants have evaluated very posi-
tively the technical and usability characteristics of the sys-
tem. In particular both the user interface and the nav-
igation and content handling issues were given positive
responses by more than 97% of the participants. This
is very important given the fact that a significant per-
cent of users (29%) were not familiar to computer based
training tools and had small or no computer use ex-
perience. These results have been extremely important
since the main aspect of our work has been focusing
on the system functionality and the technical constraints
imposed.

Regarding the medical content evaluation, results were not
as high as in the previous section. Actually 58% of users
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evaluated medical content as being average or below aver-
age whereas 42% considered as good or above. The reason
for this is that users were of different academic level some
of them being trained physicians and some being students.
Therefore their educational needs differ significantly and
these evaluations were also different.

Table 1

Results of the pilot evaluation phase

General questions

71% male

29% female
42% once a day

Trainee sex distribution

Use of computers
58% once a week

Familiarity to electronic 42% very familiar
training tools 29% somewhat familiar
29% not familiar

41% work

33% home

26% school

Usability features

29% excellent

68% very good
1%good

1% average

Access to web

User interface

1% poor

4% excellent
Ease in navigation 89% very good
4% good

3% poor

and content handling

Medical content

19% excellent
23% d
Content quality 3072 j\(:;)rage

28% poor

Although the main efforts of the project were along the
technical development issues, the results of the evaluation
with respect to the content indicate the importance of the
material implemented within the platform. It is conceivable
however, that in order for the system to be used routinely,
the content should be significantly advanced both quan-
titatively and qualitatively in order to serve the needs of
life-long training of medical professionals in their every-
day clinical practice. For this, we are currently in collab-
oration with medical scientific bodies and organizations to
collect and populate the system with extensive educational
material appropriately selected for the needs of users
currently being medical students and trained physicians
undergoing CME.
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5. Conclusions

Within the framework of the REMEDIES project we have
designed and developed an interactive web-based distance-
training infrastructure. The REMEDIES system incorpo-
rates two training modules: a web-based training platform
and an interactive teleconference distance-training platform.
The system has been validated in terms of technical perfor-
mance and user functionality in a controlled target group
comprising of young medical doctors and medical students
in the specific areas of radiology and laparoscopic surgery.
The results of the trial have demonstrated the compliance
of the system to the defined functional requirements and
the potential usefulness to the defined training goals. Trial
results have also demonstrated the need of extension of the
educational material within the platform especially for the
purposes of continuous education.

In conclusion, while preliminary user testing has shown
highly positive results, a formal evaluation study is neces-
sary to determine the educational validity of the proposed
technologies. For this the preparation of a large database
of educational material is required. This is a planned activ-
ity that will be performed in collaboration with the Athens
University Medical School as well as other medical sci-
entific bodies. Next phase of the project is to design and
implement a controlled evaluation of the CME platform
in specific medical cases where cost-effectiveness, clinical
practice transformations and healthcare outcomes will be
assessed.
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Information and e-learning

services for the efficient management
of allergy and asthma, employing
an integrated environment
monitoring network

George Stalidis, Andriana Prentza, Stavroula Maglavera, Lamprini T. Kolovou,
and Constantine A. Chassomeris

Abstract—In this paper we present a distributed telematic
platform which is implemented to support health information
management and innovative services to people suffering from
allergies, asthma and rhinitis. The developed system estab-
lishes a trans-European information network offering special-
ized services to health professionals, patients and the public,
by collecting, processing and distributing specialized data and
informational content. An integrated monitoring and report-
ing system of aero-allergens is used to collect Pan-European
environmental data and produce allergy maps, forecasting and
danger level alerts. Informational content and e-learning re-
sources are also consolidated and combined with personalized
health management services. Through the created network,
health information is supplied to sufferers via WWW and
SMS technologies, and informational and learning resources
are offered to health professionals. Sets of services were im-
plemented in pilot form and offered to real users for testing
purposes. The results were encouraging towards expansion to
fully blown service at a Pan-European level.

Keywords— telematic services, environment monitoring, health
information, teleeducation.

1. Introduction

The European citizen is nowadays more concerned about
his health and he wishes to participate actively in dealing
with his health problems. In the era of information, the
patients want to know more about their diseases and prob-
lems, possible precautions and evolutions in medicine, and
they are willing to make use of any type of support to im-
prove the quality of their life. Professionals as well, need
to have reliable information in order to help their patients
and also the ability to use technology as a tool of quality
service provision.

One of the most common distressing and life threatening
conditions that impact inimically on the quality of peoples’
lives, is allergy and asthma which — with all its complica-
tions — have influence not only to the sufferers but also to
their families. It affects hundreds of thousands of European
citizens with an impact on economic indices. The EU ge-
ographical area is characterized by different environmental
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conditions that affect the health of citizens and generate
a wide range of epidemiological and allergiological dis-
eases. There is obviously a necessity to study, analyse,
organize electronically and disseminate the information re-
lated to the environmental factors, which have impact on
health. There is also a strong demand for health information
both from citizens and health professionals. Sufferers need
and request information in order to increase their knowl-
edge, to improve health, prevent disease and support their
own decision-making. Health professionals are seeking re-
sources of specialized information and continuous medical
education.

Nowadays, the evolution of the Internet and mobile tech-
nology provides the appropriate technological infrastructure
for spreading the above information in the user groups,
while it facilitates the information flow between hospital
and health centres. Furthermore, it enables the web-based
education and training, which can be easily accessed by
citizens and professionals.

In this paper, an integrated system is presented for the
provision of environmental monitoring and management of
allergies, asthma and rhinitis in a Pan-European perspec-
tive. The system establishes an electronic workspace and
offers specialized services to health professionals, and suf-
ferers, by collecting, processing and distributing special-
ized information. The related work was done within the
project “Integration of Regional Environment Monitoring
and Management for Asthma (IREMMA)”, which is partly
funded by the EU eTen program. The proposed system
provides telematic services to health professionals and suf-
ferers to support disease management, prevention and ed-
ucation. The services include live information about envi-
ronmental conditions (aeroallergen measurements, alerts),
support for disease management (self-management tool,
e-learning), information (library, news) and training (con-
tinuous medical education sessions). The IREMMA system
supplements the existing information networks on allergy
by offering high data integration, multi-modal access and
personalized information and disease management tools.
The system aims at Pan-European coverage by integrating
existing information networks and establishing additional
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data acquisition points. In this way, it sets the ground for
establishing a wide integrated network for environmental
monitoring and diffusion of health information.

2. The IREMMA approach

2.1. Objectives and technologies

The starting point of IREMMA is to offer innovative
telematic information services on allergiological issues in
order to improve prevention and public awareness, to im-
prove the quality of healthcare, to reduce hospitalization
costs and to offer specialized knowledge to citizens and
health professionals. The services are designed and built ac-
cording to a business-oriented approach in order to achieve
financial viability and efforts towards standardization will
improve the prospects for wide acceptance and dominance
in the field.

The IREMMA uses the latest information and communi-
cation technologies. An integrated web-based environment
offers friendly access from mobile and fixed locations to
integrated information on allergiological diseases and in
particular asthma and rhinitis. Internet-based communica-
tions are preferred in order to ensure universal user access
and high expandability of the services. The mobile phone
is also used as highly available medium.

In order to support the above services, IREMMA is build-
ing a Pan-European information network on allergies and
allergy-related conditions. This network comprises data
collection points, either pre-existing or created, that may
be located and operated at a national/local level. In other
words, IREMMA provides the means for interconnect-
ing national sources of information, such as pollen mea-
surement stations, weather report agencies, medical ex-
perts, etc., and integrating the collected information. In this
way, information from various sources is concentrated in
a standard format, is processed and normalized and then
redistributed to users with central control. Additionally,
provision is made to expand the network with additional
nodes and to create data collection sites where they do
not exist.

Important elements of technical feasibility which were in-
vestigated are:

— the connection with databases of historical data on
aero-allergen measurements;

— the connection with existing agencies providing live
aero-allergen measurement data;

— the installation, operation and connection of new
pollen measurement stations;

— the importing of weather forecast data and producing
pollen level forecasting;

— the coding and normalization of pollen measurements
in a standardized way within Europe.
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The IREMMA technical approach is based on the following
principles:

— Internet-based communications are used both for the
exchange of data among the system nodes and for
user access;

— multiple access devices are offered, including web
(through PC or public access locations), mobile
phone (SMS) and PDAs;

— flexible, modular and expandable design ensures
that the system is able to support updated services,
new technologies and expansion to additional target
groups and application sets;

— mature and reliable technologies are used to reduce
risk and time to market;

— business oriented issues are taken into account in
all technical decisions (e.g., cost, support, dependen-
cies);

— efforts towards standardization will improve the
prospects for wide acceptance.

Three different levels of service provision were identified,
each one being targeted to a different end user group,
namely general information services, services to patients
and services to health professionals. A web-based user
environment, in combination with an access control com-
ponent, gives access to individual user interfaces for each
user group. The specific functionality offered by the system
has been defined according to the needs of the specific user
group. Differences also exist in the informational content,
presentation of data and level of information depth.

2.2. The services

Based on the results of the user requirements phase, the
market investigation tasks and the feedback received from
user trials, IREMMA concluded to a specific set of services.
The services offered by IREMMA through the developed
platform are addressed to both people suffering from aller-
gies and to health professionals (e.g., allergologists, GRs),
as well as travellers, so that IREMMA becomes a common
reference point on allergies, rhinitis and asthma.

A set of services in the IREMMA site is directly accessible
without registration. They are common for all, that is ev-
ery site visitor, including sufferers, professionals, travellers
and potential users can access the IREMMA web-page and
get general information about the dominated environmen-
tal conditions concerning asthma and allergies. These are
valuable services, such as pollen levels for any location,
forecasts, information library, links, etc., which are how-
ever not personal and are offered free of charge to any user
in order to attract his interest about the site.

However, if someone wants to access personalized and
more specialized services, he has to register himself and
get a personal account. There are different personalized
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services depending on the profile of the user. As regards
the health professionals, they can access e-learning mate-
rial, teleeducation sessions that are eligible for CME credits
and participate in discussion lists. Additionally, sufferers
can receive SMS alerts about increase pollen levels in the
atmosphere, view their personal allergy map, download in-
formational material, change their profile and plan their
travels according to the allergy information they get.

In the following, all the services offered by the IREMMA
platform are presented in more detail.

2.2.1. Public services

Allergy maps. The use of IREMMA Pan-European pollen
trap network data from the IREMMA web site provides
mapping of allergens concentration in each European coun-
try. Following collection of data from pollen traps across
Europe, aero-allergen data from each country are stored.
Collection of historical data, according to the area and the
season, is used for forecasting purposes. The user, through
a web-based application has the ability to search for all or
a specific allergen existing in a geographical area.

The service provides pollen measurements for selected
aeroallergens and for selected location and time. The re-
sult can refer to the latest actual measurements, the predic-
tion for next week or to a specific date around the year. In
the latest case, estimation based on statistical data is used.
A high-medium-low indication per aeroallergen is displayed
and in the case of actual measurements, also the precise
pollen count is available. It is also possible to display the
yearly distribution of aeroallergens for a specific location,
according to statistical data.

Information library. The purpose of IREMMA informa-
tion library is to provide to each user, Internet based infor-
mation on allergies and asthma on demand like:

— reference medical information in the form of a med-
ical encyclopedia;

— new advancements/developments in rhinitis and
asthma;

— description of most common allergens;
— list of precautions and useful tips for sufferers;
— specialized medical centres across Europe;

— information on medicinal products in collaboration
with pharmaceutical companies.

Latest news. The user can access scientific news on aller-
gies, rhinitis and asthma in the form of short articles that
are updated on a daily basis.

Frequently asked questions. The frequently asked ques-
tions (FAQ) screen displays a set of questions and their
corresponding answers. It is accessible by all users and in-
tended as a basic reference of information. It is frequently
updated as new questions and information arise.
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Useful links. A set of frequently updated links to relevant
sites is offered, such as allergiological societies and organ-
isations, medical sites, pharmaceutical companies, health
organizations, etc.

2.2.2. Services to patients/sufferers

SMS and e-mail alerts. The user (sufferer) can receive
SMS or e-mail alerts when increased pollen levels are ex-
pected in the atmosphere. He defines the corresponding
preferences in his profile, including allergens of interest,
e-mail address, mobile phone, location, etc. The user can
also activate or deactivate the alarms and he is able to
view the messages he has received and the corresponding
charging.

Personal allergy map. The personal allergy map service
provides the user with aeroallergen levels for the area where
he lives, as selected in his profile. Only the allergens, which
the user has selected in this allergy profile are displayed.
The displayed data can be the latest live measurement or
the forecast for next week. In the displayed report a list
is provided with aeroallergens, counts for the date and lo-
cation and color indication for danger. Only the allergens
which are selected in the patient’s profile are shown.

E-learning. The e-learning service offers information that
is useful for the patients in order to increase their knowl-
edge on specific issues related to their health problem. The
information is organized as downloadable files (e.g., pre-
sentations) and a charging mechanism applies. The corre-
sponding page displays a list of e-learning items available
to the patient and provides a search facility for e-learning
titles according to category (e.g., posters, presentations, re-
search papers, etc.), date or keyword.

Self-management tool for asthma. The IREMMA self-
management tool for asthma helps patients to monitor their
asthma by measuring their peak flow. The measurement of
their breathing flow helps in assessing their current breath-
ing status. A common peak flow meter is used to mea-
sure the peak flow. The user can then send the obtained
measurement to IREMMA in order to monitor his condi-
tion. The self-management tool uses a personal best value
(calculated according to the sufferer’s age, sex and body
measures) and peak flow history in order to:

— inform the user immediately if he is ok or need to
take actions;

— show him a chart which presents his progress; a chart
shows in graphical form the history of the pa-
tient’s measured values; the graph can be 15-day,
or 6-month; there are 3 color zones, the green zone
which means that everything is going well, the yel-
low zone which suggests to take additional measures
to control his asthma and the red zone which is an
emergency situation and urges the patient to ask for
medical help.
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Travel planning. The travel planning service allows travel-
ers with allergy problems to view pollen levels for a specific
location in Europe, in order to plan their travel. It is partic-
ular relevant to frequent travelers and tourists. Pollen levels
can be displayed as follows: the latest live measurement,
the forecast for next week, the yearly distribution or the
expected levels at a specific date. The yearly graph allows
the user to view the occurrence of specific allergens in the
specific area around the year and plan for the best period to
visit the specific location or he can choose a different loca-
tion. The user can also view pollen levels on the specific
date of interest, according to statistical estimation. In case
he is interested for an immediate trip, he has access to live
measurements and forecasting for next week. The regis-
tered user can view pollen levels at the location of interest
according to his own allergy profile, i.e., for the specific
allergens relevant to him. After selecting the location, the
user can also access local information, such as a presenta-
tion of the allergy profile of the area and information on
the local health system.

Profile. The registered user can view and update his al-
lergy profile and personal preferences. The information
contained includes:

the allergens in which the patient is sensitive;

the area for which he wants to be informed;

the presentation of his personal allergy maps;

information necessary for the self management tool;

— preferences about SMS or e-mail alerts;

info about his subscription and chargeable services.

Discussion list. The users can enter the discussion list,
either to read comments and contributions on issues that
may interest them or to participate actively in posing ques-
tions and commenting on ongoing discussions. An expert
assigned by IREMMA enters the discussion list on a fre-
quent basis and adds comments to ongoing discussions. In
this way, certain posed questions are also answered by an
expert and the attention of the users is drawn to opinions
that have been expressed and are not acceptable by the
medical expert.

2.2.3. Services for health professionals

Medical education. Medical education (teleeducation) is
offered to health professionals through recorded training
sessions, ground rounds and recorded telemedicine ses-
sions. The material is transmitted through ISDN lines be-
tween a teleeducation provider and rooms with teleconfer-
encing equipment. Participants are able to attend in tele-
conferencing rooms close to the area where they live and
work. The event is organized by IREMMA with the col-
laboration of local organizers who provide the room and
specialized centers in Europe, who provide the training
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sessions. The web platform is used to announce sched-
uled sessions and professionals are able to register their
participation. Teleeducation sessions are eligible for CME
credits and have a specific cost. Users can be informed
about the cost, summary, provider and place/date of each
session through the site. Users are also informed about the
sessions for which they applied for participation.

E-learning. The e-learning service offers information that
is useful to the health professionals in order to increase
their knowledge on specific issues related to their special-
ization. The information is organized as downloadable
files (e.g., presentations) and a charging mechanism ap-
plies. The corresponding page displays a list of e-learning
items available to the health professional, together with
their description and price and provides a search facility
for e-learning titles.

Profile. The health professionals are able to define, view
and update their profile information and preferences. The
data screen is accessible only by the corresponding profes-
sional after successful login. The displayed data are derived
from the record of the specific doctor who enters the screen.
The displayed items are:

— personal information, address, medical specializa-
tion, contact information, username and password;

— information about the professional’s account, such as
charging info for medical education and e-learning
(date downloaded, title, price and total).

Discussion list. The professionals can enter the discussion
list, either to read comments and contributions on issues
that may interest them or to participate actively in posing
questions and commenting on ongoing discussions. The
discussion list for health professionals is separate from the
discussion list for sufferers and the discussions are on a pro-
fessional level.

2.2.4. Services for travelers (includes the visitors of the
olympic games in Athens)

The services to travelers and in particular to the visitors
of the olympic games are in principle the same as those
for all other allergy sufferers. However, in order to ad-
dress in a better way the needs of this special user group,
additional designing features are added to the IREMMA
website. More specifically, a link has been added in the
home page with the symbol of olympic games, which links
directly to special information about the olympic sites and
the health system in Greece.

3. Methods

3.1. Overall architecture

The IREMMA architecture is based on the concept of in-
formation technology (IT) center and of national sites. The
procedures of data collection and presentation are decen-
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tralized through the national sites, while information inte-
gration and processing are done centrally in the IT center.
Each national site acts as an interface between the local
data sources and the information center. The data com-
municated between the national sites and the IT center is
standardized. In this way, additional national sites can be
easily connected. On the other hand, the communication
between the national sites and the data sources are specific
to the data sources, not only technically, but also organiza-
tionally.

As depicted in Fig. 1, the heart of the IREMMA informa-
tion network is the IT center, while the service provision
and user management point is the set of national sites. An
integrated data processing scheme includes collection of
all allergiological information (e.g., pollen measurements
throughout Europe) together with additional information
that may be useful (e.g., meteorological data). The data
are then normalized, stored in a standardized format, pro-
cessed to define alerts and dangerous conditions, and are
prepared for uniform presentation. The integration of all
data from many local sources into a single point and its
centralized processing is one of the strong points of the
architecture and increases the capabilities of the system.
The allergiological data and informational material are dis-
tributed to the end users of the system through the national
sites. Each national site is responsible for collecting local
information and for this reason is connected to different
data sources (pollen measurements, weather report agency,
experts). It is also connected with the IT center to which
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it forwards all local information. The national sites are
finally the access point of users and provides for this pur-
pose web-based user interfaces. The infrastructure allows
the existence of any number of national sites, according to
the expansion of the system.

The end users are connected to national sites:

— through Internet connections of any type (e.g., dial-
up through ISP, xDSL, etc.) using PC from fixed
location of mobile location (through GSM modem);

— through SMS messaging using mobile phones; the
corresponding service is implemented in collabora-
tion with a GSM operator (in our case COSMOTE);

— special web-based interfaces will be considered for
access through PDAs;

— expansion to additional media such as e-mode or
satellite/cable TV is open.

Each national site must provide also informational re-
sources for national — local users with a specific decen-
tralized service provision. National sites are developed in
order to meet the needs of national e-learning applications
and telemedicine support.

The national allergy sites play a double role:

— the one is of the intranet application that will be
browsed by professional users for storing the data
into the sub-system’s database;
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— the other role of national sites is that of the main
IREMMA interfaces forming a presentation layer
for the local national end users accessing the data
through desktop computers, laptops, mobile phones,
PDAs.

A large amount of data will flow back and forth to/from the
national allergy sites, either in raw form or processed by
the appropriate components. Direct access and data inter-
action with end users is also foreseen. The maintained and
circulated data is however of diverse nature and is relevant
to different types of users and subsystems. For this reason,
information management procedures ensure that each data
item is visible only by the appropriate actor. The IREMMA
system provides a secure, scalable, highly available, reli-
able, manageable, and easily usable environment suitable
to the heterogeneous and distributed healthcare field.

3.2. Technical architecture of national sites

The developed platform is based on a three level approach.
The lower level is the allergy warehouse which comprises
the infrastructure for information collection and manage-
ment, user administration, inbound data management and
security issues. The second level is the multi-service tool
provider, which acts as the service implementation level.
This is an intermediate level which accesses internal pro-
cedures of the allergy warehouse and provides processed
data to support the provision of general information ser-
vices and personalized services for professionals and suf-
ferers. The third level is the end-user applications which
provide telemedicine, teleeducation and e-learning services,
access to the information library of the system and a self-
management tool for the pollen profile administration of
each patient.

3.2.1. Allergy warehouse

The main purpose of the allergy warehouse is the manip-
ulation of allergy data, derived from measurements that
come from specific pollen networks and will be processed
and presented appropriately for environmental monitoring
purposes. The format and the conditions of this informa-
tion differ for various such networks and the allergy ware-
house applies an integrated structure for them. Distinct en-
tities support the services of information library, e-learning,
news, discussion list and medical education. The common
element of these services is that they provide informational
data, that can be faced either as simple data-types within
the warehouse or as special objects. Their discrimination
regards their different content, context and type and lead to
the design of different entities.

Aeroallergen counts and meteorological data are the basic
data used to offer allergy maps and to initiate alerts. The
consortium has concluded to a specific coding, rules for
transmission and procedures for processing and displaying
this data. There are two basic categories, statistical data
and live data. Live data is introduced daily or weekly and
includes forecasting. Statistical data is static but also needs
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certain updating, e.g., storage of new data, expansion to ad-
ditional locations, etc. It has been decided that aeroallergen
levels are recorded and communicated as actual levels mea-
sured as spores/m® and not as danger levels. The danger
levels are estimated by the end-user level of each national
site individually because they involve a degree of subjec-
tivity according to other environmental conditions. Addi-
tionally, recorded measurements are stamped with the time
period and the location to which they correspond. More
specifically, the location of each pollen trap is numbered
and named uniquely so that there is no overlap of measure-
ments coming from different sources. Measurements can
also be daily or weekly.

Informational material can be in a variety of formats, which
makes integration with other information systems difficult.
It is also expected that some kind of editing will be needed
in any case, even if the file format of the informational
content matches between provider and IREMMA. For this
reason, technical integration between information systems
in order to automatically exchange information has not been
considered. The IREMMA platform uses certain templates
for informational material, in order to store the content in
the database and automatically present it through the web.
These templates can be refined in the future and be used
for standardized exchange of content between national sites
and IT center. However, during the pilot phase, the existing
material was in diverse formats and it was decided not to
spend many resources in transforming this material. The
information was thus provided to the user in its original
format, by allowing him either to download it as a file or
open it through the common plug-ins of the web browser
(e.g., for MS Word, MS PowerPoint, Acrobat Reader, etc.).
The allergy warehouse also contains user profile informa-
tion in order to allow user management, access rights man-
agement and effective service provision. User profile data
include, apart from demographic information, their allergy
profile, service provision preferences, charging and billing
information.

The file management is a critical issue for the allergy ware-
house and a special protocol has been established [1, 2].
To use the available information formatted in binary files,
including multimedia files and textual data effectively, effi-
cient methods for storage, browsing, indexing and retrieval
are implemented. The base for all of these is the fact that
the physical data and the features of files are not both in-
cluded in the allergy warehouse. A special indicator object
is used as an encrypted alias name of the physical path,
where the file is located and it is registered to the corre-
sponding entity in conjunction with the rest features of the
specific file. The users who attempt to collect the available
files follow an assessed set of steps. The users undergo the
constraints of the authentication data; call an already fixed
special query for the context and indicator; and then the
host’s operation system restrictions are enforced to them.
It is recommended that the three steps must be passed suc-
cessfully as to obtain the target information. Finally, for
the maintenance of the system the allergy warehouse in-
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Fig. 2. User screens: (a) main home page; (b) home page for registered patients giving access to personalized services; (c) personal
allergy maps; (d) the progress chart presented by the self-management tool for asthma.

cludes procedures for backup and restoring of the applica-
tion data, the application programs and the exact structure
of the repository entities in case of a failure. More fre-
quently the backup will be applied for information related
with users’ attributes and allergy data, imported from the
pollen networks.

3.2.2. Multi-service tool provider

The multi-service tool provider is the middle level in the
proposed architecture. It is the core of the application layer
and implements the functionality and application logic of
the supported services. It performs a number of tasks in or-
der to manage the users’ data and transactions, routing the
application data and translate the users’ requests to under-
standable statements for the functional interface of the al-
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lergy warehouse. The first consideration is to identify the
users and access their profiling information, ensuring that
the appropriate access rights are enforced and the necessary
information to provide personalized services is obtained.
The appropriate mode of usage is defined, depending on
the user identification. Secondly, it channels the informa-
tion to and from the users according to their preferences,
location and access mode [4].

In order to perform the routing and transfer of application
data, apart from the above mechanism, the definition of
the participating entities for each communicating session is
required. The conversion of information to the appropriate
mode according to the participants’ access modalities is
being performed based on a logic table, which implements
the correspondence between the supported transactions and
the array of services. The lower layer of the multi-service
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tool provider performs the translation of the application
user requests to sets of multiple statements, defined using
a high level data manipulation language (DML) [5]. This
mechanism makes a search for the appropriate already fixed
functions and addresses their specified interfaces as calls to
the communication interface of allergy warehouse.

3.2.3. End-user application

The end-user application level, including the user interface
is web-based. The users of the services are mainly using
PCs to access the information needed and mobile phones
to receive SMS alerts. The use of devices such as PDAs
with mobile access is foreseen, which are also web-based.
The user access for all types of users is through an Inter-
net browser window, which contains all the information,
navigation capabilities and functionality (Fig. 2). Three
different levels of service provision are identified, each
one being targeted to a different end user group, namely
general information services, services to patients and ser-
vices to health professionals. An access control compo-
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Fig. 3. The administration tool. The updating of an e-learning
item has been selected.

nent, gives access to the functionality corresponding to
the specific user group. Differences also exist in the in-
formational content, presentation of data and level of infor-
mation depth. An additional set of applications is offered to
experts who maintain the content and to the administrator
(Fig. 3). These comprise a set of tools for information and
user management and they are accessed through a similar
web-based interface, which however has slightly different
designing than the end-user interface.

3.3. Integration with data sources

The implemented IREMMA prototype is a complete na-
tional site which supports service provision to end users
by collecting, storing and delivering allergy information.
During pilot trial, all data and informational material was
collected by a limited number of providers and was made
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available to the users. However, at the future Pan-European
perspective it is foreseen that a number of independent na-
tional sites will be operational. Information collected by
each national site will be sent to the IT center which will
act as a hub controlling the data flow. Integration between
national sites and the IT center is thus necessary, related to
the following issues:

pollen data collected and owned by the national site
is sent to the IT center;

— pollen data collected by the IT center from all Euro-
pean sites is provided to each national site;

— informational material produced and owned by a na-
tional site is sent to the IT center;

— informational material collected by the IT center is
provided to a national site on demand;

— transactions involving the exchange of information
between a national site and the IT center are recorded
and the value of these transactions is calculated ac-
cording to a fixed pricing policy.

In order to deal with the above issues, the following has
been defined and/or implemented.

A standardized codification of aeroallergens has been de-
fined, which includes all the types of aeroallergens that may
appear throughout Europe. Although it is still subject to
revision, the produced codification is usable and possible
causes of confusion regarding the naming or categorization
of individual species have been clarified. Using this cod-
ification, it is possible to exchange and integrate data on
aeroallergen levels at Pan-European level.

A template file in MS Excel and a definition of XML mes-
sage have been produced allowing the easy transfer of mea-
surement data through Internet-based communication.

It has been decided that aeroallergen levels are recorded
and communicated as actual levels measured as spores/m>
and not as danger levels. The danger levels are estimated
by each national site individually because they involve a de-
gree of subjectivity according to other environmental con-
ditions. Additionally, recorded measurements are stamped
with the time period and the location to which they corre-
spond. More specifically, the location of each pollen trap
is numbered and named uniquely so that there is no overlap
of measurements coming from different sources. Measure-
ments can also be daily or weekly.

The collection of pollen data is performed by TCP/IP based
communication between pollen networks, pollen traps and
national sites. Aeroallergen data is received either by pollen
traps through the hospital or institute which operates them
or by existing networks which act as providers. A survey
was performed in pollen trap technology and it was found
that in most of them the measurement is acquired after
manual processing and can not be automatically transmitted
(usually sent by fax or e-mail). The result is expressed in
standard units (spores/m®) and the only subjectivity lies in
the categorization and naming of the aeroallergens. There
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are also different types of pollen traps, according to the
measurement period (e.g., one day, one week, etc.). Pollen
networks collect data from many pollen traps and keep them
in their own format.

The solution given in order to integrate existing and new
pollen data sources into a unique allergy data repository as:

— to standardize the coding of aeroallergens;

— to develop a web interface for manual insertion of
the measurement by the pollen trap operator directly
in IREMMA database;

— to propose a file template which can be used by the
data provider in order to insert the data and upload it
to IREMMA, where it is automatically imported in
the database;

— to propose an XML schema to allow pollen data ex-
change through http connection;

— to develop filters that import data provided by pollen
networks, according to the format used by the
providers.

The scientific partners within the IREMMA project consor-
tium concluded to a specific codification of allergens and
technical partners have implemented a message format for
data transmission. Live pollen measurements and forecast-
ing are sent by the operators of pollen traps (usually a hos-
pital clinic or an allergiological institute) to the national
sites with which there is an agreement for data provision.
This can be done either by sending a message in an agreed
format (defined in XML and alternatively in Excel file) or
by using the provided web interface, which allows the man-
ual insertion of the pollen data directly by the experts to the
database. In addition to live measurements and forecasts
sent on a regular basis, there is provision for the exchange
of statistical data covering the pollen levels at specific lo-
cations during past years. Such data has been successfully
exchanged within the pilot phase by developing a config-
urable importing component which has been adjusted to the
format of origin. Since the format of pre-existing data can
not be controlled, such interfacing components are neces-
sary in order to import external data. A standard coding of
aeroallergen types is also used, such as the one proposed
within this project.

Informational material can be inserted, edited and revised
directly on the national sites by authorized experts through
a web interface dedicated to information management. The
corresponding functionality is offered by the administra-
tion tool of IREMMA, which is addressed to information
providers, experts and the IREMMA administrator. The
implemented tool offers the required functionality to ex-
perts in order to insert and manage news articles, frequently
asked questions, e-learning items, useful links, descripiton
and schedule of medical education sessions. It also allows
them to edit or upload content for the information library.
The tool offers the ability to the administrator to define new
languages, areas and locations of pollen traps, providers of
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medical education sessions and a user management window
for viewing and managing user accounts. Finally, a us-
able web interface is offered to experts acting as providers
of pollen data to insert manually live measurements and
forecasts and to upload already prepared files with mea-
surements.

3.4. Implementation issues

The IREMMA services are offered through a telematic
platform that is designed, implemented using mature tech-
nologies and operated in pilot form within this project. This
platform is the basis for future expansion to fully blown
commercial services. Information delivery and support-
ing transactions are offered over both wire line and wire-
less links to a set of end devices, such as desktop PC,
laptop PC, mobile phone and PDA. Modular design al-
lows future expansion to additional user devices, such
as digital TV, MMS and others. The telecommunication
infrastructure is based on public switched digital networks
and data networks. Internet-based communications ensure
universal user access and high expandability of the services.

The hardware and communications infrastructure of OTE
were used in order to run the services for pilot trials.
The platform used is UNIX-based which was considered
as the most appropriate for future expansion to wide scale
service provision. The database has been implemented in
Oracle 9i and the implementation language of the web ap-
plication is php. An Apache webserver was used [3].

4. Results

The IREMMA platform is currently operational in pilot
form and services are offered to groups of trial users in
Greece and Spain. The prototype is currently implemented
in English, while the multilingual edition has not yet been
implemented. Data is collected by aeroallergen networks
with the participation of Corporacio Sanitaria Clinic —
Spain, Royal Brompton Hospital — UK, Venizeleio hos-
pital — Greece, Sotiria hospital — Greece, Laiko hospital —
Greece, Municipal Institute of Medical Research — Spain
and the Italian National Research Council, who also provide
the medical expertise and informational content.

The system has initially been evaluated by expert users
regarding usability and completeness of functionality and
by developers regarding technical issues, such as reliabil-
ity, correctness and performance [6]. Evaluation results
have been used to perform a second development cycle
and lead to updating of the services and prototype imple-
mentation. The major points which required update were:
it was decided to add or modify certain services in or-
der to emphasize the specialized and personalized nature
of the IREMMA and differentiate it from medical infor-
mation sites on the Internet. More specifically, the self-
management tool for asthma was implemented, the struc-
ture of travel planning service was changed to make it more
easily accessible by travellers and the link to “Guide to
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Olympic Games” was added. It was also specified that
patients/sufferers must be registered on their own, even if
their doctor recommends IREMMA to them and the doctor
is not responsible for maintaining the profile of his patients
in the system. For this reason, the patient archive initially
implemented as a service to the health professionals was
removed. Minor changes in the interface were also carried
out, such as the replacement of certain icons, the change
of colouring and the refinement of the layout of the home
screen.

Full user trials with real sufferers and health profession-
als are being performed since the spring 2004 and all the
services are freely available to the public until the end of
September 2004, with the collaboration of National Greek
Telecom provider (OTE). During this period, all paid ser-
vices, including SMS alerts are offered free of charge and
the site is publicised to allergic patients and travellers, and
especially to tourists and travellers to Athens 2004 Olympic
Games. Additionally, three testing groups of patients have
been formed, in Greece, Spain and UK and formal evalu-
ation procedures are carried out by the collaborating hos-
pitals [7]. The first cycle of results which are now avail-
able show high degree of satisfaction and intention to use.
The basic principles of IREMMA have been verified as
a promising approach with high potential of leading to
a successful and financially sustainable service with con-
siderable socio-economic impact. The selection of service
sets seems successful and appealing to the users and the
interfaces were found as well structured and usable.

5. Conclusions

The work presented in this paper intended to perform a fea-
sibility study and market validation for the public health
information services concerning environmental and allergy
issues. The project’s aim is to establish a trans-European
network, providing a wide range of services related to
environmental diseases, asthma and allergy, such as al-
lergy forecasts, real time alert reports, self-management for
asthma and medical education.

A technological platform has been implemented to sup-
port sets of services provided via world wide web and
SMS technologies, based on an integrated monitoring and
reporting system of aeroallergens. IREMMA has set the
ground for establishing a trans-European network to sup-
port, through telematics solutions, groups concerned with
common environment-related allergic diseases. Based on
this network, it will supply health information to citizens
with allergy and asthma problems, support the management
of environmental diseases, and will finally collect, organize
electronically and disseminate information on environmen-
tal factors.

Sets of services to sufferers and health professionals were
implemented in pilot form and offered to real users for
testing purposes. The approach and designing of these ser-
vices were successful and a promising architecture has been
proposed for creating a sustainable and efficient integrated
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network for information collection, processing and diffu-
sion. The ambition of IREMMA is to expand its network
of data sources throughout Europe and to collect credible
informational content. In this way, it can be realistically
transformed from a pilot service into a fully blown high-
quality service of considerable value to an extremely high
number of users.
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Integrated analysis

of communication protocols
by means of PLA formalism

Henrikas Pranevicius

Abstract—Aggregate approach and its possibilities for speci-
fication and analysis of computer network protocols are pre-
sented. The theoretical basis of the aggregate approach is
a piece-linear aggregate (PLA) for formal specification of sys-
tems. The advantage of that approach is that it permits to
create models both for analysis correctness of specifications
and simulation. Some methods that can be used for valida-
tion and verification of aggregate specifications are presented
also.

Keywords— piece-linear aggregates, ESTELLE/Ag specification
language, validation, simulation, communication protocols.

1. Introduction

The stage of formal specification is one of the most impor-
tant during the design of software of communication proto-
cols. Such formal specification is usually used for analysis
and implementation purposes. In the stage of analysis it is
necessary to resolve two tasks: analysis of logical correct-
ness and evaluation of the system functioning parameters.

Different mathematical schemes are used for creating for-
mal descriptions of systems, such as: different automate
models, Petri-nets, data flow and state transition diagrams,
temporal logic technique, abstract communicating methods
and other [1, 2].

When a formalization method is chosen, it is desirable
that both above mentioned analysis tasks could be resolved
on the bases of a single formal description. The aggre-
gate approach has such property and it has been success-
fully used both for correctness analysis and for simulation
of computer network protocols [3-5]. Specification lan-
guage ESTELLE/Ag and the specifications analysis tool
PRANAS-2 have been created on the base of the aggre-
gate method (Ag). There are some differences between
ESTELLE/Ag and the ESTELLE standard ISO: the piece-
linear aggregate model is used in ESTELLE/Ag. The use
of such a model instead of a finite-state automate, which is
the formal background of the standard ESTELLE, enables
to create models both for validation and simulation. This is
possible due to the special structure of the piece-linear ag-
gregate. Apart from the discrete components describing the
state of the modules, there are also continuous components
to control event-sequences in the module. These continuous
components are called operations. By means of operators,
sequences of actions are described, the intermediate results
of which are invisible on the outside. If such operation
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sequence is being performed at a given instance of time
the corresponding operation is called “active”. Thus, an
individual module involves two types of events: arrival of
an input signal and completion of an active operation. The
specification analysis system PRANAS-2 consists of the fol-
lowing software tools: a specification editor, a validation
subsystem and a simulation subsystem. The editor provides
the capability to create a specification in ESTELLE/Ag.
The validation subsystem permits to construct a validation
model for the program generating the reachability graph.
After completing the construction of the reachability graph,
it is possible to verify the following specification charac-
teristics: completeness, deadlock freeness, boundedness,
absence of static deadlock, absence of dynamic deadlock,
termination.

The same specification changes are carried out when the
simulation model is creating. This is necessary in order to
define the duration of operations and to introduce additional
variables for gathering statistics about the evaluated system
parameters.

Section 2 describes the general principles of piece-linear
aggregates (PLA) formalism. Methods used for correct-
ness analysis of PLA specification are presented in Sec-
tion 3. Section 4 illustrates the use PLA formalism for
formal specification and integrated analysis of event driven
local computer network protocol.

2. General principles of the aggregate
approach

In the application of the aggregate approach for system
specification, the system is represented as a set of interact-
ing piece-linear aggregates. The PLA is taken as an object
defined by a set of states Z, input signals X, and output
signals Y. The aggregate functioning is considered in a set
of time moments t € 7. The state z € Z, the input signals
x € X, and the output signals y € Y are considered to be
time functions. Apart from these sets, transition H and
output G operators must be known as well.

The state z € Z of the piece-linear aggregate is the same
as the state of a piece-linear Markov process, i.e., z(t) =
(v(t), zv(1)), where v(r) is a discrete state component tak-
ing values on a countable set of values; and z,(f) is a con-
tinues component comprising of zy1(t), zva(t),. .., zpr(?)
co-ordinates.
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When there are no inputs, the state of the aggregate changes
in the following manner:

dt

v(t) = const, =—ay,

where oy = (0ty1, Oy, - - -, Cyi) is @ constant vector.

The state of the aggregate can change in two cases only:
when an input signal arrives at the aggregate or when a con-
tinuous component acquires a definite value. The theoret-
ical basis of piece-linear aggregates is their representation
as piece-linear Markov processes.

Aggregate functioning is examined on a set of time mo-
ments T = {fo,#1,...,4m, ...+ at which one or several events
take place, resulting in the aggregate state alternation. The
set of events £ which may take place in the aggregate
is divided into two non-intersecting subsets E' = E' UE".
The subset E' = {¢|,é),...,ej} comprises classes
of events (or simply events) e/, i = I,N resulting from the
arrival of input signals from the set X = {xy,x2,...,x5}.
The class of events e = {e[;, j=1,2,3,...}, where €]} is
an event from the class of events e/ taking place the jth
time since the moment #y. The events from the subset E’
are called external events. A set of aggregate input signals
is unambiguously reflected in the subset E’, ie., X — E'.
The events from the subset E” = {ef, €}, ..., €]} are called

internal events, where ¢/ = {e}, j=1,2,3,...}, i=1,f are
the classes of the aggregate internal events. Here, f deter-
mines the number of operations taking place in the ag-
gregate. The events in the set E” indicate the end of the
operations taking place in the aggregate.

The events of the subsets E' and E” are called the evolu-
tionary events of the aggregate. The main evolution events
are sufficient for unambiguous determination of the aggre-
gate evolution. Apart from the basic evolutionary events,
auxiliary evolutionary events may be considered, which are
simultaneous to the basic ones and determine the start of
the operations.

For every class of events eﬁ’ from the subset E”, control
sequences are specified {é j@}, where gj(i) — the duration
of the operation, which is followed by the event e}, as well
as event counters {r(e/,t,)}, where r(e},ty,), i=1,f is

1

the number of events from the class e/ taken place in the
time interval [to, fy].

In order to determine start and end moments of operation,
taking place in the aggregate the so-called control sums
{s(e},tm)}, {w(e/,tw)}, i =1,f are introduced, where
s(e/,t,) — the time moment of the start of operation fol-
lowed by an event from the class e/. This time moment is
indeterminate if the operation was not started; w(e/,t,) is
the time moment of the end of the operation followed by the
event from the class e/. In case of no priority operations,
the control sum w(e!,z,) is determined in the following
way: w(ef,tm) =5'(€};tm) + &/(er 4,,) 11 if at moment #,, an
operation is taking place, which is followed by the event e;;
in the opposite case w(e/,t,,) = 0. The infinity symbol (eo)
is used to denote the undefined values of the variables.
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Control sums determine only the possibility conditions for
the events after the moment #,,, while the event occurrence
moments are not determined.

Let us specify the meaning of the co-ordinates of the ag-
gregate state. The discrete component of the state, v(z,) =
{1(tm),2(tm), .., Vp(tm) }, presents the system state:

2o (tm) = {w(e] ,tm),w(es,tm), ... ,w(e}{,tm)}

are control co-ordinates specifying the moment of evolu-
tionary events occurrence.

The control co-ordinate w(e/,t,) corresponds to every
each ¢/ from the subset of events E”, while always
w(e! tw) > t.

The state co-ordinates z(f,,) can change their values only at
discrete time moments t,,, m = 1,2,... of event occurrence,
remaining fixed in each interval [t;,fy11),m = 0,1,2,...
where 79 — the initial moment of system functioning.
When the state of the system z(t,), m = 0,1,2,..., is
known, the moment ¢, of the following event is deter-
mined by a moment of input signal arrival to the aggregate
or by the equation:

tme1r =min{w(e! 1)}, 1 <i< f.

Class of the next event e,,; is specified by an input signal
if it arrives at the time moment f,,1| or is determined by
the control co-ordinate, which acquire minimal value at the
moment 4, i.e., if w(e/,z,) acquires minimal value, then
em1 =é.

The operator H states the new aggregate state:

Z(tm+1) = H[Z([m)vei:lv e € E/UE//'

The output signals y; from the set of output signals
Y = {y1,y2,...,ym} can be generated by an aggregate
only at occurrence moments of events from the subsets E’
and E”. The operator G determines the content of the out-
put signals:

y= G[z(tm),e,-], e, €E'UE" yevY.

Further transition and output operators will be denoted
H(e;) and G(e;).

3. Correctness analysis of aggregate
specifications

3.1. Reachable states approach for aggregate model
validation

An essence of the reachable states method is a use of the
global state which is considered as a joint state of a sys-
tem after aggregate system composition. A graph of the
reachable states is created as oriented one: its nodes stand
for global states of the system, its arcs indicate the possible
transitions from one state to another. Initial and final states
must be specified in working out the graph. The resulting
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states graph is used for an analysis of defined properties of
a system, as some of them are closely related with the graph
structure. The given validation method allows to investi-
gate general properties of a system such as boundedness,
absence of redundancy in specification, completeness, ab-
sence of static deadlocks, absence of dynamic deadlocks,
termination.

3.2. Invariant approach for aggregate model validation

A system invariant (I) is the assertion, which describes
correct system functioning and it must remain true in spite
of the events taking place and system transition from one
state to another.

The essence of the method is as follows: assertions are
formulated in relation to the co-ordinates of the aggregate
model so as to express the requirements for the system
functioning.

On the base of a conceptual model of an analysed system
we can describe system functioning by the event sequence,
which may be represented by the graph G(V), where V is
a set of vertices and A = {qg;;} is an adjacency matrix.
In this case V = {e},ea,...,e,}, where ¢; is ith event, n is
a number of events. (e;je;) # (eje;), i.e., the graph is ori-
ented.

The set of states, which the system may enter after the
event el, is called as the ith set of possible states (SS; —

symbolic state). SS; = {Z €Z|(3)((Z € Z) NEP(Z) A (z=

H,-(z’7P))) } where Z is a set of all possible system states,

EP,(Z) is an enabling predicate of the event e; in the state
7, P is a set of probabilistic parameters of the system and
H; is a transition operator determining the new system state
when the event e¢; occurs.

The system considered being in the symbolic state SS; only
if it is in the state z and z € §S;. Relying this SS; definition,
every event e; is related to the symbolic state SS;, therefore
replacing the set of vertices V in the graph G(V) by V' =
{851,8S>,...,8S,} while the adjacency matrix A remains
unchanged. We obtain the graph of symbolic states G(V’)
which describes the system operation by determining the
possible set of states and transitions from one symbolic
state to another.

The presented formalization and analysis method will be
illustrated by example of specification and integrated anal-
ysis of timed protocol with slot reuse.

4. Specification, validation and
simulation of event-driven local
computer network protocol

4.1. Conceptual model of on event-driven local computer
network protocol

There are many computer communication applications re-
quiring high bandwidth and high reliability in operation,
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which still allow simple and low cost implementation. This
type of network exists in robotics, vehicles, homes, etc.
These applications set restrictions on the system in terms
of usable hardware, cost, and cabling. Such networks are
in many cases meant for one special application and not
for a general purpose use. The number of stations is gen-
erally small compared with typical LAN applications, and
the variation in the number of stations is small during the
life cycle of the network.

Typical requirements for the media access protocols in these
applications are: high reliability of the environment, where
the electrical disturbance level is a high scalable bandwidth:
self-stabilizing properties; and simplicity combined with
low cost of implementation. Solutions based on the existing
media access standards do not meet these requirements in
many cases.

The protocol described by Sintonen is design to offer high
bandwidth while keeping the structure simple. The config-
uration is a physical bus, where stations form a logical ring.
The algorithm is based on the noticeable events on the bus
(hence the name event-driven bus protocol). The proto-
col is distributed, except in the initialization phase. Every
station listens to the bus and receives both the destination
address and the source address, and stores them in the reg-
isters DA and SA respectively. A station is also capable of
sending the bus and detecting the event frame ended. The
algorithm for sending and receiving is as follows.

Receiving:
When a station notices it’s own address in the DA field,
it receives the frame.

Sending:

When a station has a frame to send, it waits until it receives
the address of it’s predecessor in the SA of the frame. Then
it waits for the event frame ended. After that event, it waits
a time period D', D’ < 2d, where d is the end to end delay
of, the bus. Then it sends its frame, and waits for a time
delay D',D’ > 2d to hear the next station begin sending.
When this happens, the sending phase is ended. If a station
has nothing to send its turn comes, it sends an empty no
data frame, a kind of a token, to pass the turn to next station
in sequence.

There is one station which initializes the ring, known as
the fixed control station. The control station can also detect
a failed station and is capable of executing a reconfiguration
algorithm to restore the normal operation of the ring.

5. Aggregate specification
of on event-driven local computer
network protocol

An aggregate schemes of a specification of an analyzed
event oriented protocol is depicted in Fig. 1. The aggregates
Station_0,Station_1, ..., Station_(n — 1) depict the stations
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which are switched on to the network, and the aggre-
gate Bus describes the performance channel. Station 0 is
the controlling one. The signals that are transmitted be-
tween the aggregates have also been shown in Fig. 1.

fr_end (m)
bus_is_oc
no_data (m)
Jail (m)

Station 0 beg_fr

end_trans

no_data

new_st (m)

fir_end (m)

bus_is_oc

no_data (m)

st_on
Station_1 beg fr
end_trans

A A A A

A

Bus

no_data

fail

vy

fr_end (m)
bus_is_oc

no_data (m)

st_on
Station_(n-1) beg frr

end_trans

no_data

fail

Fig. 1. Aggregate scheme of a model.

Aggregate Station_nr, nr =1,n—1
1. Set of input signal
Xy = {fr-end(m), bus_is_oc, no_data(m), fail};

where:  frend(m) - end of the transmitting;
bus_is_oc — bus is occupied; no_data_(m) — no data
for transmission; st_on — switching on of the station;
n — number o station; m — the number of station
where packet is sending.

2. Set of output signals Y, = {y},
y € {beg_fr, end_trans, no_data, fail};

where: beg_fr —beginning of the frame transmitting;
end _trans — end of the frame transmitting; no_data —
no data for transmitting; fail — station is switched
off.
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. Set of internal events

= {e{(taim_DI), € (taim_D), €5 (trans_fr),

éj(arr_fr), e5(swit_of) };

where: ¢!/ (taim_DI ) — end of timer DI; €} (taim_D) —
end of timer D; €(trans_fr) — end of the frame
transmitting; e4 (arr_ fr) — moment of a frame arrival;
e (swit_of) — moment of the station switching.

. Controlling sequences:

ef(..)—={&}.i=15 j=1,0;

where &;; — duration of an operation, followed by the
event ¢/ (...).

. Discreet component of state

V(tm) = {st(tm), actD(ty), sw(tm)}:

where: st(t,,) € {0, 1}; 0 — no frame for transmitting,
1 — there is a frame for transmitting;

0, timer D is switched off;
1, timer D is switched on;

actD(t,,) = {

(tn) = 0, station is switched off;
"7 1, station is switched on;

. Initial state: st(f9) = 0; act_D(to) = 0; sw(ty) = 0;

w(el (taim_DI), 15) = oo;
w(é5 (taim D), tg) = oo;

w (5 (trans_fr), to) = oo;
w(eﬁ((arr_fr), to) =10+
w(el(swit-of), o) =10+ &s;.

. Transfer operators:

H(¢/(fr-end)): (The end of packet sending)
w(e’l’(taimDI), tm+1) =tm+&1j
if sw(ty,) =1Am=nr.
H (¢ (bus_is-oc)): (Bus is busy)
ey (taim D), tyi1) = oo,
w eit/(a”’—fr)atm-fl):tm+§4j7 )
act D(tym41) =0
if sw(ty) =1 Aact_D(t,) = 1.

H (¢ (no-data)): (There are no data for sending)
w( ! (taim_DI) tm+1) =tn+&1j

1fsw(tm) =1Am=nr,
w( (taim_D) tm+1) = oo,
W( arr f}" tm+1) *tm+§4ja )
actl)(t,n+1) 0

if sw(ty,) =1ANact_D(t,) = 1.

H (e} (taim_DI)): (Timer DI has expired)
W(elz./(tmns—fr)a tm+1) =tm+ €3j7
y=beg_fr ’

if st(tms1) =15
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w(e’z'(taimﬂ), th) =tn+&j,
act D(ty+1) =1, ,
y =no_data
if st(ty1) # L.

H(é4(taim_D)): (Timer D has expired)
y = fail .

H (éj(trans_fr)): (The end of packet sending)
st(tms1) =05
w(e’z'(mimﬂ), th) =tw+&j;
act D(tyy1) =1;
y =end_trans.

H (e}(arr_fr)): (The packet has arrived)
st(tme1) = 1.

H (e (swit_of)): (The station is seething of)
sw(tys1) =0;
w(e{(taimDI), ty11) = oo;
w(ej (taim_D), tm+1) =oo;
w(ef(trans_fr), tyi
w(eﬁ{(arr_fr), tm+1) o0}
act D (ty+1) =0;
st(tme1) = 1.

— o0

||\./

Aggregate Station 0

The functioning of this aggregate is similar to that of the
aggregate Station_nr. Therefore, only the differences are
presented in respect to the agregate Station _nr.
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1.

Set of input signals:

Xo = Xur \ {st_on} U{fail(m)};

where: X, — set of input signal of aggregate Sta-
tion_nr; m — is the number of the stations switched
on.

. Set of output signals:

Yo = Yo \ {fail} U{new_st(m)};
where: Y, — set of output signal of aggregate Sta-
tion_nr; m — the number of the switched on station.

. Set of internal events:

EJ = E;\ {e!(swit_off), €(taim_T)}
U{eg;(swit_on),... 1€8 1 (swit_on) };

where: €/ (taim_T) — end of timer T'; e, (swit_on) —
ith station switched on.

. Controlling sequences for the events are introduced

€7(...) and eg,(...):

& (taimT) — {T};

eg;(swit_on) — {&;j}, i=1,n—1, j=1,00;

where: &g;; — the operation duration after finishing of
which the ith station is switched on; T" — the duration
of timer 7.

. Discrete component of state

V(ty) = {st(tm), actD(tm)}.

. Initial state:

act D(ty) = 1; st(t,) =0;
w(ej(taimD), tg) =19+ T
w(eg;(swit_on),ty) = e, i=1,n—1.

7. Transfer operators:

H(€'(fr-end)): (Bus is busy)
w(e"(taimDI), tyi1) = tm+ &1, }
act DI(ty11) =1 ’

ifm=nr;
w(e(taim.T), tyi1) =tm+T,
if m#nr.

H (€' (bus_is_oc)): (Bus is occupied)
w(ey(taimT)) =ty +T
w(és(taim D), ty1) = oo,
w(eﬁ{(arr_fr), tm+1) :tm+§4j ’
act D(ty11) =0

ifact D(ty41) = 1.

H (¢ (no-data)): (There are no data for sending)
w(e'l'(taimﬂl), th) =tn+&ij,
w(e’7’(ml'm_T)7 tm+1) = oo,
w(ey (taim-D), tyy1) = oo, ,
act _DI(ty11) =1,
aCt_D(t,n+10) =0

ifm=0;
w(e'z’(taiml)), tm+1) = oo,
w(ej(arr_fr), tmi1) =tm+&j, 2,
act D(ty11) =0

ifm=0"act D(t,,) = 1;
w(e'{(taim_T),t,nH) =t,+T.

H(€'(fail)): (The station is)
w (egm (swit_on(m))) =t + &)

H (¢{(taim_DI)): (End of timer DI)
act_DI = 0;
w(eg’(trans_fr), tm) =tm+&3j, }
y=beg_fr '
if st(tyy1) =1;
w(e’z’(taimﬁ), tm) =tm+ &),
act D(ty+1) =1, ,
y =no_date
if st(tme1) £ 1.

H (€ (taim_D)): (The end of timer D)
act D(ty41) =0;
w(e{(taimDI), tyi1) = tm+ &1,
act DI(ty11) = 1;
W(ez(arr*er tm+l) =tm+ §4J’;
y = fail .

H(€(trans_fr)): (The transmission of packet has
ended)

st(tms1) =05

w(e”(taimD), tm+1) =tm+&j,

act D(ty+1) = 1;

y =end_trans.

H (¢} (arr_fr)): (The packet has arrived)
st(tys1) = 1.
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H(ej(taim_T)): (The timer T has expired)
w(el (taimDI), tyi1) =tm+&j;
act DI(ty11) =1.

H (eé’k (swit,on(k))): (The station is switching on)
y =new_st(k+1).

Aggregate Bus

1.

Set of input signals:

X = {[beg,fr, end _trans, no_data, new _st(m)]o,
[beg_fr, end_trans, no_data, failly,...,
[beg_fr, end _trans, no_data, fail]”,l}.

. Set of output signals:

Y = {[fr-end(m), bus_is_oc, no_data(m), fail(m)]o,
[fr_end(m), bus_is_oc,st_on, no_data(m)],...,
[fr_end(m), bus_is_oc,st_on, no_data(m)],—1 }.

. Set of internal events E" = &

. State V(ty) = {qi(tm), i=1, N, kan(t) };

where: g;(t,) €{1,2,. N} qi(t) — the number of
successor for the ith station;
0, channel is idle;

kan(tn) = { 1, channel is occupied.

. Initial state:

kan(tg) :=0; i:=1;
while i < n do begin ¢;(f9) :=i+1; i:=i+1; end.

. Transfer operators:

H [e’l k(newﬁ(p))} :k=2,n; (New station)
i:=p;
ifi=ntheni:=0;
while ¢;(t,,) =0 dobegini:=i+1;

ifi=n
then i := 0; end;
ji=1

while g;(t,) #i+1do j:=j+1;
qj(tmi1) 7= p; qp(tm+1) =i+ 15
Yp i=ston.

H [e’Zk(beg_ fr)} : k=1, n; (The start of packet send-
ing)
kan(tyy1) :==1;
fori:=1tondo
ifi # k and ¢;(z,,) > O then
yi :=bus_is_oc.

H ey (end trans)] : k =1,n (The end of packet
transmission)
kan(ty41) :=0;
fori:=1tondo
if i # k and ¢;(t,,) > O then

yii= fr_end[qk m)]

Hlely(no-data)] : k=1,n (There are no data for
sending)
fori:=1tondo
ifi # k and ¢;(z,,) > 0 then
yi :=no_data|qy(tm)] .
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H el (fail)]: k=2,n (The station is switching of)
yi = failk];
i:=1
while g;(t,,) #kdoi:=i+1;
qitm+1) := qi(tm);
Gi(tms1) ==0.

5.1. Results of validation and simulation

The correctness of the created specification was investigated
by means of protocol analysis system PRANAS-2. This
system permitted one to investigate general protocol prop-
erties such as: completeness; deadlock freeness; bounded-
ness; cyclic behavior; termination.

Table 1
Example of validation

{32} L: 2310
MO: 1011013
Tim T Arr_fr Taim. DI
M[1]: 200011
Swit_of Arr_fr
M[2]: 300011
Swit_of Arr_fr

l Taim_DI in MO
{58} L: 2311
MO: 1001113
Tim_T Arr_fr Trans_fr
M[1]: 200011
Swit_of Arr_fr
M[2]: 300011
Swit_of Arr_fr

l Trans_Fr in MO
{104} L: 2310

MO: 1101003
Tim T Arr_fr Taim.D

M[1]: 200111
Swit_of Arr_fr Taim DI

M[2]: 300011
Swit_of Arr_fr

| Taim_DI in M1
{79} L: 2311
MO: 1001003
Tim_ T Arr_fr Taim.D
M[1]: 201011
Swit_of Arr_fr Trans_fr
M[2]: 300011
Swit_of Arr_fr

! Trans_fr in M1
{150} L: 2310
MO: 1001003
Tim T Arr_fr Taim.D
M[1]: 210010
Swit_of Arr_fr Taim D
M[2]: 300111
Swit_of Arr_fr Taim DI

| Taim_DI in M1
{92} L: 2311
MO: 1001003
Tim T Arr_fr
M[1]: 200010
Swit_of Arr_fr
M[2]: 301011
Swit_of Arr_fr Trans_fr

In Table 1, some validation results are represented. The
numbers included in brackets {...} refer to the number
of the state. Numbers written after L, MO and M[i] have
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the following meanings of discrete and continuous coordi-
nates of state:
L:  qi; 925 gs3; kan;
MO: nr; actD; actDI; act_T;
act_trans_fr; st; n_act;
M[i],i=1,2: nr; actD;
act_trans_fr; act DI;sw;st.

5.2. Simulation results

Simulation results are represented in Table 2. The param-
eters of the model are the following: Taim Frame — dura-
tion of frames; Taim_Head — duratin of the head of frames;
Taim_D — duration of the timer D; Taim_DI — duration of the
timer DI; Taim T — duration of timer T'; V — velocity of the
channel; n — number of stations; Arr Frame — parameter
of a puasonian input stream; T_swit_on and T_swit_off —
intensity of operations swit_on and swit_off, which
have exponential distributions.

Characteristics of the model: T_Wait — the mean value of
transmitting a frame including the waiting time; L_Wait —
mean value of the waiting time; K_Useful — coefficient uti-
lization of a channel; K_Full — coefficient of full utilization
of a channel.

Table 2
Simulation results
Taim_Frame = 800 bit, Taim Head = 160 bit,
Tau_Data =4 bit, Taim_D = 0.0000025 s,

Taim DI = 0.0000012 s, Taim.T =100 s,
T_swit_on = T_swit_of = 0.

1. V =10000000 bit/s, Arr_Frame =0.001 s
n | T Wait | LWait |R.Useful K_Full

2 [0.00011[0.00001| 0.1418 0.8323

4 10.00013]0.00003 | 0.2806 0.8639

6 [0.00016 |0.00006| 0.4118 0.8939

8 10.00019]0.00010| 0.5297 0.9207
10[0.00025 | 0.00016 | 0.6304 0.9437

2. V =50000000 bit/s, Arr_Frame =0.001 s
n | T Wait | LWait |R_Useful K _Full

2 10.00002 | 0.00000 | 0.0307 0.4639

4 10.00002 [ 0.00001 | 0.0611 0.4831

6 [0.00003 [0.00003 | 0.0917 0.5025

8 [0.00003 | 0.00001 | 0.1219 0.5217
10[0.00003 | 0.00001 | 0.1529 0.5413

3. V =50000000 bit/s, Arr_Frame = 0.000135 s
n | T Wait | LWait |R_Useful K_Full

2 10.00002 | 0.00000 | 0.0212 0.5921

4 10.00003 [ 0.00001 | 0.3848 0.6882

6 10.00004 | 0.00002 | 0.5399 0.7864

8 [0.00006 [0.00004 | 0.6513 0.8569

10 [ 0.00009 | 0.00007 | 0.7160 0.8979
90

6. Conclusions

The presented method of formal specification permits on
the base of single specification to carry out validation gen-
eral and individual properties and simulation. It permits to
investigate the analysed system more thoroughly.
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Wearable biosensing:

signal processing and communication
architectures issues

Patrick Celka, Rolf Vetter, Philippe Renevey, Christophe Verjus, Victor Neuman,
Jean Luprano, Jean-Dominique Decotignie, and Christian Piguet

Abstract—Long-term monitoring of human vital signs is be-
coming one of the most important fields of research of biomed-
ical engineering. In order to achieve weeks to months of mon-
itoring, new strategies for sensing, conditioning, processing
and communication have to be developed. Several strategies
are emerging and show different possible architectures. This
paper essentially focuses on issues in wearable biosignal pro-
cessing and communication architecture currently running at
the Swiss Center for Electronics and Microtechnology (CSEM)
in the framework of several European projects.

Keywords— wearable sensors, wireless BAN, biosignal process-
ing, low-power DSP.

1. Introduction

Wearable sensing of human physiological signals is becom-
ing an essential part of nowadays monitoring systems [1-3]
(see references in the same issue of the IEEE EMB Mag-
azine), [4-8]. These revolutionary systems should allow
clinicians, physiologists, psychologists, social institutions
and people themselves to have access to a lot more in-
formation on the human body function than ever before.
Long-term monitoring, from days to months, is envisaged
in these systems. Several questions arose then from psy-
chological, clinicians and technical views and should be ad-
dressed carefully in order to obtain a useful, reliable system.
Social implications and psychological impacts of such sys-
tems will not be discussed in this paper, but should be kept
in mind. Rather, this paper will focus on the technologi-
cal aspects of such wearable biosensing systems, from the
low-level physiological signal sensors to the highest level
of interpretation of the extracted information and possible
biofeedback to the user, and power delivery and manage-
ment issues.

Figure 1 shows a generic platform for monitoring patients.
Thanks to the transmission of data over mobile communi-
cation (GSM and GPRS), full mobility is offered to the pa-
tient. The system comprises sensors, processing and com-
munication functions worn by the user, interconnected with
a portable base station, which is the gateway to the Internet
where the collected data are made available to the autho-
rized professionals, i.e., doctors, nurses, etc. The portable
system includes local pre-processing close to the physiolog-
ical signal collection nodes and global processing which
takes benefit of the availability of various types of phys-
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iological (electrocardiogram (ECG), partial oxygen blood
saturation (SpO3), skin temperature, etc.) and physical ac-
tivity signals (acceleration, position, etc.) to perform effi-
cient denoising and classification of the biosignals.

Ngodule 1
T
Sp02 Module 2
Module 3 5O e
NIBP \ ceel eratlon
Respiration
Portable

base station

Access to Internet

Fig. 1. Overview of a possible architecture comprising, sensors,
processors and communication units ((©) CSEM).

The use of discrete units interfacing groups and family of
sensors (e.g., electrocardiogram, respiration belts) is not
practical for continuous use due to volumes, sensor place-
ment and consequent discomfort. To make the sensors and
processing really wearable, they have to be embedded in
the clothes or worn in natural units such as watch earring,
finger rings, headset; which are tailored for the specific
heath monitoring needs of the users (sickness, professional,
sports).

The architecture of the system may be described as a num-
ber of discrete layers. Distribution of functions in the lay-
ers and communication between the layers must be done in
such a way that the relevant information is always properly
extracted and transferred at the appropriate rate. If simul-
taneous recording of the signals is necessary, synchroniza-
tion issues between the different sensing units have to be
addressed. Figure 2 shows the different possible layers and
the interconnections. The low-level sensing layer is divided
into three localized sub-layers: sensors, signal conditioning
and signal processing. The highest-level processing layer
is divided into two global sub-layers: feature extraction
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layer and the personalized application layer. The processed
signals are then fed to the therapists and/or the user himself.

User and therapists

? Human interfacing

2.

Processing

Sensing
Biofeedback layer

Interconnecting 5

Skir‘interfacing

Body

Fig. 2. Different layers appearing in the architecture of Fig. 1.

In the low-level sensor layer, new fiber materials and
soft electronics technologies allowing convenient long-term
monitoring are required. Textile sensors, integrated into
garments, are very well suited for long-term monitoring
solutions, but also provide lower quality signals implying
an increase in the complexity of the analog and digital pro-
cessing of the signals [5]. Typical textile sensors include:
ECG, breathing, galvanic skin response, and actuators for
biofeedback. Soft electronic sensors are for instance scalp
electroencephalogram (EEG), accelerometers, temperature,
heart rate, and SpO,. Integrating sensors and electronics
into garments in a convenient and reliable way is not an
easy task and requires a high degree of miniaturization re-
questing the development of ASICS for mixed analog and
digital techniques. Unobtrusive integration of sensors and
actuators also includes the provision of adequate connector
solutions to interface the electronics and the interconnec-
tion (textile or wired) of sensors and connectors. Low-level
signal processing in this layer includes noise cancellation
algorithms. This close-to-sensor DSP strategy is essen-
tial with low-amplitude physiological signals, to increase
the signal-to-noise ratio and the channel-coding algorithm,
which depends upon it. Algorithms with minimal com-
plexity should be used due to the restriction in computing
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resources, i.e., memory and instructions flow rate. Packag-
ing problems in terms of soft and wearable electronics with
user-friendly power supply solutions is also to be tackled.
Bi-directional flow of information in the sensing layer is
meant for possible re-adjustment of the sensing device for
optimal performance.

The sensing layer is then interconnected to the process-
ing layer. Textile wiring or wireless connection is pos-
sible. The processing layer consists in high-level signal
processing: feature extraction and personalized algorithm
parts. The personal profile algorithm determines the cur-
rent health condition and compares it to the personal refer-
ence profile, which also contains personal standard values
for the collected parameters. The reference personal pro-
file can be supported by data from external resources. If
strong deviations occur, the respective therapy or biofeed-
back is given. Observable output variables are collected
by the application layer and are used to derive the therapy
recommendations.

Fig. 3. Prototype of shirt with electrodes for movement mea-
surement at shoulders and respiration bands (plethysmography)
from the IST European project WEALTHY (wearable health care
system).

Target users of the intelligent biomedical clothes include
patients during rehabilitation and early release from hos-
pitals, professional personnel at risk and people during
sport activities (professional or leisure). Sensing biomedi-
cal wearable can for instance:

— provide an integrated view of normal and abnormal
patterns of activity, which would be otherwise diffi-
cult to detect and in situations that are usually un-
controllable by physicians;

91



Patrick Celka, Rolf Vetter, Philippe Renevey, Christophe Verjus, Victor Neuman, Jean Luprano, Jean-Dominique Decotignie, and Christian Piguet

— improve the quality of care for patients by monitoring
health status during rehabilitation activities, allowing
them to perform their everyday activities;

— monitor professional workers operating in extreme
environmental conditions;

— support citizen and athletes by providing monitor-
ing and processing of physiological parameters while
they are performing sport activities.

In the last years, several major sport and leisure electron-
ics companies have developed alliances with clothes indus-
tries to combine electronic functions and fashion into the
clothes as shown in Fig. 3, where respiration and shoulder
movements are captured by sensors in the fabric [5].

This paper is organized as follows: Section 2 will describes
a selection of textile and soft electronic systems, parts of
the sensing layer, including the analog processing of the
signals; Section 3 will focus on one possible architecture
for the processing layer. Section 4 will address the commu-
nication issues in the wearable biosensing paradigm. Sec-
tion 5 will conclude this paper.

2. Sensing and analog electronics

As mentioned in the introduction, many different biosen-
sors can be implemented depending on the type of appli-
cations. We will focus in this paper on ECG, activity and
SpO> sensors. As most of the biosensors have an inter-
face to the skin of the subject, artifact originating from
the movement of the body is of major implications for the
overall system robustness from the quality of the data to
the transmission flow rate and coding strategies. As such,
artefacts have to be reduced to a minimum. Analog fil-
tering is the second step in the sensing layer (Fig. 2), and
is to be designed with great care to minimize as much as
possible these artefacts, typically by limiting the bandwidth
of the measured signals to their frequency band of interest,
by notching unwanted frequencies and by amplifying the
useful signals. Other noise sources have also to be taken
into account in the design of the signal conditioning layer.
This section will introduce some concepts related to fiber
sensors and soft electronics sensors.

2.1. ECG sensors in the garment

Electrocardiogram is a signal of primary importance in
biomedical monitoring. Integrating the electrodes into
a garment, miniaturizing and eventually distributing the
electronics in the clothes are challenging goals which aim
at strongly increase user comfort, and therefore ease and
enhance the long-term monitoring of ECG signal (longer
than 24-48 hours). The classical electrode patches are very
efficient but not suited for integration into a garment. An
innovative solution consists in alternating normal yarns and
metallic yarns in the fabric at the location of the electrodes.
Optimization of this technique has led to sufficiently good
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Fig. 4. ECG electrode woven in the fabric, as implemented in
the IST European project WEALTHY.

a)
1.2 1
1.0
0.8
0.6
0.4
8 0.2
m
0
-0.2
-0.4
-0.6
-0.8 | 1

29 29.5 30 30.5

Time [s]

b)

ECG

04 : : :
58 58.5 59 59.5

Time [s]

Fig. 5. ECG signal as recorded at rest with torsion artifacts:
(a) without the membrane and (b) with the membrane. Sig-
nals have been recorded at Smartex in the IST European project
WEALTHY framework.
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signal quality, compared to classical electrode patches. Fig-
ure 4 shows an example of ECG electrode woven in the
fabric [2, 5].

Two major problems have to be solved in addition to make
the acquired signal useable:

— the signal acquisition must be performed while the
subject is moving;

— good contact with the body skin is necessary.

Since it is not possible or wanted to ask the user to re-
main quiet during the measurements, signal processing has
to be used to remove signal artefacts due to movements
during the acquisition. Information about the activity and
movements of the persons can of course be very efficiently
used to really enhance the ECG signals (refer to Subsec-
tion 3.1.1). Their acquisition requires additional tissue and
non-tissue sensors. Furthermore, the contact between the
body skin and the fabric electrodes can be strongly im-
proved by using a hydrophilic membrane during the mea-
surements [5].

The ECG measurements obtained are of satisfactory quality
under mild movement as seen in Fig. 5.

2.2. Activity and posture sensors in soft electronics

Two types of sensors can be used, depending of the required
accuracy versus the power consumption and their location:

— piezoelectric sensors are directly woven in the fabric
(fabric sensors);

— non-tissue sensors are monolithic integrated circuit
such as solid-state accelerometers.

The former ones are completely buried in the fabric, and
represent a good solution when activity measurement in-
cludes not only the activity of the body as a whole, but
also and separately, the measurement of the movements of
the arms, shoulders, legs, knees and other body areas. The
drawback is a lower signal quality compared to those ob-
tained with more complex solid-state devices, which often
directly include also signal conditioning, power supply de-
coupling, etc. Sensor chips and very small sensors have to
be encapsulated in special packages that are affixed to the
textile fabrics.

In both cases, fine conductive materials woven into the fab-
ric provide the necessary electrical connections for the sig-
nals, sensor control and power supply. The interconnection
between the sensors, the electronics and the textile is still
a challenge. Several solutions have been proposed in the lit-
erature. The Georgia tech wearable motherboard (GTWM)
has represented a significant step in the connection of sen-
sors and the communication modules [6, 7]. The routing
of data communication and power supply was for instance
further addressed in [8]. The electrical impedance of the
yarns is much higher than standard wires making more dif-
ficult the acquisition of sensor signals and the transfer of
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data with limited sensitivity to the electromagnetic envi-
ronment. Two technologies are summarized in [1]:

— conductive yarns of the fabric are prepared for contact
with the electronic circuit by soldering tiny metal
contacts to wire-bond the circuit. The module and
the wires are then molded for mechanical protection;

— thin flexible circuit board with electrodes is glued to
the textile before being molded.

2.3. SpO; sensors embedded in an earphone

To measure SaO optically, two light-emitting diodes are
used to illuminate the tissue, such as a fingertip. One light
is red (e.g., 660 nm) and the other is infrared (e.g., 940 nm).
The absorption of the infrared light is very dependent on
the SaOy, and the red light is less dependent of this value.
Therefore the ratio of the light intensity as detected on cor-
responding photodetectors can be used to drive an output
display calibrated to give the SaO; value. This method is
referred to pulse oximetry and is nowadays the standard
non-invasive way of estimating the SaO,, which we re-
fer as SpOy for saturation pulsed oximeters. The emitter
(LED) and receiver (photodiode) can be placed either side
by side on the surface of the skin tissue, or on each sides
of it leading to the two techniques: reflectance and trans-
mittance. The transcutaneous reflectance oximeter has the
advantage to allow monitoring of SaO; transcutaneously
at various locations on the body surface, including more
central locations such chest, forehead, limbs, that are not
accessible via trans-illumination oximetry.

Fig. 6.
(© CSEM).

Earphone-based sensor together with a recorder

Oximeters present important errors due to light attenua-
tion by absorption, refraction, and multiple scattering from
undesirable organs. And because of differences in the prop-
erties of skin and tissue, variation from individual to indi-
vidual in attenuation of light causes calibration problems.
Problems with both transmission and reflectance oximetry
include poor signal with body movement [30, 31]. These
artifacts can be generated in different ways: when the sub-
ject is performing body movements, hence modifying the
physiology of the tissue under gravity and probe pressure
on the skin, when the different layer of the sensed tissues
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are modified by small muscle or nerve activities induced by
strain or stress, and when the light probe-tissue coupling is
modified through the time by displacements of the probe
on the surface of the sensed tissue. Also, a reduced per-
fusion (hypoxemia) of the tissue leads to wrong estimates
of the SpO2 value. A new sensor encapsulated in a stan-
dard earphone system (see Fig. 6), which can improve the
reliability of such sensor under daily activities, is under
development [28, 29] (see Subsection 3.1.1).

The sensor device comprises standard red and infrared
lights working in trans-illumination, and is accompanied
by a two dimensional accelerometer for motion compensa-
tion using digital signal processing algorithms. The final
design of the SpO, sensor will include an interconnection
layer to transmit the signals to the processing layer. Arte-
fact removal is described in Subsection 3.1.1.

2.4. Signal conditioning and connectors issues

“Non-tissue” sensors are to be conditioned as recommended
by their manufacturers, with special care on miniaturization
and low-power consumption of the conditioning circuits.
The same care must of course also be brought to the condi-
tioning of tissue sensors. The non-idealistic characteristics
of the latter, for instance impedance, bandwidth, linearity
and passive nature (compared to integrated circuits), make
the signal conditioning even more critical: on one side the
signal conditioning has to damper the characteristics limi-
tations of the sensors and on the other side it has to allow
the extraction of the significant physiological signals from
usually weaker acquired signals.

Interconnections, power supply and packaging require very
special care, since the garment has to be soft and washable:
interconnections have to be very small and robust and pack-
aging should provide temperature, shock and water resis-
tance while remaining small and not incommodious for the
user. The problem of interconnection has to our knowledge
not been satisfactorily solved yet, while some solutions have
been proposed (see [1] and references therein). The main
problem is bonding fabric sensors to soft/hard-electronic
boards where data path connectors are discrete in space.
Wire bonding methods are tedious and are still to be hand
made and thus not suitable for production.

3. Digital signal processing

3.1. Noise and artifact reduction, feature extraction and
classification

3.1.1. Noise and artefact reduction

Digital signal processing (DSP) algorithms for noise and
artefact reduction have been used in many applications.
Biomedical engineering uses these techniques more and
more often since the data recorded are often corrupted by
environmental noise sources (intensive care units) or from
undesirable physiological sources, or from the fact that the
sensor-tissue interface is not reliable and stable in the time.
Such sensor-tissue interface problem is even more dramatic
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when sensors are embedded in the garment. If the num-
ber of signals extracted from the sensors is not too large,
DSP algorithms can be implemented in the sensing layer.
Otherwise, the DSP should be performed in the processing
layer. Advantages of performing the DSP locally are that
the information to be transmitted to the processing layer
can be amplified and denoised for optimal performance of
the transmitter/receiver coding/decoding strategies. Also,
the source and channel coding algorithms are performing
better when the noises and artefacts are reduced to a mini-
mum. Another reason to perform the noise reduction at the
local level is the possibility to reduce the number of signals
to be transmitted for further processing, especially when
sensors-in-the-garment are used. Indeed, sensors placed in
the garment are not reliable by essence but the redundancy
is used to compensate for that. An increased number of sig-
nals are thus acquired and local digital processing is used to
extract a reduced number of enhanced information signals.
“Voting”-like algorithms like data fusion are thus used to
this purpose.

Noise reduction techniques have always to be adapted to
the signals at hand, and also depend on the features to
be extracted from them. Well-known techniques are for
instance based on Wiener filters (WF) [6], wavelet de-
composition (WD) [10] and principal component analy-
sis (PCA) [11]. The use of one or the other depends on the
nature of the signal such as the stationarity, the statistics
of the information and the noise signal. Figure 7 shows
a denoised ECG using WF, WD, and PCA. The WF gives
the worst result, while WD and PCA give similar good
performances. In most of embedded solutions, recursive
or adaptive implementations of the above-mentioned signal
processing techniques are necessary. For instance, adaptive
PCA algorithms like APEX are quite appropriate for en-
hancing rhythmical signals [40], as well as other adaptive
blind source separation techniques [41, 42].

Artefact reduction techniques are often based on linear fil-
tering algorithms [32]. An artefact-correlated signal is most
of the time needed for the removal. The estimation of these
filters also depends on the number of signals at hand and
the hypothesis of the origins of the information signals.
Correlation techniques based on the Gaussian hypothesis
leads to the well-known least square solutions, while the
non-Gaussianity of the signals can be a good reason to
use independent component analysis tools [42]. The result-
ing filters are anyway always linear. Adaptive implementa-
tion of these filters is often used because they require less
computing and memory resources than their block-based
counterparts (see Subsection 3.2 for details about imple-
mentation) [40, 41]. In ambulatory conditions, movement
artifact removal can be done using acceleration signals mea-
sured close to the sensor. Artifact removal is aimed at re-
covering the information signal that is masked or distorted
due to body movement and resulting in modification of
physiological properties of life tissues or organs.

An example of artefact reduction is presented hereafter for
heart rate and possibly SpO, estimation. Artefact reduc-
tion/rejection techniques for robust SpO2 estimation during
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Fig. 8. Spectrograms of the infrared signal: (a) before, and (b) after artifact removal.
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low perfusion and movement artefacts have been developed
since about 20 years. The first technique dealing with arte-
facts is the rejection method that use an artefact detection
followed by a rejection of the corrupted data. This tech-
nique is well suited for short time period but not at all
for ambulatory applications where periods of corruption
can extend to several minutes. For this reason, signal en-
hancement techniques have been developed [22, 29, 30, 31].
Figure 8 shows the spectrogram (joint time-frequency rep-
resentation) of band passed (0.5 Hz — 8 Hz) infrared signals
before and after artifact removal, acquired on a subject who
was performing alternatively jogging and walking activi-
ties. We clearly distinguish the heart pulse wave together
with rhythmical movements in Fig. 8a, while only the heart
pulse wave can be seen in Fig. 8b after movement artifact
have been removed.
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Fig. 9. Estimated heart rate from the enhanced signal who’s
spectrogram is shown in Fig. 8b.

It is also possible to extract the heart rate from these
enhanced signals using robust statistical signal process-
ing [22, 29]. The calculated heart rate is showed in Fig. 9.
Note also that the head movements, extracted from ac-
celerometers placed in the earphone, have been recorded
and processed to extract some information concerning the
type of activity the subject is performing. The color bar
at the bottom of Fig. 8 indicates the type of activity: red
means that the subject is walking or running, and blue that
he is not performing movements. Finer analysis of body
movement can be performed and is presented in Subsec-
tion 2.2.

3.1.2. Feature extraction and classification

Feature extraction is the essential part of the processing
prior to any classification schemes. Features depend on
the signals and can be signals variability indices, power
densities in physiologically relevant frequency bands, sig-
nal model’s coefficients (i.e., autoregressive or lumped
models), transfer and coherence function, or entropies.
The choice of a pertinent small size feature set can improve
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a lot the personal classifiers task. Many classification algo-
rithms exists such as: linear vector quantization, C-mean,
fuzzy C-mean, support vector machine (SVM), hidden
Markov models (HMM), self organizing maps (SOM), arti-
ficial neural networks (ANN), Bayesian learning (BL), deci-
sion trees (DT), discriminant analysis (DA) [37-39]. Some
of them are much too complex to be thought of being im-
plemented in DSP processors. Mainly three approaches
can be retained for low-power wearable applications: DA,
HMM, BL, and ANN.

For instance, if we are interested by cardiovascular dys-
function monitoring, the ECG and its related QRS-T com-
plexes time series such as RR and QT, gives much in-
formation on a beat-to-beat basis. Fluctuation analysis of
such signals and extraction of features lead to a finer anal-
ysis of the behaviour of the cardiovascular system. For
instance, so-called HRV indices including power in the
very low frequency (VLF: 0 Hz — 0.04 Hz), low fre-
quency (LF: 0.04 Hz — 0.15 Hz) and high frequency bands
(HF: 0.15 Hz — 0.4 Hz), and LF/HF ratio have been used for
monitoring sympathetic/parasympathetic dysfunction [20],
and anesthetic level. Wearable systems have used HRV
for monitoring stress level as presented in [21]. Figure 10
gives an example of such indices for RR and QT time se-
ries extracted from a subject in walking and running condi-
tions. The cardiovascular response to the physical activity
is clearly indicated by all indices. In particular the walking
activity from O to 10 min and from 25 to 35 min is distin-
guishable in the LF/HF ratio in the RR time series, while
not in the QT ones. The walking activity is also different
after the running activity than before it. The running activ-
ity from 10 to 25 min gives rise to LF/HF changes in both
RR and QT data.

Other stochastic features can be used for HRV analysis such
as, renyi, spectral and approximate entropies. Nonlinear
features have been shown to be much more sensitive to
noise and signal distortions and are not recommended. For
most of them, they require lots of computing power and
are thus not recommended for online implementation on
low-power DSP.

Human movement monitoring is essential because it gives
information about body gesture and movement. Accelera-
tion signals gives important information regarding the type
of activity the subject is doing.

The aim of the classification of the activity signals is to
detect non-stationary segments and to provide information
about the physical activity of the subject. Typical activ-
ities that can be classified are: static, running, walking,
cycling, and non-rhythmical movements. Features are ex-
tracted from the acceleration signals using dedicated sig-
nal processing and information theory such as variance,
spectral frequency power and entropy estimations [24, 29].
Actigraphy is aimed at long-term monitoring of activity.
Someren et al. have presented such a system in [24] using
a single-axis accelerometer. Other approaches have been
proposed using three single-axis PCB mounted device for
3D acceleration sensing [25, 26].
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Fig. 10. Online extracted RR and QT time series on a running and walking subject together with the LF, HF and LF/HF features.

We developed a three two-axis accelerometer system and
used hidden Markov model to classify the features accord-
ing to the previously defined classes [23]. This choice was
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Fig. 11. Example of activity classification together with 3D

acceleration signals as measured on the chest with ADXL202.
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motivated by the fact that hidden Markov models includes
temporal information into the model. Figure 11 shows an
example of activity classification. Due to discomfort caused
by sensors attachment, in certain cases, current kinematic
systems are not easy to use during long term monitoring of
physical activity. We have worked on a two-axis accelera-
tion sensor located in a headphone for movement artefact
heart rate cancellation and also actigraphy [29]. For this
reason, we intend to locate the kinematic sensors along with
the ECG and respiration sensors in the same wearable (see
Subsection 2.2).

3.2. System architectures for low-power processing

3.2.1. Energy per operation and energy
per transmitted bit

A body area network (BAN) is a collection of nodes that
all contain sensors, on body wires or RF link and some
digital processing. Some sensors capture the physiological
signals. Processing is then performed on the data and trans-
mitted by wires or wirelessly to other nodes or base stations
(Fig. 12). The main challenge is the reduction of the power
consumption of each node and of the overall system.

97



Patrick Celka, Rolf Vetter, Philippe Renevey, Christophe Verjus, Victor Neuman, Jean Luprano, Jean-Dominique Decotignie, and Christian Piguet

Internet

GSM

Fig. 12. Sensor array architecture for processing and transmission
of biosignals.

The total power has to be optimized by analyzing the trade-
off between the energy cost of computing and transmission.
Since the wire or radio transmission per bit is very power
hungry, the low-power constraint does not allow transmit-
ting the whole physiological data captured for doing the
required processing remotely. This processing has there-
fore to be done locally and hence requires very low-power
techniques for the chip design. This dramatically reduces
the energy required for the extraction of the desired infor-
mation as explained below.

The I/O power is roughly 50% of the total power of a chip.
The capacitance of an I/O wire on a board is roughly be-
tween 50 to 100 pF. Some low power techniques have to
be used, for instance a low voltage swing an a wire; at
200 mV, the power per wire could be 1 mW at 1 Gbit/s
while it would be 20 times more at full swing [18]. The
peak current is also an issue, as there is no decoupling
capacitance to absorb large current spikes. The latter gen-
erate a lot of noise and it is a good practice to separate the
supply voltages of the I/O and of the chip core [18].

On the wireless communication side, a bluetooth link is as-
sumed to consume 80 mW in sending mode and 10 mW in
receiving mode and is therefore not a low-power transceiver.
In ISM bands (434 and 868 MHz), low-power RF front-
ends are reported, consuming about 1.8 mA at 0.9 V in
receiving mode and 10 mA in sending mode in a 0.18 yum
technology [19].

However, the average power consumption is mainly related
to the duty cycle of the transmission process. If the nodes
are most of the time in sleeping modes, the average power
could be acceptable. So the tradeoff between the num-
bers of transmitted bits and the possible local computation
achieved in the SoC itself has to be defined taken into ac-
count the duty cycle.

The energy per transmitted bit compared to energy for pro-
cessing is an interesting feature:

— roughly about 100 nJ/bit is required for radio trans-
mission (short distance, about 1 m);
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— roughly 1 nJ/bit is necessary for wire transmission
on a printed circuit board (at full swing);

— it could be more than 1 nJ/bit for wires embedded in
clothes;

— the energy per operation in a general purpose pro-
cessor is roughly 1 nJ/operation;

— 0.25 nl/operation or less is required for a DSP core;

— 0.001 nJ/operation or less is necessary in specific co-
processors and random logic blocks.

In most of the applications in the e-health domain, the elec-
trocardiogram (ECG), respiratory pattern (RESP) and ac-
tivity (3DACC) are essential. If we assume that one node
capture these signals and that ECG, RESP and 3DACC are
sampled at 500, 40 and 40 Hz at 16 bits giving a total
of 10.56 kbit/s, and sends these data without processing
through 10 nodes and finally by RF link to a base station,
the total energy per second or power consumption is:

10 nodes - 10.56 kbit/s - 1 nJ (wires) + 10.56 kbit/s - 100 nJ
(radio) = 1 160 000 nJ/s = 1 160 000 nW.

Let us assume now that this given node performs a local
processing with a low-power DSP core to extract the heart
rate (HR), QT and ST, breath rate (BR), and activity class
(4 classes) which represents the information. The number
of bits to be transmitted per second is reduced to 100.
To perform this parameter extraction, the DSP needs for
instance 100 000 operations per second (as well as some
operations to receive-send data in each node, i.e., 10 000
operations per second and per node). The total energy per
second or power consumption is the following:

100 000 operations/s - 0.25 nJ (operation) + 10 nodes -
10 000 operations/s - 0.25 nJ (receive-send) + 10 nodes -
100 bit/s - 1 nJ (wires) + 100 bit/s - 100 nJ (radio) =
70 000 nJ/s = 70 000 nW.

The power consumption is reduced by a factor of 16 in the
second case. The radio energy is generally the largest one,
but in the second example, using a DSP core instead of
a general purpose processor helps to reduce the total en-
ergy from about 3 000 000 nJ to 25 000 nJ (a factor of 120,
from 3 000 000 operations at 1 nJ per operation (as a mi-
crocontroller, compared to a DSP, requires about 30 times
the number of operations for the same task) to 100 000 op-
erations at 0.25 nJ per operation). It is therefore mandatory
to design very low-power DSP cores for such applications.

3.2.2. Implementation issues

Digital signal processors implemented in modern submi-
cron CMOS technologies require many transistors. The
MACGIC DSP core [16] has 500 000 transistors and up to
1 million with memories. However, in 0.18 ym technology,
the silicon area is a few mm?. The main problem is defini-
tively the power consumption for a given level of perfor-
mances for battery-powered application. It is why the sup-
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ply voltage is drastically reduced, as power consumption
is proportional to Vdd?. The MACGIC DSP, at very low
supply voltage (0.8 V) but at low speed (5 MHz) consumes
about 1 mW executing 60 millions of operations per sec-
ond (MOPS). It can be translated in 60 000 MOPS/W or
0.02 mW/MOPS.

According to [12], Table 1 shows the evolution of DSP
processors. To succeed in the mentioned performances
end 2012, very new ideas have to be proposed and tradeoff
between performances, power consumption and flexibility.

Table 1
Performances of DSP processors
Parameters Years

1982 1992 2002 2012
Technology [(m] 3 0.8 0.18 0.02
Nb MOS 50K 500K M 50M
vdd 5.0 5.0 1.0 0.2
MHz 20 80 500 10K
MOPS 5 40 5K 50K
MOPS/W 4 80 10K M
mW/MOPS 250 12.5 0.1 0.001

Some interesting implementation techniques can be intro-
duced at power management level. The goal is to provide
variable and very low supply voltages and reduced operat-
ing frequency for dynamic voltage scaling (DVS) as well as
bias voltage to increase transistor threshold voltages (Vi)
in idle modes. The power management strategy has to take
into account many parameters, such as the tasks of the ap-
plication, task deadlines and the number of cycles of the
tasks. It can be implemented on a micro-operating system
executed in an embedded micro-controller [17]. It is based
on the state transitioning times, i.e., the overhead for turn-
ing off (save processor state) and wake-up in a finite (how
long) amount of time. This requires predictions about the
workload of the tasks that have to be executed.

4. Communication

If we look at Fig. 2, communication takes place between
any two adjacent sub-layers. At the lowest layer, between
the sensors layer and the local signal conditioning layer
signals from the sensors are transported in raw analogue
or digital form. Between the local signal conditioning and
the local signal processing layers and above the informa-
tion is likely to be carried in a digital form. This opens the
door to communication using local area network technolo-
gies such as fieldbusses [33] or wireless sensor networks.
In the sequel of this chapter, we will restrict our discus-
sion to networked digital communication and address the
issues raised when introducing networks to transport the
information at the various levels depicted on Fig. 2. Com-
munication may use wires or be wireless. Both cases will
be discussed. Communication may also take place between
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the person and its environment as in Fig. 1 between the
portable based unit and some fixed computer giving access
to the Internet. This type of communication that operates
in parallel with the communication between the worn units
is more conventional and will not be detailed here. We will
however discuss its impact on the storage of data within the
whole system.

4.1. Advantages of network based solutions

As compared to conventional point to point links, net-
worked based solutions exhibit a number of interesting ad-
vantages:

e [t is possible to transport control information in ad-
dition to the process data. In particular, this permits
remote access to diagnosis and calibration functions.

e Cabling costs are reduced. This includes cables, con-
nectors, planning, installation, commissioning and
maintenance.

e Acquisition and processing may be easily separated.
Changing a sensor will not affect the rest of the sys-
tem if the interface does not change.

e Extensions may be performed much quicker and at
lower cost because few cabling if not no cabling at
all is necessary.

e Values from a sensor or any application may be trans-
mitted to any other node. This avoids duplicating
sensors and cables.

e Better signal quality as analog values are converted
close to their source.

There is however a price to pay. The main drawbacks are:

e Slower data transfers as the medium is shared by all
transfers (as compared to a dedicated line for each
transfer). This also directly impacts the temporal
consistency (see below).

e The network is a single point of failure.

4.2. Requirements

Since the advent of sensor networks in the mid 80 s,
a number of studies have addressed the requirements that
such networks should fulfill. The work done under the In-
ternational Standard Organization is a good example of
them [34]. The main requirements are the following:

e Handle periodic traffic with different period dura-
tions. This is due to the nature of most signal pro-
cessing applications that are based on periodic sam-
pling of the inputs.

e Handle sporadic traffic with bounded latency. Spo-
radic traffic, sometimes called aperiodic, corresponds
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to transfers on demand of an application. For in-
stance, a number of applications are triggered by
events occurring at their inputs. The events should
hence be transported as soon as they appear (not a in
a periodic manner) whereas the occurrence in time
of the event is not known a priori.

e Provide indication for temporal consistency. The fact
is that control or acquisition systems expect that dif-
ferent sensed values correspond to sampling instants
that should be close to each other (within a few per-
cents of the sampling period). This is very easy to
achieve when the inputs are connected directly to the
computer on which the application runs. When us-
ing networks, latencies are such that this property
is lost if no additional mechanism is present. The
network should hence provide ways to support this
property, named temporal consistency, and to know
if a set of values exhibits the property. Note that so-
lutions based on clocks are not sufficient to support
the property. Sometimes the age (time elapsed since
sampling) of a data, also called absolute temporal
consistency, is also important to its users.

e Allow for quasi-simultaneous sampling of a number
of inputs. This is a direct consequence of the tem-
poral consistency requirement. This applies most of
the time to periodic traffic but may occasionally be
required for on demand transfers.

e For sporadic traffic, provide ways to know the or-
der in which events have occurred. An application
will take different decisions depending on the order
in which events have occurred. As the events are po-
tentially detected on different nodes of the network
and may be transported in a different order than the
occurrence order, there should be a way to find out
the order.

e Transfer data from one node to another or simulta-
neously from one node to a number of others.

e Be resilient to interference, vibrations, etc.

e Offer a low cost solution. The cost picture includes
the devices (nodes, connectors, cables, hubs,
switches) as well the planning, installation, commis-
sioning and maintenance expenses.

Although these are not the only requirements, they are the
major ones that make sensor networks different from other
networks found in the office environment.

4.3. The special case of wireless transmission

Wireless transmission means (optical, radio, induction, etc.)
are very appealing because they suppress the interconnec-
tion problems caused by wires. The typical example is the
SpO> sensors at wrist, finger or ear, and blood pressure
sensor at the wrist level which preferably would need wire-
less link. However, they add a number of constraints that
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should not be underestimated. The properties that have the
strongest impact are:

Compared to cables, radio transmissions suffer from
bit error rates (BER) that are some orders of magni-
tude higher. BER of 1073 to 10~ are usual whereas
in cables one may expect BER ranging from 10~/
to 1079, Error detection schemes should hence be
enhanced accordingly.

Radio transmissions suffer from frequency selective
multipath fading. Waves may follow different paths
that interfere destructively at the receiver site. This
results in impossibility of communication at some
point in space. Using spread spectrum techniques
can mitigate this effect.

Perturbing systems can easily jam radio transmis-
sion. This is especially true in the ISM (instrument,
scientific and medical) bands. For instance, in the
2.4 GHz band, high power medical devices are al-
lowed. They may completely suppress all communi-
cations for long periods of time.

The signaling rate is most of the time limited to
a few tenths of kilobits per second and seldom ex-
ceeds 10 Mbit/s.

Spatial reuse is low as spectrum is limited. This
means that coexistence of several systems in the same
area should be either planned (code or frequency al-
location) or the medium access control should be de-
signed in a way that takes care of the interference
between systems.

Transmission distances are smaller but this is not
a problem in our case.

Higher cost. Due to its intrinsic complexity, radio
transmission is more expensive than cable transmis-
sion. However, this cost may be offset by lower in-
stallation costs.

The radio bands cannot be used freely. There are
a number of “free” bands, most of them ISM, but
their use is governed by a number of rules. For in-
stance, some bands are not allowed to be used 100%
of the time. Duty cycles as low as 0.1% can be found.
Finally, the number of bands that are available world
wide is very restricted. The 2.4 GHz ISM band is
among this few.

While taping a cable requires physical access to the
installation, spying radio communication can be done
easily. If required, special measures should be added
to ensure confidentiality.

When is wired transmission is used, power can be
transported in the same cable. With wireless, nodes
may have to operate on batteries. This calls for spe-
cial battery conserving transmission techniques.

Wireless light transmission may also be used. It is however
less common because direct visibility is required. Generally
speaking, solutions designed assuming a wired connection
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cannot be used on wireless transmission without important
modifications [35]. In addition, contrary to wired com-
munications, it is wise to design solutions that are able to
withstand absence of communication for long periods of
time. This is a direct consequence of the first three prop-
erties depicted above.

4.4. Communication architecture

Communication takes place on the person (body area net-
work) between all the worn devices and between the person
and the external world for instance between the portable
base station and a fixed computer that gives access to the
Internet (Fig. 1).

In the first case, as mentioned above, a communication
network may be inserted between any two adjacent layers
(Fig. 2). This suggests that more than a single network
may be used. However, in the context of wearable sys-
tems, it seems unlikely that multiple networks will coexist
on the same person. This means that, either communica-
tion may violate the layered approach, or all the connected
devices comply with the layered approach in such a way
that communication takes place at a single level. A logical
solution would hence be to put the network between the
sensing layers and the processing layers. Violating the lay-
ered approach is also possible. It would however put more
constraints on the network.

The above subsections may give the impression that com-
munication must be either wired or wireless. This is by
no means implied here. On the contrary, it is perfectly
possible to build a solution that combines both types of
medias [36].

Communication between the person and the external world
may use conventional networks such as wireless LANs pro-
vided the application is able to comply with the limitations
of such networks in particular in terms of real-time guar-
antees and consumption. This has strong implications on
the presence of local storage on the body worn units as
discussed in the next subsection.

4.5. Storage and transfer of data

Generally speaking storage is a necessary evil to compen-
sate for the asynchronisms in the overall system. In other
words, would the applications and the communication sys-
tems be predictable, storage could be reduce to a mini-
mum if not suppressed. With the use of wireless networks,
buffering may also be necessary to cope with the periods
of inaccessibility in which the units cannot communicate.
In such a case, transfers will occur in bursts when the units
can communicate. The normal throughput of the network
should hence be larger than the average throughput required
by the applications. Between bursts, processed data should
be stored locally. An extreme case would be a worn unit
that communicates with the care center once a week. Ob-
viously, the local storage should be large enough to retain
a week of data. Furthermore, the connection between the
patient and the center should provide enough throughputs
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to transfer the stored data in a reasonable amount of time
(a few seconds or minutes).

Even in the case of a permanent connection between the
patient and the care center, storage should be planned on
the patient to account for the possible losses of connections.

In the context of wearable systems, buffering may occur
at different places. It may occur within the sensing layers,
within the processing layers or both. The first case is less
frequent for at least two reasons:

e Algorithms in the processing layers are executed in
a periodic manner. If data is missing, it is not possi-
ble to wait until it is retransmitted at a later instant.

e Retransmissions when the first attempt did not suc-
ceed create unpredictable behavior and potentially
double the necessary network bandwidth. This in
its turn increases the cost and should be avoided.

There are however cases in which all data should be kept
and storage should be performed at the sensory level.
Storage in the processing layers is more common because
asynchronism is possible (off line processing) and units at
this level tend to be in lower numbers making the storage
comparatively cheaper.

5. Conclusions

Wearable sensing is far from being mature and needs lots of
improvements concerning the power distribution and the er-
gonomics of the systems. User functionality performances
and clinical relevance of the extracted information will im-
pinge on the final market potentials, rather than the indi-
vidual sensor technical performances.

Communication between wearable units is largely governed
by the special needs of signal processing of sensory infor-
mation. If there are adequate solutions running on wires,
existing wireless solutions do not comply with the require-
ments. Even in the case of wireline solutions, some pro-
gresses should be made to reduce further the power con-
sumption and cope with the special nature of fabric em-
bedded connections.

This paper has shown the emerging technological architec-
tures, possibilities and limitations of wearable biosensing.
Without doubts, within 5 to 10 years, some of these sys-
tems will become available on the market, and CSEM is
aimed at playing a central role concerning the electronic
and signal processing in wearable biosensors and systems.
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WEALTHY - a wearable

healthcare system: new frontier on e-textile

Rita Paradiso, Giannicola Loriga, Nicola Taccini, Angelo Gemignani, and Brunello Ghelarducci

Abstract— A comfortable health monitoring system named
WEALTHY is presented. The system is based on a wearable
interface implemented by integrating fabric sensors, advanced
signal processing techniques and modern telecommunication
systems, on a textile platform. Conducting and piezoresistive
materials in form of fibre and yarn are integrated in a gar-
ment and used as sensors, connectors and electrode elements.
Simultaneous recording of vital signs allows extrapolation
of more complex parameters and inter-signal elaboration that
contribute to produce alert messages and patient table. The
purpose of this publication is to evaluate the performance
of the textile platform and the possibility of the simultane-
ous acquisition of several biomedical signals.

Keywords— fabric sensors, fabric electrodes, physiological
signs.

1. Introduction

One of the emerging new tendencies for healthcare moni-
toring systems is rising from areas relatively far away from
the traditionally involved technologies.

During the last decade we have assisted at a revolution
in telecommunication domain, while during 80’s the elec-
tronic devices scale has shifted from a micro to a nano
dimension. Nowadays, a new generation of monitoring de-
vices based on the growth of the knowledge derived from
the past research experience and on the use of textile multi
sensing interfaces is rising.

The systems have to combine the advances of telecommuni-
cation, microelectronics and material science to guarantee
a continuously remote monitoring of multiple physiological
functions, as well as comfort and wearability. The spotlight
is shifting from external environment control to human ori-
ented systems, where the subject-actor is constantly virtu-
ally linked and interactive.

This tendency is changing dramatically the common life
style, as well as the needs of people. Citizens are becoming
more and more used in telecommunicating and in manag-
ing information, and the idea of a surrounding virtual world
is no more an alien concept. New tools are being developed
to be used every where, during normal life, capable to help
people to increase their health status awareness, to train
them to act at a preventive level by modifying their life
style, to give them the feeling of a reassuring link. The in-
teraction between physician and patient is growing in qual-
ity and the contribution is coming from both sides.

New systems designed to be minimally invasive, based
on flexible and smart technologies conformable to the hu-
man body are conceived to improve the autonomy and

42005

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

the quality of life of patients. They are also cost-effective
in providing around-the-clock assistance, in helping physi-
cians to monitor cardiac patients during rehabilitation
phase, in decreasing hospitalization time.

The system can also assist professional workers subject
to considerable physical and psychological stress and/or en-
vironmental and professional health risks.

The aim of the work presented is to set up a fully integrated
garment system, able to acquire simultaneously, in a “nat-
ural” environment a set of physiological parameters. The
system is designed to be minimally invasive, comfortable
and wearable, to this aim conductive and piezoresistive ma-
terials in form of fibre and yarn are used to realize clothes
where knitted fabric sensors and electrodes are distributed
and connected to an electronic portable unit, the acquired
signals can then be transmitted to a remote monitoring sys-
tem.

The simultaneous recording of vital signs allows param-
eters extrapolation and inter-signal elaboration [1, 2] that
contribute to produce alert messages and personalized ta-
bles of user’s health.

2. The WEALTHY system

Strain fabric sensors based on piezoresistive yarns, and fab-
ric electrodes realized with metal based yarns, enable the
realization of wearable and wireless instrumented garments
capable of recording physiological signals and to be used
by the patient during everyday activity. Breathing pat-
tern, electrocardiogram, electromyogram, activity pattern
or behaviour, temperature, can be listed as physiological
variables to be monitored through the proposed system.
A miniaturized short-range wireless system can be inte-
grated in the sensitive garment and used to transfer the sig-
nals to the WEALTHY box/PCs, PDA and mobile phones.
An “intelligent” system for the alert functions, able to create
an “intelligent environment” by delivering the appropriate
information for the target professional is the complemen-
tary function to be implemented. The system is targeting
the monitoring of patients suffering from heart diseases
during and after their rehabilitation.

3. WEALTHY functions

The WEALTHY system has been developed as the integra-
tion of several functional modules. The main functions are
shown in Fig. 1, namely: sensing, pre-processing, trans-
mission, processing and data management.
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The garment interface is connected with the portable
WEALTHY device where the local processing as well
as the communication with the network is performed.
A knitted fabric platform containing insulated conductive
tracks connected with sensors and electrodes has been im-
plemented to make the cloth. Most signals are transmit-
ted unprocessed to the monitoring system where they can
be analyzed off-line. In order to reduce the needed data
capacity of the wireless link to the central monitoring sys-
tem, some sensor signals are processed by the portable
patient unit (PPU) to extract essential parameters. Local
pre-processing of signals has to be decided in a trade-off
between the gain in term of wireless link occupancy and
the increase of needed local processing power.

\ 4

/Analogic signal
conditioning

o

Signal
processing

}

GPRS
transmission

X

Fig. 1. Overall WEALTHY function.

The ECG leads that can be gathered are:
— precordial V2 and V5;
— einthoven D1, D2, D3.

ECG signals are sampled on the PPU at 250 Hz, a lo-
cal processing is applied in order to extract parameters
with a higher sampling rate, so that ECG parameters, such
as heart rate (HR) value and QRS duration can be computed
with a significant number of samples.

In order to decrease the amount of data transmitted by
GPRS, the ECG signal is decimated to obtain a sampling
rate of 100 Hz, and the operator at the monitoring centre
can view and record only one ECG signal by selecting the
desired one.

Respiration and movement activity come from piezoresis-
tive sensors, sampled at 16 Hz. The signals from these
sensors are transmitted without local processing.

The PPU is designed to have a simple user interface, a few
LEDs and a buzzer for user warning purpose and a button
to let him manually trigger an alarm. The PPU electronics
is built on an “Europe” form factor board (first prototype di-
mension: 160 mm x 100 mm, first prototype weight: 400 g)
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and packaged in a metallic enclosure. It contains the nec-
essary functions to condition physiological signals, such
as filtering, digital analysis and to perform specific higher
level processing like HR extraction, run the application, as
well as communicate over GPRS with a monitoring centre.
All the circuits, sensors and communication module are
powered by a 1100 mAh/3.6 V lithium battery. The battery
autonomy ranges between a few hours and eight hours, de-
pending on the level of use of the GPRS link. It can be
recharged using a dedicated front panel connector.

The WEALTHY central monitoring system is a s/w module
interpreting physical sensor data received from the PPU and
representing them in simple, graphical forms. It will be
used by the proper staff in order to judge the automatically
generated alerts and forward only the critical alerts to the
doctors and the patients.

The central monitoring system performs the following
tasks:

— coordinates and controls the data flow between the
different actors;

— collects and stores the data transmitted by the sensors
integrated in the WEALTHY garment through the
portable patient unit;

— continuously monitors vital health parameters of the
patients;

— generates alerts to inform doctors for critical health
situations;

— gives access to the central database to doctors and
other health professionals;

— presents to the qualified users the health situation
of the patients using different user-friendly interfaces.

All the monitoring system modules are able to run on
a single computer without the need of dedicated high-end
Servers.

The final aim is to recognize those parameters that define
an event. Several statistical tools based on a multifunctional
analysis, such as principal component analysis (PCA) or in-
dependent component analysis (ICA), may be used for this
purpose. In order to offer full mobility to the patient or the
user, the acquired signals are transmitted wirelessly from
the PPU to the remote monitoring system. The commu-
nication is based on TCP/IP that is the standard protocol
for GPRS communication. For GPRS bandwidth limitation
reason, the monitoring centre shall select the ECG lead
to be transmitted (one at the time). All signals are sent
in quasi real-time to the remote monitoring centre.
Off-line processing, depending on the application, is carried
out at the monitoring centre. A preliminary list includes:

— tachogram;
— ST deviation;

— T wave area;

spectral analysis of RR signal.
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Combining these parameters and the information obtained
by the other signals (movement, respiration, HR, etc.) the
system generates automatic alerts. A set of rules for the
determination of the alert criteria has been implemented
in the alert module. New alerts are also possible to be
included by authorised personnel, as well as modification
of the alert criteria [3].

The user will be able to watch the health status of all pa-
tients connected to the central monitoring system (through
the WEALTHY garments). The definition of the monitor-
ing profiles will provide an easy to use monitoring of the
patients’ health status in real time and with different fully
customisable views.

Simultaneously, the user will be able to review the gener-
ated alerts and using past medical data will determine the
true and false alerts and correspondingly contact doctors
through direct phone calls and online alerts. This central
control module is not necessary in order for the monitoring
system to work. It is an optional module ensuring the min-
imal generation of false alerts to the doctors and will be
necessary for large scale hospitals dealing with hundreds
of patients.

The WEALTHY platform will give the possibility to mon-
itor and assist patients through a remote medical advice
service. The use of intelligent systems provides to physi-
cians the data to timely detect and manage health risks,
diagnose early illness or injury, recommend treatment that
would prevent further deterioration and, finally, to make
confident professional decisions based on objective infor-
mation all in a reasonably short time.

4. WEALTHY interface

Strain fabric sensors based on piezoresistive fabric or yarns,
and fabric electrodes made with metal based yarns, enable
the realization of wearable and wireless instrumented gar-
ments capable of recording physiological signals, to be used
during the routinely activity, to be worn instead of a clas-
sical garment without discomfort for the user. Respiration,
electrocardiogram, electromiogram, activity sensors, tem-
perature, may be listed among the physiological variables
that can be monitored through the proposed system.

Piezoresistive fabric sensors have been realized by us-
ing lycra® fabric coated with carbon loaded rubber,
as well as by weaving a commercial electroconductive yarn
(PAC 250 dtx x 1, by Europa NCT, Poland). These fab-
rics behave as strain gauge sensors and show piezoresistive
properties in response to an external mechanical stimulus.
The coated lycra® fabric has been used to detect respiration
signal, due to the higher efficiency shown in term of qual-
ity of the signal, compared with the other fabric sensor.
The Europa yarn has been used for the activity sensors
and knitted in the multifunctional fabric. The behaviour
of a knitted piezorestive sensor is different when stretched
towards warp or weft direction. Preliminary tests have been
done to select the more efficient technique of knitting and
the direction of stretching. The fabric sensor have been in-
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tegrated and oriented in a way to maximize the gauge factor
according with the response shown during the preliminary
tests.

Electrodes have been realized with a yarn where two stain-
less steel wires are twisted around a viscose textile yarn
(Elite by Lineapiu s.p.a., Italy). Electrodes were knitted
by using the tubular intarsia technique [4] to get a double
face, using the external — non conductive — part to isolate
the electrode from the external environment. The basal
yarn (not sensitive) was the same yarn used as core for the
conductive electrode yarn. To improve the electrical signal
quality in dynamic condition a hydro-gel membrane pur-
chased by ST&D Ltd (Belfast-UK), has been used. The
use of the membrane affects also the comfort as electrodes
have a rough surface and a prolonged contact with the body
can give rise to skin irritations. The contact between con-
ductive fabric and skin can be improved by increasing the
adherence of the garment with the use of a higher percent-
age of elastic component in the yarns. Another approach
is the use of conducting rubber or silicon as coating layer
for the electrodes; in our future work both the approaches
will be investigated.

Connections have been realized by means of the tubular
intarsia technique. A supplementary layer has been wo-
ven by using of vanise technique. The final connection
is a multi layered structure where the conductive surface
is sandwiched between two insulated standard textile sur-
faces. The same conductive yarn is used for the electrodes
as well as for the realization of connections, a particular
of the textile prototype is shown in Fig. 2.

Fig. 2. Part of the WEALTHY interface.

The knitting fabric has been made with a flat-knitting ma-
chine (Vesta Vx 12 — Steiger, Switzerland ). A draft posi-
tion of sensors was implemented on the knitted fabric, and
then by means of the use of models was possible to cut the
fabric in a way to get the sensors in the desired configu-
ration. The garment was finally sewed, which means that
the final position of sensors and connections was achieved
in the manufacturing phase.

The prototype model [5] is shown in Fig. 3 where the
electrodes position is highlighted. In Fig. 3 the Einthoven
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Fig. 3. Prototype model: E — Einthoven, W — Wilson, R — refer-
ence, P — precordial leads, B — breathing sensors.

and Wilson derivations (E, W), V2 and V5 as precordial
leads (P) and the reference electrodes (R) are shown, while
two breathing sensors (B) are positioned one on the tho-
rax and the other on the abdomen. In Fig. 4 the position
of the 6 movement sensors is shown.

Fig. 4. Prototype model: S — shoulder movement, E — elbow
movement, G — gluteus movement sensors.

The stainless steel threads have been selected for the re-
alization of fabric electrodes for a series of reasons: first
of all they are compatible with industrial textile processes,
they are inert and stable in the presence of Oy, finally the
cost of steel is very competitive compared with pure silver,
or pure gold.

Naturally the fineness and flexibility of metal components
have been chosen to get a final conductive yarn suitable
for knitting, weaving and more in general for textile pro-
cessing, which means that the metal threads used are wash-
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able, flexible and biocompatible. The same approach has
been used for all the sensorial yarns and fabric developed
in the project. It is also possible to work with silver coated
threads that are occasionally employed for special fashion
effects or for antibacterial purposes in textile world. Pre-
liminary tests done with fabric containing polyester yarns
coated with silver have shown that the use of stainless steel
threads is more convenient: in fact during the experiments
it has been observed that the conductivity of the silver elec-
trode was lower than the stainless steel ones, when samples
with the same dimension were compared. This is proba-
bly due to the small amount of metal components localized
only in the coating layer of the threads. It is important
to underline that the fabric cannot be realized only with
metal yarns otherwise this region of the garment will be
too rigid and not conformable, the amount of metal in the
fabric is a compromise between the demand to increase the
conductivity and the necessity to improve the touch sensa-
tion (the hand) of the cloth. Moreover the quality of silver
adhesion was very poor, after several tests large metal coat-
ing regions looked removed; the electrodes need to be used
with gel or conductive past and finally the electrodes have
to be chlorinated.

Conductive and piezoresistive yarns are resistant to repeated
washing in aqueous solutions, the physiological signals de-
tected after washing have shown that the performances
of the fabric sensors are not affected by the process.

5. Methods

The purpose of this publication is to evaluate the perfor-
mance of textile sensors, electrodes and connections in-
tegrated in a garment (sensing part of the WEALTHY
system), and to prove the possibility of the simultaneous
acquisition of several biomedical signals during training
session.

All the tests have been effected using the WEALTHY textile
interface, adding two electrodes, not integrated but sewn,
on the right leg, in order to monitor the EMG activity of the
quadriceps muscle.

Piezoresistive signals have been conditioned by a voltage
divider, followed by a Butterworth low pass filter (cut fre-
quency at 10 Hz).

Signals from fabric electrodes have been conditioned
by a GRASS-TELEFACTOR mod. 15LT device equipped
with differential amplifiers mod. 15A54, with settable gain
and band pass filter, notch filter at 50 Hz.

The ECG signals from fabric electrodes were conditioned
setting gain 1000 and band pass filter with frequency range
between 1 and 100 Hz. Surface EMG signals from fab-
ric electrodes positioned on the right leg (quadriceps) were
conditioned setting gain 2000 and band pass filter with fre-
quency range between 10 and 500 Hz.

Every analogic signal has been acquired by an acquisition
card (National Instruments PCI 6036) with sampling rate
of 1000 Hz.
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The experiments have been performed according the fol-
lowing experimental paradigm.

The baseline conditions were recorded when the subject
was lying in supine position (R1) for a period of 10 minutes,
followed by a control period of 2 minutes with the subject
sitting on a cyclette (R2). This was followed by a period
of progressively increasing physical exercise (cycling with
increasing frequency and force) M1, M2, M3, M4, 5 min-
utes each. Then the period (R3), still in vertical position
on the cyclette, for 2 minutes, as in R2.

R [Ro[ M1 | w2 | M3

2

M4 R3 R4 |
10 min. -255min.55min.55min 5min.i i i

Fig. 5. Experimental design.

Finally, the subject was asked to stand up and to lie
in supine position for other 10 minutes (R4) as in R1. The
experimental protocol is summarized in Fig. 5.

6. Results

The ECG leads used to evaluate the performances of the
WEALTHY textile interface are:

— precordial V5;
— precordial V2;
— Einthoven D2.

These signals are acquired simultaneously with the respi-
ratory activity (abdominal and thoracic) and the activity
of the right quadriceps.
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Fig. 6. V5 precordial lead signal in each experimental condition.

The results obtained in the whole sessions have been
analyzed in order to demonstrate the robustness of the sys-
tem.
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In Fig. 6 the recordings from the V5 leads are shown, ac-
quired according to the protocol previously described, for
a period of 15 s each.

The analysis of the precordial leads shows that the quality
of the signals is not affected by movement artefacts, in the
frame of this trial.

In Fig. 7 it is possible to notice that the response of D2
lead is still satisfying for regular movement (M3). In fact
only during M4 (very intense activity) the signal is noisy
and could be very hard to get useful parameters (heart rate).
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Fig. 7. D2 Einthoven lead signal in each experimental condition.
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Fig. 8. Respiratory activity, reading plethysmography in thoracic
position, in each experimental condition.

The signal obtained by the piezoresistive sensor placed
on the thoracic position is shown in Fig. 8. It is affected
by noise during the M-phase, but is still possible to ob-
tain the respiratory rate and to have information about the
plethysmography of thorax with an appropriate algorithm
of analysis.
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In Fig. 9 it is possible to notice the increasing of muscular
activity by analyzing the results of surface EMG signal.
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Fig. 9. Surface EMG signal from right quadriceps in each ex-
perimental condition.

The amplitude of signal and median frequency, defined
as the frequency below which lies 50% of the total power
of the PSD, increases with the speed of spinning move-

Table 1
Median frequency of PSD of the surface EMG during
movements

Experimental condition | M1 M2 M3 M4
Median frequency [Hz] | 17.58 | 24.41 | 25.39 | 28.32

ments and the effort required by the increasing resistance
set on the cyclette, as shown in Table 1.

7. Discussion

The achieved results show that fabric electrodes endowed
in the sensing shirt allow a continuous and simultaneous
monitoring of bioelectrical and biomechanical physiologi-
cal signals in a behaving subject. In a previous work [6] has
been shown that the signals recorded by fabric electrodes
are comparable to those acquired with gold-standard elec-
trodes commonly employed in research and clinical use.
The electrical and mechanical properties of fabric elec-
trodes have not been modified by their integration in the
wearable shirt, as the characteristics of electrocardiographic
(ECQG), electromyographic (EMG) and respiratory (RESP*)
signals are comparable to those obtained with standard elec-
trodes in similar conditions. The response of the system
during the different activity phases are clearly observable
in Fig. 6, where the EGG data indicate that precordial leads
exhibit a remarkable stability and are free from artefacts
even during the maximal exercise intensity (M4), when
also the background noise appears negligible. In the stan-
dard D2 derivation the signal is less stable and the amount
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of artefacts related to movement clearly increases (Fig. 7).
This may be related to the lack of adherence of the garment
to the upper chest when the subject had to grab the cyclette
handle bar during exercise. Moreover, the strong engage-
ment of the pectoral muscles in this type of exercise may
be responsible for the higher background noise observed.
The signal to noise ratio can be improved by trying to set
the fabric electrode position on a rigid surface such as the
clavicle and the sensing shirt will be modified accordingly
in the future. The good quality of the ECG signal allows
the computation of heart rate and its variability throughout
the experimental cycle. As described in the literature dur-
ing physical exercise there is a progressive increase of heart
rate (Fig. 10), correlated to a parallel decrease of heart rate
variability (Fig. 11).
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Fig. 10. Heart rate obtained analyzing V5 signal in each exper-
imental condition.
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Fig. 11. Heart rate variability.

Due to the good quality of recorded signals, the ECG can
be adequately employed to study non invasively and in be-
having conditions more complex functional indexes related
to the sympatho-vagal balance, such as low frequency and
high frequency components derived by spectral analysis
of RR interval variability [1], respiratory sinus arrhythmia
and area under T wave of the ECG.

In Fig. 8, respiratory signals are shown detected through
piezoresistive sensors. Also in this case is evident a remark-
able stability and an excellent signal to noise ratio during
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the experimental session. Moreover the signal time course
is adequate to reproduce the thoracic excursions without
detectable phase shifts. Thus the respirogram yields accu-
rate information about respiratory rate while the variations
of signal amplitude can give only a qualitative estimation
of the respiratory depth.

The surface activity of selected lower limb muscles such
as the quadriceps can easily be recorded by fabric electrodes
similar to those used for recording ECG. The EMG shown
in Fig. 9 exhibits bursts of activity synchronous with the
pedalling cycle which rise by increasing the frequency and
the force required by the exercise.

As shown in Fig. 12, the sensing shirt makes possible
a simultaneous and multi-parametric acquisition of several
physiological variables in different behavioural conditions.
This possibility represents a significant advantage when it is
necessary to monitor the vital asset of workers in extreme
environmental conditions as well as sportsmen during high
physical performance or military personnel engaged in war
sites.
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Fig. 12. Overview of changing in all electrical signal during
experiment.

The most innovative feature of this system consists of the
use of functionalized materials in form of fibres and yarns,
which can be knitted or woven into a sensing fabric. Pre-
liminary results [7] show that the basic sensing features on
which vital sign recording is based can be implemented
using integrated knitted sensors and electrodes. Previous
authors works [8, 9] have shown that low frequency me-
chanical signals of cardiopulmonary origin (respiratory sig-
nals, ballistogram) or generated by body segments relative
motion (kinaesthesia) could be recorded by textile strain
gauges. Finally bioelectric potentials related to cardiac or
skeletal muscle activity (ECG, EMC) have been faithfully
recorded by metal based fabric electrodes. The integration
of these different components with appropriate elastic elec-
trical conductors and properly designed connectors to the
wearable electronic unit, leads to a comfortable wearable
cloth which has no counterpart in any existing monitor-
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ing system. These new integrated knitted systems enable
applications extending even beyond the clinical area and
open new possible applications in sport, ergonomics and
monitoring operators exposed to harsh or risky conditions
(fire fighters, soldiers, etc.). The possibility of simultane-
ously recording different physiological signals provides an
integrated view of normal and abnormal pattern of activ-
ity which could be otherwise impossible to be detected by
recording each signal in different time. Finally it must be
outlined that the possibility of recording physiological vari-
ables in a more “natural” environment may help to identify
the influence of the psycho-emotional state of the subject
in the performance of a physical activity. This is not easily
detectable when recording is done within a protected (med-
ical) environment. A further innovation is the in-context
data interpretation. While a simple telemonitoring system
would just transmit or record real-time physiological signs,
the WEALTHY system will be able to process physiologi-
cal parameters in context, so that appropriate feedback can
be given to the patient.

8. Conclusions

The innovative approach of this work is based on the use
of standard textile industrial processes to realize the sens-
ing elements. Transduction functions are implemented in
the same knitted system, where movements and vital signs
are converted into readable signals, which can be acquired
and tele-transmitted. In our fabric sensors, electrodes and
bus structure are all integrated in textile material, making
possible to perform normal daily activity while the clini-
cal status is monitored by a specialist, with a comfortable
wearable cloth which has no counterpart in any existing
monitoring system [10, 11]. WEALTHY system benefits
from the performance of the textile sensing interface to
guarantee a continuously remote monitoring of user vital
signs, the signals are acquired and elaborated on body and
a set of signals and parameters are teletransmitted and man-
aged by a remote control system. The philosophy of this
approach is focused on the realization of a friendly, human
oriented textile based system, where the choose of sensing
material is a compromise between comfort for the users and
signal quality for the specialists.
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Tools for health professionals
within the German health telematics platform

Bernd Blobel and Peter Pharow

Abstract— Shared care concepts such as managed care and
continuity of care are based on extended communication and
co-operation between different health professionals or between
them and the patient respectively. Health information systems
and their components, which are very different in their struc-
ture, behaviour, data and their semantics as well as regarding
implementation details used in different environments for dif-
ferent purposes, have to provide intelligent interoperability.
Therefore, flexibility, portability, knowledge-based interoper-
ability and future-orientation must be guaranteed using the
newest development of model driven architecture. The ongo-
ing work for the German health telematics platform based on
an architectural framework and a security infrastructure is
described in some detail. This concept of future-proof health
information networks with virtual electronic health records as
core application starts with multifunctional electronic health
cards. It fits into developments currently performed by many
other developed countries. The paper introduces into the Ger-
man health telematics platform and its tools based on smart
card.

Keywords— health telematics, model driven architecture, elec-
tronic health record, smart cards, patient health card, health
professional card, security, privacy.

1. Introduction

Any communication and co-operation between healthcare
providers must be supported by intelligently interoperable
health information systems. This challenge needs to be met
especially for managed care and continuity of care concepts
widely introduced in most of the developed countries to im-
prove quality and efficiency of patient’s care. In shared care
environments — health professionals belonging to different
healthcare establishments with different legal background,
using different methods to perform different procedures,
supported by different applications provided by different
vendors and following different protocols, applied at dif-
ferent time — have to be deployed for co-operatively caring
the same patient in an optimal way.

Interoperability might be provided at diftferent levels. Those
interoperability levels are ranging from simple data ex-
change and meaningful data exchange with agreed vocabu-
lary to a functional interoperability with agreed commu-
nicating applications’ behaviour, or finally to a service-
oriented or semantic interoperability directly invoking the
applications’ services.

Health information systems enabling such advanced co-
operation mentioned above in the managed care context are
characterised by openness, scalability, flexibility, portabil-
ity, distribution at Internet level, service-oriented interoper-
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ability, as well as appropriate security and privacy services.
Finally, they have to be based on standards [1].

2. The German health telematics
platform

As many other countries, Germany has launched a national
programme for establishing a health telematics platform
supporting seamless care [2, 3]. This platform combines
card-enabled communication mediated by the patient with
network-based interoperability between all actors involved.
For the patient data card, called the German electronic
health card, a multi-purpose microprocessor card is used.
It will serve as a health insurance card, an immunisation
and vaccination passport, emergency data and electronic
prescription carrier, a carrier for pointers to the patient’s
electronic health record (EHR) components or related in-
formation such as drug information distributed on the net,
and an information carrier for facilitating managed care and
quality assurance.

Patient health card

Drug box Emergency data set

Other health information/

cards/passports Blind box/safe

Electronic prescription Doctor's report

Reference/pointer function Patient's recordings

Administrative data

Fig. 1. Functional blocks of the electronic health card.

A specifically protected compartment contains information
the patient likes to hide from reading by others. Addi-
tionally, the electronic health card provides basic secu-
rity services based on cryptographic algorithms, such as
strong authentication, integrity, accountability, and encod-
ing/decoding services deploying the qualified electronic
signature [4] and a related public key infrastructure (PKI).
To support trustworthy interoperability between patients
and health professionals, the latter use health professional
cards (HPC) for adequate security services. For any access
to data others than the emergency data set and the blind
box/safe (the latter can only be opened by the patient as
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mentioned above), the HPC as electronic doctor’s license
is required providing personal and role authentication. Se-
curity services support both communication and application
security services for any principals such as users, devices,
systems, applications, components, or objects.

The health card should be rolled out by 2006. It complies
with the corresponding European health insurance card,
which will be implemented in all EU member states un-
til 2008. As important tool, the aforementioned HPC is
a prerequisite for the health telematics platform and should
be rolled out before 2006 too. The HPC is described in
more detail in the following section.

Figure 1 shows the functional blocks of the German elec-
tronic health card. The blocks can be separately protected
at different levels.

3. The German health professional
card specification

Based on results of the European TrustHealth project [5]
and the first HPC standard CEN ENV 13729 [6], the
German HPC V 1.0 specification has been approved
at 1999 [7], combined with political decisions setting up the
legal and organisational framework in December 1997 al-
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Fig. 2. Surface of the German health professional card for physi-
cians (HPC). Front side (a) and reverse side (b).
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ready. The electronic physicians’ ID is intended to com-
pletely replace the currently used paper based classical
physicians’ ID. For this reason the physicians’ ID will have
a distinctive card cover with the following general layout
(Fig. 2).

The general structure and the dependency hierarchy for po-
tential communication in the German health care system
are indeed defined in an extremely heterogeneous man-
ner (Fig. 3). There are many different players involved,
i.e., medical associations, statutory health insurance (HI)
administrations, physicians, hospitals, pharmacies, and in-
surers — only to name just a few. Definitely, a considerable
number of communication pathways are already in place.
However, the number of paths and the amount of infor-
mation transmitted may easily be considered minor when
compared to the potential needs of all of the other com-
munication expected in health care. If just 10000 physi-
cians (of more than 380000 registered in Germany) would
possibly wish to exchange electronic data items of their
patients among at least one another, this amount would
completely surpass any of today’s volumes by far. A well-
established infrastructure is necessary to cope with the ex-
pected amount of information circulated among Germany’s
health professionals.

; Pharmacies
Physicians Hospitals Insurers

St. HI
adminis.

§28
2
=
Q
=
=
S
O

Security

Fig. 3. Communication pathways.

It seems to be reasonable that at least three major factors
need to work together, for any communication to work:

e basically, health professionals need to have a reli-
able method for addressing each other; this consti-
tutes a nearly solved problem, since the majority of
physicians already have some type of unique e-mail
presence; the HPC will fill the remaining gaps by pro-
viding all health professionals with a distinguished
name (DN);

e secondly, any communication in healthcare and wel-
fare has to take place securely and confidentially; the
participants must know and be able to prove who they
are “talking” to; this is another major issue addressed
by the German HPC development;

e finally, once health professionals can actually ex-
change data, this has to be done in a form which
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allows them to really make use of the data trans-
mitted; a basic consensus concerning content stan-
dards for verbal data, images, lab results, etc., has
to be achieved for transmission to be interoperable;
here, industry and standardisation initiatives like ISO,
CEN, DICOM, HL7, IEEE, etc., play an increasingly
important role.

All three factors need to work together, like the pillars sup-
porting a platform. This platform itself consists of the inter-
operable connections between different network providers
who offer their customers transmission facilities. A reduc-
tion of providers is neither feasible nor desirable and so in-
teroperability on all of these levels becomes paramount.

PKI: provided by physicians'
chambers instruct

Health professional data "Electronic"

C/S-authentification (key pair)

Activated by PIN

Key exchange (key pair)

Digital signature (key pair)

Attribute certificates (physicians' chambers)

Attribute certificates (physicians' associations)

Fig. 4. Functional structure of German HPC.

Looking more closely at the details, the German physi-
cians’ ID contains a total of five different functions (Fig. 4).

1. The first function is that of a classic identification
card which a physician can use in a number of dif-
ferent settings, e.g., when ordering prescription drugs
in a pharmacy where he is not known. To this pur-
pose the card is personalised with name and picture,
completely replacing the classic paper ID which any
physician can apply for today.

2. The first electronic function is that of a simple ba-
sic certificate providing authentication to any digital
device this card is presented to. Here, a fast and sim-
ple method for easy identification was realised tak-
ing into account that this approach can only be used
in an otherwise already secure setting, since there
is no special security against theft. This trade-off be-
tween security and simplicity will certainly find its
use, since it is intended as a direct electronic ana-
logue to the physical presentation of the classic iden-
tification card.

3. The second electronic function is that of being car-
rier of an asymmetric key pair (more specifically, the
private key of the key pair) for the strong authenti-
cation in a client/server environment. A public key
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infrastructure has to be put into place, where virtu-
ally any unit can look up or download the public
key of a health professional and can then make use
of it to check the private key of the person presenting
his identification in any type of clinical setting. This
enables the implementation of strong security in an
otherwise untrusted environment.

4. The next major element is bearing another key
pair (again, the private key of an asymmetric key
is stored on the card) for the implementation of a hy-
brid (symmetric/asymmetric) transport encryption.
This is where transportation protocols like HCPP,
S/MIME, etc., can come into play by defining how
the messages interchanged are to be encrypted and
decrypted.

5. The final element of the HPC is the private key of an
asymmetric key pair for the production of a legally
binding electronic signature according to the German
signature law (SigG). The specifics of the health pro-
fessional are contained in a number of attribute cer-
tificates which he can append to his signature, spec-
ifying his role in medicine.

From a more technical point of view, the HPC is a contact-
based smart card capable to process public key (PK) al-
gorithms. The physical characteristics shall comply with
ISO/IEC 7816-1 and related standards. An HPC is a nor-
mal size card (ID-001 card). Another card layout is the
so-called institutional card (SMC) that could easily be con-
sidered a plug-in card (ID-000) for secure devices, e.g., in
pharmacies.

1
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EF DIR ‘ DF AID ‘ . EFCHN
\ I |
Brrcroa | | Brke |
-
Keys: e PIN (incl. reseting code)
 SK for digital signature
* SK for session key decryption EF CKE
* SK for authentication
Notes: ¢ Some COS require a separate EF
e The DO ICCSN and the DO CHN
may be retrieved with GET DATA, EF C.ATTR.Q I
i.e., the related EF (if used) is not _I

visible in this case

* Not in all EFs related to certificates
may be present

e Further or other keys may be present
due to the usage of the TH.HPC

i

EF C.ATTR.P I

Fig. 5. Internal structure of German HPC.

As shown in Fig. 5, the HPC contains:

e some elementary files (EF) at the master file (MF)
level for some general data objects and the card ver-
ifiable (CV) certificate;
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e the HP application (HPA) providing the following
services:

electronic identification of the health profes-
sional,

— electronic signature creation,

client/server authentication,

document decipherment,

— card-to-card authentication (HPC/eGK and
HPC/SMCO);

e the cryptographic information application (CIA)
providing information for the primary system
(e.g., a doctor’s office system) to support the com-
munication between the system and an HPC.

The HPC security mechanisms require different types of
end user certificates:

e clectronic (digital) signature certificate(s) (X.509 v3,
type: electronic signature certificate(s), i.e., public
key certificate and attribute certificate(s)), here called
C.DS;

e authentication certificate (X.509 v3, type: authenti-
cation certificate), here called C.AUT;

e key encipherment certificate (X.509 v3, type: key
encipherment certificate), here called C.KE.

In addition to the aforementioned certificate types all con-
taining a key, additional certificates without a key (so-
called attribute certificates) complete the card infrastruc-
ture. Attribute certificates in the context of the German
HPC do rule certain aspects of permission (C.ATTR.P) and
qualification (C.ATTR.Q).

4. The bIT4health project

To guarantee future-proof principles for designing and
implementing common basic services of the aforemen-
tioned health telematics platform, an architectural frame-
work and a security infrastructure have been defined
and demonstrated as a proof of concept within the Ger-
man project for improving the German healthcare system
through the deployment of information and communica-
tion technology. This project has been called bIT4health
(better IT for health) [8].

This architectural framework is characterised by different
paradigms such as:

e distribution for openness;
e component-orientation for scalability and flexibility;

e interoperability at service level reflecting concepts
and knowledge expressed through formal models for
enabling conformance agreements;

e separation of platform-independent and platform-
specific modelling separating logic and technologic
views on system components as well as;

e installation of reference and domain models.
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The latter properties enable openness, portability and
future-proof investments for the solutions provided. The ap-
proach completely complies with the advanced paradigms
including the model driven architecture presented in this

paper.

5. Modelling systems

For describing systems and their behaviour in an appropri-
ate way, real systems need to be modelled. A model might
hide internal structural complexity, or might be focused
on specific aspects of the system such as form or special
functions. Beside this way of simplification of complex sys-
tems by modelling them, grouping elements of a system ac-
cording to specific commonalities in structure and/or func-
tion makes system design, development, and maintenance
manageable, realisable, and eligible for financing. The re-
sult are components which can be designed, manufactured,
improved separately from other components, however keep-
ing in mind and enabling reasonable interoperation between
related components.

To reduce the complexity of the whole healthcare system
consisting of many subsystems following the shared care
paradigm, a single unrealistic comprehensive information
system covering every thinkable procedure, fact and result
will be realised by subsystems constraint to specific tasks,
content, etc. In other words, we move from systems to com-
ponents.

An information system is reflecting processes happening
in the real world, by that way on the one hand establishing
an information-related model of reality and on the other
hand implementing a real system. Models are systems
consisting of components, too. The component paradigm
is a basic paradigm which is applicable to real systems but
also to models of reality [1].

6. MDA-based architectural framework
and security infrastructure

For keeping such complex national project’s specifica-
tion and implementation manageable, the architectural
framework including the security infrastructure as its in-
tegral part is strictly based on the ISO 10746 reference
model — open distributed processing (RM-ODP) [9]. This
concerns all newly developed applications, common ser-
vices components, but also analysis and migration of legacy
systems.

The ISO RM-ODP considers every component in dis-
tributed interoperable systems from different viewpoints,
thereby abstracting from complex reality to interesting
constraints such as concepts, contexts, structure, or be-
haviour (Fig. 6). Thus, a component’s purpose (busi-
ness view, scenario, policy), the information needed to
describe the content (attributes) and function (operations)
of a component (information view), component’s functional
aggregation (computational view), physical distribution
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(engineering view), and implementation and operation prin-
ciples (technology view) have been specified.
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Fig. 6. Abstraction matrix of components.

Components can be composed/decomposed providing dif-
ferent levels of details or granularity. Starting from the
granularity level of basic concepts of the corresponding
domain, the complexity of aggregated components reflect-
ing the application needed may be increased according to
the users’ needs. By that way, stand-alone applications, dis-
tributed applications or even highly complex networks can
be implemented. In that context structural and functional
complexity has to be considered as well. Components and
their level of granularity can be selected according to the
users’ needs [1, 10].

In the first phase of modelling, the platform-independent
specification of the components’ properties is performed
describing the business, the information, and the computa-
tional viewpoint of every component needed. Those mod-
els are portable to any environment with specific database
models, operating systems’ requirements, etc. This spec-
ification is transferred into the second phase of platform-
specific modelling, covering the engineering and the tech-
nology viewpoint.

The separation of platform-independent and platform-
specific models, distinguishing logic and technologic as-
pects is the core idea of Object Management Group’s
model driven architecture (MDA) for component-oriented
information systems [11]. The specification of platform-
independent models (PIM) is supported by appropriate
tools. The transfer into platform-specific models (PSM)
is automatically performed by tools. Both phases describe
system components at meta-level using, e.g., the unified
modeling language (UML) still abstracting from implemen-
tation details. The resulting graphical vocabulary can be
transferred into verbal constraint models using the exten-
sible markup language (XML). All models are developed
starting from coarse description up to fine grained special-
isation.
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Thereby, the models follow the approach of the generic
component model based on the ISO reference model — open
distributed processing. For model management and the au-
tomatic development of running application at runtime, cor-
responding tools will be deployed. In a model driven ar-
chitecture, the implementation is automatically performed
using tools as demonstrated in the HARP project running
at the Magdeburg Medical Informatics Department [12]. In
the next section, this project will be shortly introduced.
Because different views can be described independently by
domain experts, available knowledge can be exploited and
specific terminologies can be applied correctly. For exam-
ple, the concepts knowledge of medical doctors or proce-
dural experience of administrators will be expressed in do-
main models referring to an information reference model
established by IT experts. Beside agreed methodologies
and tooling, accepted terminology maintained in a repos-
itory is a basic requirement. This terminology and ontol-
ogy will be reused from SNOMED® with its extensions
SNOMED_RT® and SNOMED_CT® as well as from the
UMLS® created by the US NLM and meanwhile inter-
nationally maintained with important contributions by the
British NHS. The outcome is transferred considering engi-
neering aspects related to, e.g., the specific database model,
which can be managed by DB experts.

Model repository

e

PSM Instance
%‘Transfers %ransfers Transfers =
Domain , —
models t £ Transf
£ s ransiers Transfers Transfers i
g % @ - ' —— Servlet
% g
M O
Reference
model Imports
v
Expression means:
Metamodel Metamodel profile Platform
specific
Meta-metamodel

Fig. 7. MDA development nd expression means.

All different development phases from general requirements
analysis over domain-specific views up to implementation
and maintenance of any HIS can be described by MDA.
Therefore, MDA allows also dealing with legacy systems
to define interfaces and levels of interoperability. Figure 7
presents the MDA schema including the expression means
used. As meta-languages, UML and XML have been in-
troduced as mentioned already. Because of some weak-
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nesses of the approved version UML 1.4, tools supporting
the emerging UML version 2.0 have been used.

7. System integration
and migration paths

Keeping in mind that systems consist of hierarchically
built subsystems or capsules as shown in Fig. 8, at least
three different levels of interoperability can be modelled
and implemented starting at the highest level of service-
oriented collaboration between directly related components
(Fig. 9).

Connector Ports

v
Encapsulation shell —
(capsule/active object)

Fig. 8. Hierarchically built capsules.

—
=

Fig. 9. Interoperability level.

The next level comprises aggregated services mediated
either by super-component interactions or by the ex-
change of messages via architecture-independent interfaces
(e.g., HL7 V2.x) [13]. Finally, proprietary communication
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or database import/export functions might be established.
The aggregation of components and — by implementing
them — services is mediated by components, in analogy
to CORBA establishing horizontal or vertical services de-
pending on the usability of those services by all domains
or by a special one.

Platform-specific issues are kept out of scope as long as
possible to enable a future proof HIS characterised by the
aforementioned properties. For final implementation, they
have to be realised, however.

8. Electronic health record

Because all facts directly or indirectly established during
patient’s care are needed for its optimised management,
shared care information systems and networks have to be
based on a comprehensive and lifelong virtual EHR sys-
tem as the HIS core application. Therefore, the German
health telematics platform must be completed by a modern
EHR architecture, which is also open, component-based
and model-driven, etc.

The EHR architecture deployed in the German health telem-
atics project will be based on specifications provided by the
revised CEN ENV 13606 “Electronic Health Record Com-
munication” [14] and international projects and initiatives
such as the openEHR Foundation [15]. Accordingly, the
German electronic health card provides a tiny EHR ex-
tract. Furthermore, it establishes a tool (pointer facilities)
for managing EHR systems in a patient-controlled way.

9. Architecture and security
infrastructure implementation

Beside the definition and demonstration of an architectural
framework and security infrastructure as German health
telematics platform, the roll-out of that approach first man-
ages the card-enabled environment, and second provides
basics and migration path for a future-proof ICT support-
ing shared care.

In that context, the acceptance of the solution by patients
and health professionals including responsible and influenc-
ing bodies within the German healthcare and social system
is inevitable. For that reason, the creation of acceptance by
public relation activities, support of the ministry in creation
of positive opinions and resonance is an important work
package. Additionally, the project management, quality as-
surance and quality management as well as an appropriate
scientific accompaniment of the project are crucial success
factors.

10. Conclusion

Modelled as a multi-model approach at meta-model level,
the future-proof secure health information system (HIS) is
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a virtual, at runtime self-organising architecture consisting
of certified components which exchange digitally signed
and attributed XML messages.

Reference model, constraint models, terminology, and
methodology have to comply with international standards
or must be standardised.

Following the challenging example of other countries such
as Australia, Denmark, Finland, the USA, and certainly
some others, Germany launched a programme for estab-
lishing a health telematics platform, which has to comply
with the advanced paradigm of component-based MDA sys-
tems. First feasibility studies have been performed within
the European HARP project the Magdeburg Medical In-
formatics Department being responsible for the modelling
part has been involved in.
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Context awareness

and nomadic devices featuring advanced
information visualization in clinical routine

Athanasios M. Demiris and Nicolaos loannidis

Abstract— The demand for ubiquitous and efficient informa-
tion delivery is increasing rapidly, as the majority of access to
professional data, information and knowledge is increasingly
relying on the use of technology. Mobile workers become more
efficient, if equipped with access means similarly powerful to
stationary workplaces. All types of work exhibiting inherently
nomadic characteristics are even more affected by these de-
velopments. Healthcare personnel in a clinical environment
are definitely one of the typical examples, where the access of
information is vital and bound to location. Additionally the in-
formation needs to be processed in very short periods of time.
For this purpose it is of great advantage to deploy advanced
information visualization technologies in order to communi-
cate larger amounts of data in a shorter period of time. In
this work, we present an IT platform, which emerged from
applications in the cultural heritage domain, that can be used
to deliver context-aware services and advanced visualization
of information to medical personnel in a clinical environment.
The location combined with usage profiles for each member
of the stuff are used to make the decision about the type and
amount of information as well as the visualization type de-
livered to the handheld devices. Along with the description
of the platform and its components, two application exam-
ples/medical use cases are presented.

Keywords— context aware services, healthcare support, ubig-
uitous computing, information visualization, nomadic devices,
service platforms.

1. Introduction

Numerous applications in the past decade deploy handheld
devices, such as personal digital assistants. The initial ver-
sions of this ultra-mobile computers, were aiming at a seg-
ment of the consumer market, where more expensive digital
tools are often used as support of daily work. In a second
stage of maturity, when the processing power of such de-
vices grew to resemble PC processing, peripheral devices
were integrated into the portable digital assistants (PDAs),
their application domains expanded from simple office sup-
port to all possible areas. The mobility of these devices led
to the term nomadic, indicating the ability of their users to
change places without losing their access to basic e-mail
connectivity and some additional business-oriented func-
tionality.

One of the most obvious application domains, since the
first days of nomadic devices, were so called multimedia
guides for cultural heritage sites. Enhancing their predeces-
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sors, acoustic guides, multimedia devices started appearing
in exhibitions, museums and archaeological sites, providing
an easy to access pool of audiovisual information to visi-
tors. They provide major advantages over existing acoustic
guides and booklets related to sites, such as the attractive-
ness of the presentation and the richness of the expression
means for the museum curators that offer a significant com-
petitive advantage to cultural heritage institutions.

We have been developing solutions for mobile devices
in cultural heritage institutions for a series of years and
in a variety of versions, as presented in [1, 2], featuring
more expensive high-end solutions as well as inexpensive,
simple multimedia guides. The basic system for the cre-
ation and valorisation of content, as well as the infrastruc-
ture necessary to support the deployment of such systems
in daily routine, may have been developed based on experi-
ences gained in the cultural heritage domain, but they may
easily be adapted to any other domain, where the applica-
tion of such nomadic devices would provide a solution to
the easy and fast access to information (mostly in audiovi-
sual formats). Such an application domain are intra-hospital
information management systems.

In our case we present a platform for context aware ser-
vices on nomadic devices that is easily attached to the
central hospital information system (HIS), or in the case
where such a system is not present, some of its function-
ality may be taken over by the platform itself. The system
may be used by different users within a clinical environ-
ment serving different purposes. The initial version of such
a system is aiming at delivering information to medical per-
sonnel, i.e., mainly physicians, while they are visiting their
patients. The medical record of these patients may be re-
trieved instantly, while the physician approaches the bed of
the patient.

The same device may be used for communication purposes
of different types. A typical application scenario is the no-
tification of the medical practitioner by the ward personnel
about an important call or appointment, etc. Additionally
two physicians may communicate with each other consult-
ing on a specific case, e.g., the surgeon visiting a patient
performs a quick dialup of the radiologist in order to ask for
some clarifications related to the imagery found in the re-
trieved patient record. Finally when a physician visits a pa-
tient followed by trainees, they are capable of “locking” the
screens of their devices to the screen of the physician, in or-
der to follow the processing of the case, as conducted by
the teaching physician. Hence they learn what type of infor-
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mation is retrieved by the experienced personnel, in what
order, etc.

Context aware services in a clinical environment may also
serve the purpose of optimizing the workflow of nursing
personnel. When entering a room, the scheduled tasks for
all patients found in the room are presented in a task list.
Each task completed is then checked and removed from the
list with a concrete time-stamp, which might help them to
capture the exact sequence of medical acts on every patient
upon request.

Context aware systems may come as a natural extension
of any information management infrastructure and help
communicate the information to the interested practition-
ers in the right time and place. Especially in the clinical
environment the introduction of such systems may result
in a significant improvement of clinical workflow. In our
contribution we will be demonstrating the architecture of
the system as well as two sample use cases in clinical envi-
ronments, which significantly enhance and correct all short-
comings of current workflow.

2. State of the art in context aware
services and related medical
applications

Context aware computing is an emerging field, where most
of the attempts thus far where directed towards the solution
of basic problems. Nevertheless, there are already some
systems appearing in everyday use. One example, which
happens to be the outcome of a European research activity,
is presented in [3]. The main goal and the major differ-
ence to our approach, is the creation of generic framework
for context aware services on the client platform with the
focus on the handling of various sensor inputs, as well as
the linking of these sensors to events. In our case, we very
much focus on the back-office infrastructure to support and
publish context-aware services, while on the client side we
assume a reduced set of sensors (the wireless LAN po-
sitioning and additional sensors for increased accuracy in
the location detection, such as radio-frequency (RF) tags
and/or infrared sensors).

Applications of mobile computing in medicine are focusing
mainly on patient monitoring and decision support. Hence
in [4] the notion of pervasive healthcare is introduced fo-
cusing mainly on the pervasive monitoring of the health
situation of a patient. A similar work related to wearable
sensors is presented in [5].

A work presenting scenarios very similar to the ones in our
work can be found in [6]. The authors introduce the idea of
the context-aware pill-container, a device that helps avoid
errors in drug administration, and the context aware bed,
which uses the same resources (such as a built-in display)
in a different way for different users, e.g., in order to display
the electronic patient record (EPR) to the medical personnel
or a TV station to the patient. The work presented in [6]
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is purely conceptual and in a series of workshops, with the
participation of healthcare professionals, the integration of
such context aware devices in clinical routine was investi-
gated and judged a driving factor for further improvement
in the clinical routine.

A solid theoretical framework for the modelling of context-
aware services in a clinical environment is presented in [7].
The authors introduce the means for contextual modelling
of processes and demonstrate the usage on the basis of
medicine administration. The process of evaluating the
overall idea is the same as in [6], namely user workshops,
something that is related to the fact, that the authors origi-
nate from the same institution.

In [8] the use of personal digital assistants is described
in the context of medical education and practice. Although
an aspect, which is of interest to our solution, it is defi-
nitely not the focus of the platform we are describing in the
present work, since our focus is the daily clinical routine.
Both cases are extremely interesting and there are definitely
many common aspects mainly in the choice of platforms.
Nevertheless, our approach is clearly aiming at the support
of clinicians and their nomadic work behaviour.

In [9] the notion of collaborative systems is introduced
in the medical context and the resulting advantages are
discussed. The main focus of this work is in communica-
tions across the boundaries of hospitals and collaboration
is interpreted mainly in the sense of tele-medical applica-
tions. In our case, we are presenting a system that is aiming
at the support of clinicians within one hospital, while the
communication with other practitioners outside the bound-
aries of their hospital are possible, but not the primary
goal.

In [10] a very good analysis of the nomadic character of
the clinical routine is introduced. In this approach pre-
sented by Bharadwaj et al. mobile devices are also deployed
within the clinical environment and there are clear similari-
ties with the approach presented here. The focus of the work
by Bharadwaj er al. is the communication and exchange
of information between clinicians and insurance compa-
nies for the benefit of the patients. A dedicated XML com-
munication language is introduced for this purpose.

An application of mobile technologies can be found
in [11]. In this work the main focus lies in the use of mobile
technologies in clinical trials for the increase of accuracy
and confidence in the results, as well as decrease of the
time-to-market. Such efforts may be considered comple-
mentary to the work presented here, covering a different
need.

3. The architecture of the intGuide
platform

The intGuide provides the means for creating, manag-
ing and publishing multimedia content that is location-
specific on various platforms, ranging from portable digital
assistants to high-end mobile phones. For this purpose
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Fig. 1. An abstract schema of the layered architecture of the intGuide platform.

the intGuide platform unites a set of software tools neces-
sary to:

— characterize, i.e., annotate, position in space and gen-
erally manage digital assets;

— combine various multimedia files to grouped presen-
tation units;

— visualize information in an advanced manner, mainly
by means of augmented reality;

— connect to other repositories to retrieve information,
provided their structure is known to the system;

— publish the content on a rich variety of client device
types;

— manage the inventory of hardware devices;

— monitor the operation of all devices attached to the
central server, allow for their communication and col-
lect, as well as present statistics.

The core of the back-office system is a specialized database
management system, adapted to host multimedia data of
different types. Moving towards the upper part of the Fig. 1
the functionality moves closer to the end user. In the upper
layer, a set of supported client platforms is presented.
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4. The usage of the intGuide platform
in a clinical environment

We consider intGuide in a clinical environment as a supple-
mentary infrastructure system, which extends the existing
electronic patient management system (be it at ward, clinic
or hospital level) introducing complementary functionality,
which allows the information to become ubiquitously ac-
cessible.

Location and context awareness are features that have
proven to significantly enhance the daily work situation
of most nomadic users, such as the medical personnel in
a hospital environment [10], but are not provided by any
of the existing IT systems. The reason for that is that cur-
rent information technology infrastructure systems are de-
veloped based on the hypothesis of information accessing
by means of fixed terminals. The only differentiation is the
one of roles within the hierarchy of the healthcare orga-
nization, or the responsibilities in healthcare provisioning,
i.e., different access to the information for medical doctors
and different to administrative personnel.

The introduction of such systems does not only restrict
their usage to the information access, but may be extended
to a set of other functions, which may enhance the work
situation. An often encountered problem in the every-
day life of nomadic users is the communication between
them. An infrastructure that delivers location and context
aware services may very well also use this information to
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establish communication links between different partici-
pants and transmit voice signals from one device to the
other or multicast/broadcast information. The intGuide is
featuring a voice and text communication model, allowing
for the peer-to-peer exchange of information or the central-
ized multicasting of multimedia messages.

5. Content authoring

Using dedicated intGuide authoring tools, it is possible
to enter all types of digital content and annotate it. The
schema according to which this annotation takes place fol-
lows well known international standards for each applica-
tion domain. In case a standard is not missing, or a poten-
tial user of the system is not interested in using a standard
annotation but prefers to use a proprietary schema, it is
possible to introduce a new definition. The reason for that
is that the intGuide repository is hosting in its very core
mainly multimedia related characteristics, while the rest of
the documentation is kept in dedicated tables, which can
be handled dynamically by the data manager. This is the
major advantage of the content management system found
in the core of the intGuide architecture.

The authoring tools rely on a dynamic template concept to
allow grouping of the content in a way that allows for eas-
ier access of the users. An example in the medical domain
could be the templates for different disciplines or different
clinics, even different medical doctors. In such a template
the head of the clinic can declare all types of information
that are necessary to be displayed in a screen on a device.
The system will use this template to dynamically load all
information related to one patient at runtime. The sys-
tem allows theoretically to introduce an arbitrary number
of templates, hence it is possible to define a template for
different types of diseases, even for every patient. Never-
theless such a practice is time consuming and reduces the
efficiency of medical personnel, since they need to carry
out a much more thorough documentation in order for the
templates to be correctly identifiable.

6. Inventory control

The introduction of portable devices in a clinical environ-
ment is not straight-forward and needs very careful plan-
ning and administrative support to have a positive impact on
the actual work carried out, as proven in numerous other
domains. Taking into consideration that portable digital
assistants are devices for personal office use focusing on
simple business tasks (such as calendar functionality, con-
tacts, simple voice memos, etc.), it is obvious that any other
more demanding use needs to be planned carefully prior to
being introduced in a daily routine.

Within intGuide there are tools addressing the adminis-
trative issues related to the use of mobile clients. Hence
there is an inventory control unit, keeping track of the de-
vices available, their characteristics, as well as statistics
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concerning their performance and usage. There is a ded-
icated registration-deregistration component that can be
used when handing out the devices to the personnel and
when collecting them at the end of their work (if such
a model is selected for a hospital). Additionally the in-
ventory control is featuring an online component, which
allows for the monitoring of all devices and their parame-
ters, such as their current location, their current battery sta-
tus and any possible alerts that are related to their smooth
operation. Hence if the battery level of a device is reach-
ing a limit, the personnel responsible for the monitoring
may bring an alternative device or backup battery to the
user, e.g., medical doctor and thus support them without
having them interrupt the operation.

Support of collaborative work. The portable devices may
be used also as the ambient memory of the hospital. An
important aspect in clinical workflow are appointments and
scheduling. A centralized calendar, which is capable of
holding the appointments of all personnel may be used to
issue reminders in due time. The scheduling of the ap-
pointment can thus take place as the need for such an ap-
pointment occurs and can be transferred immediately to the
account of the member of the staff and all other involved
entities, so as to have it available during their work in their
stationary workplaces, too.

Fig. 2. Current portable devices come in compact rugged cases
and feature build-in wireless LAN connectivity.

In addition to the relatively static exchange of information
based on appointment scheduling, another important fea-
ture, which increases significantly the advantages of the use
of mobile devices within the clinical environment is the use
as mobile phones (Fig. 2). Push-to-talk functionality after
the selection of one or more addressees/participants allows
medical personnel to communicate instantly within the hos-
pital without any costs at all. There is no need for beeper
devices and the installation of fixed line telephone lines for
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internal communication becomes obsolete. The communi-
cation possibilities offered by the new technology may even
extend to the introduction of “bridges” to the external phone
lines, thus redirecting the normal incoming voice traffic to
the mobile devices. The latter requires nevertheless phone
centres of a more recent generation, which will allow the
forwarding of the voice calls along with some additional
information, such as caller identification. The latter func-
tionality will allow for a better screening of incoming calls
by the medical personnel during work time.

Finally intGuide allows also for a different type of collabo-
ration, namely education of medical trainees. The intGuide
features client-side software, which allows for a mobile de-
vice to “couple” its display with another display and follow
the interactions and information display on this “master”
device. This is especially helpful during patient visits in the
ward, when a senior medical doctor is joined by a group of
younger interns. When approaching the bed of the patient
the screens of the mobile devices of the interns may offer
the possibility to display the content of the mobile device
of the senior doctor and thus follow his/her decisions and
information selection, while he/she explains why he follows
the steps displayed. The current implementation allows for
a relatively large number of clients to connect to a master
device, hence enabling a smooth collaborative educational
session in the clinical environment.

7. Security aspects

Currently most of the portable computers, PDAs and very
recently also mobile phones are equipped with wireless
LAN capabilities, thus making it easy for people to en-
ter a wireless network and start using it. The intGuide
platform introduces protective measures at various levels,
starting with the obvious configuration (upon request) of
all involved access points to accept traffic only from desig-
nated devices. For this reason the only restriction is the use
of wireless access points that allow for configuration of al-
lowed MAC addresses (nowadays a feature of the majority
of access points in the market). Additionally the encryption
of the data transmitted and the decryption on the viewing
terminal is something easily incorporated into the intGuide
platform. Finally the access to the content has to pass two
levels of authorization, one of them being related to the
database users and the other being granted by the profile of
the user themselves. Hence although the rights of a medi-
cal doctor would normally allow him to access specific data
in the database, within a given profile/template (a profile
for the radiology specialist, when visiting the ward), might
deactivate these access rights.

On the client side there are many ways to secure the ac-
cess to the information. When a terminal has been idle
for a given period of time, it is locked, while a warn-
ing/indication is transmitted to the centralized monitoring
unit. The latter may be used in cases where the user of the
mobile device has accidentally left the device somewhere
unattended.
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As far as the anti-theft security for the mobile devices is
concerned, the intGuide clients always configure the de-
vices to restrict the uncontrolled powering down. In a pre-
ferred mode of operation the devices are returned to their
charging areas and then they may be switched off. Follow-
ing this operation mode, it is possible to continuously keep
track of the position of the mobile devices and issue an
alarm when the mobile device is about to leave the permit-
ted area. This feature may be deactivated. In such a case an
alternative approach, such as RF tags on the mobile devices
and RF reader installations in doors and windows could re-
place the security features mentioned before. In any case,
there may be devices that certain members of the personnel
will be allowed to take outside the permitted area. The sug-
gested procedure in this case is to attend a deregistration
station (e.g., at the entrance) and use a mode introduced for
this purpose, namely “deregistration for exit”. Upon return
the device is registered again normally.

8. Necessary infrastructure

The major advantage of the intGuide solution is that it can
be considered as an extension to existing information sys-
tems (Fig. 3). Hence it may complement existing infras-
tructure to offer the ubiquitous services within the hospital
environment. Some additional components may even be
assumed in nowadays implementations of information tech-
nology support in modern hospitals, such as the existence
of a wireless local area network. The intGuide is a scalable,
freely configurable platform and can thus be easily adapted
to different situations and varying needs of end users.

Registration
and inventory
Q} (B) HIS server
SS 3 (G
= /& o
Call center/ atien

L. . ,"' @
administration  { @ E\

A" Nomadic user H

Q® \“\\ H __________

ﬂ Ward terminal B
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access point  \edical

e-library
PACS/RIS

Fig. 3. The intGuide platform complements the existing infras-
tructure in the clinical environment in order to allow for context
aware services in the clinical routine.

The intGuide platform is comprised of the following soft-
ware and hardware components:

e wireless network, fully compliant with the
IEEE802.11n standard — repositioning the ac-
cess points within the space may be necessary in
order to achieve higher accuracy in the WLAN
detection;
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e optional tags for increased accuracy in the location
detection (e.g., RF tags or infrared LEDs);

e a central processing unit (see below), hosting the fol-
lowing software components:

— WLAN positioning engine,
— intGuide inventory software suite,

— live monitoring software suite, featuring
scheduling and communication control units,

— software bridge to existing EPR,

— authoring tools for the preparation of dedicated
presentation profiles and templates,

— software bridge to scheduling system,
— registration and deregistration software,

— a database management system or access to an
existing one;

e portable devices, preferably portable digital assistants
operating under Windows CE equipped with WLAN
functionality, protected by a rugged case and featur-
ing the following software:

— communication and resource control unit,
— WLAN positioning client,

— position detection component,

— playback control module,

— synchronization unit,

— voice communication module,

— screen locking software (both server and client
versions).

The system may operate with one single state-of-the-
art PC. Nevertheless this is a solution that is not recom-
mended. It is advisable to introduce a dedicated failsafe
server, e.g., a cluster. The software systems may be oper-
ated on any terminal equipped with network access and con-
ventional browsers. In the current implementation of int-
Guide, the authoring tools are dedicated software units that
need to be installed on each terminal to be used. In future
releases the authoring software will feature also a web-
based access interface.

In case the system is configured to operate with increased
location detection accuracy, i.e., with additional tags in the
space such as RF tags, it is necessary to use a reader device
within the mobile devices.

Advanced information visualization. One of the older
yet only recently appreciated fields of research in in-
formation technology is information architecture and vi-
sualization. It is about communicating information in
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a visual manner and thus allowing for a faster and more
efficient comprehension. Even very simple examples make
it clear, that information visualization may increase the per-
ceptual value of information and decrease the so called cog-
nitive workload (Fig. 4). Especially in application domains
such as medicine in the clinical routine, it is necessary
to be able to perceive vast amounts of information within
short periods of time, in order to reach fast and accurate
decisions.

()
—

Suspicious fesions
detected
(radiology report)

Authoring
station

" Patient name: testman test
Age: 56

Fig. 4. Simple display of collected data related to a patient in the
upper part, authoring tools for advanced visualization enhance the
readability of the iamge in the lower part and visualize important
information at a glance (light arrow line indicates both the position
of the slice in the heart volume and highlights an area to more
thoroughly investigate).

The intGuide is supporting possibilities of displaying mul-
timedia information on mobile devices in a comprehensive
manner. For this purpose it is necessary to use the corre-
sponding authoring tools. The authoring of content may be
time consuming and needs to be carried out by the respec-
tive specialist. An example can be medical images: the
authoring tools may be used to annotate these images both
graphically and textually. These annotations may be clas-
sified according to the intended audience, hence some of
them will be presented on the devices of surgeons and dif-
ferent ones will be presented on the devices of anaesthesi-
ologists.

The authoring tools of the intGuide platforms have not been
developed especially for the medical domain. The modular
way of development allows for the extension of the au-
thoring tools by domain-oriented tools, such as visualiza-
tion and rendering software for radiological departments,
or laboratory results, etc. Nevertheless intGuide is capa-
ble of handling augmented reality information. It allows
for the storage of 3-dimensional models and their matching
against actual pictures of the real environment of the users.
Hence, assuming that a different (embedded or not) tool
is used for the creation of 3-dimensional views of medical
information, it is possible to use the authoring environment
to match these views against images found in the multime-
dia database of the system.
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9. Application Scenario 1:
medical visit in the ward

In order to better present the smooth integration of the
intGuide features into everyday clinical routine, two simple
examples are presented and the use of mobile devices with
the intGuide features are highlighted.

In the first use case, we assume the visit of a patient
in his/her room by a senior medical doctor along with three
interns. Each physician is carrying a mobile device, which
they have gotten at the collection point of their ward. The
devices were handed out by a nurse in the ward, who reg-
istered the devices to the physicians in her terminal. The
terminal is a simple PC connected to the intranet of the
hospital, equipped with only a web-browser.

The senior physician approaches the bed of the patient,
which features an RF tag in a hidden position. The doc-
tor is provided automatically with a list of information
items available for this patient. The information is struc-
ture according to a template, that this doctor has selected
some time ago and found most useful. The senior physi-
cian selects additional information to be retrieved, such
as the EPR, the fiver curves of the past days, etc.

The assistants “lock™ their devices to the device of the se-
nior physician and follow the actions. In order to do that
they initiated a client session by selecting the “follow a col-
laborative session” option and highlighting the name of the
senior physician. The senior physician sees the requests on
his screen and allows the presentation of his device on the
devices shown in a list by tapping the “allow” button. The
session begins and the physician asks questions and then
carries out actions using his device.

Suddenly an incoming request for tele-consultation is re-
ceived by the senior physician only and is not displayed
on the screens of the other devices. The physician taps on
the graphical indication on his screen and checks the sever-
ity of the request by reading a brief description, the name
of the initiators and the patient involved. He decides that
the tele-consultation may be postponed for after the current
visit and replies to the request by scheduling this activ-
ity for 15 minutes later. The initiator receives an indi-
cation on their screen, accept the postponed session and
the rendezvous is registered centrally in the scheduling
unit.

10. Application Scenario 2:
nursing activities in the night time

The nurse is entering a room in her ward at night time,
after she has been reminded by an alarming sound on her
mobile device. The centralized system, which is constantly
monitoring the schedules of all personnel has initiated this
remote reminder. The device displays a list of tasks that
need to be taken care of during this time in this room
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in a suggested order, immediately upon entrance of the
nurse in the room. The nurse takes care of each task and
indicates their completion by checking a box on her screen
besides the task name. A high-level control of the validity
of her actions is possible thanks to the location estimation
component, which checks for the position of the nurse in the
room and related to each of the patients. Hence it would
not allow the checking and completion of a task related
to patient B, if the reading of the position of the nurse is
indicating her being at the bed of patient A. The processing
of the tasks are captured by the workflow system and may
be propagated to other HIS components (if configured to
do so), thus allowing for a more accurate accounting.

Suddenly the nurse realizes that one of the patients needs
immediate attention by a medical doctor. She activates the
list of available doctors and selects the name of the one
available in the hospital with the necessary specialty. She
immediately rings him up and starts talking to him about
the situation. The medical doctor starts walking towards
the ward while talking on his device with the nurse and
giving her instructions for immediate actions, until he has
reached the room of the patient.

11. Conclusions and future work

It was discussed that hospital personnel exhibit nomadic
work behaviour. Hence ubiquitous and uninterrupted ac-
cess to existing information is a means for enhancing their
work situation. Advanced information visualization is the
means for effectively presenting information to the user.
Context aware systems, featuring advanced information vi-
sualization may successfully address many shortcomings
of the current routing of nomadic users in a clinical en-
vironment. We have presented a system, which was in-
troduced in the domain of cultural heritage and is generic
enough to be applied in the clinical routine supporting mo-
bile devices for medical staff. We have presented a set of
functions supported by the platform intGuide, as well as in-
dicative use cases, showing the added value for the clini-
cal environment emerging from the introduction of such
a system.

A necessary prerequisite for the successful introduction of
such a system is the interoperability with existing legacy
systems in the clinical environment. Health level 7 (HL7)
is one of the things that come to mind in this context.
The HL7 information exchange is thus far not supported by
the system. If the system is to be introduced as a success-
ful extension to existing legacy systems and not an island
solution, HL7 is one of the major priorities of the adap-
tation to the clinical routine. The main focus will be the
connectivity to the EPR system.

Additional helpful features may occur by extending the
workflow control system to cover for additional activities.
One example in this direction is the monitoring of progress
of registered activities, e.g., status of laboratory tests for
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individual patients. Other examples of important extension
are the accessing of an e-library of the hospital or even an
extranet of health.
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Improving interpretability:

combined use of LVQ and ARTMAP
in decision support

Hoi Fei Kwok, Andrea Giorgi, and Antonino Raffone

Abstract— The learning vector quantization (LVQ) network
was used to classify the ECG ST segment into different mor-
phological categories. Due to the lack of data in the ST el-
evation categories, the classifier was only trained to identify
different types of ST depressions (horizontal, upsloping and
downsloping). The accuracies were 91%, 85% and 65% re-
spectively for the training, validation and testing data respec-
tively. Despite the low accuracy for the testing data, most
of the mis-classifications were downsloping ST depression be-
ing classified as horizontal ST depression. We concluded that
more data and more training are needed in order to train the
LVQ to recognize other morphological types of ST deviation
and to improve the accuracy.

Keywords—learning vector quantization, ARTMAP, decision
support systems, ischemic heart disease.

1. Background

Cardiovascular diseases have long been recognized to be
one of the major causes of morbidity and mortality in de-
veloped countries and myocardial infarction is one of the
important causes of premature and sudden death in adults.
The early detection and diagnosis of myocardial ischaemia
allow early intervention and can improve the survival rate.
Electrocardiogram (ECG) is an important component of the
diagnosis of myocardial ischaemia. In the diagnostic pro-
cess, the clinicians look at the rhythm of the ECG, the
ST-segment deviation, the shape of the segment, the shape
of the QRS complexes and the shape of the T wave. Then
a decision will be made upon whether the ECG is sug-
gestive of ischaemia supported by the clinical guidelines.
Therefore, the diagnosis is usually made in a 2-stage pro-
cess. Firstly, symptoms, signs and features from the ECG
and laboratory investigations are sought. Then, a diagnosis
is made using the rules derived from previous research and
clinical guidelines.

The computer-assisted diagnosis of ischaemic heart disease
has been a subject of research in the past two decades due
to an increase in interests in artificial intelligence. How-
ever, most systems suffered from a lack of interpretability.
Baxt [1] used the presence of a list of medical history,
symptoms, signs and ECG features as inputs to an artifi-
cial neural network (ANN) but the ECG features were not
extracted automatically and no explicit rule could be ex-
tracted from the ANN. Other works [3, 4] used different
sets of input items but they still required the clinicians to
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interpret the ECG. Another approach is to use a one-stage
approach (for example [2, 7]). The input is the ECG signal
and the output is the diagnosis. Neural networks are used
to classify the ECG into normal or ischaemic. However,
this approach is a black-box approach that does not offer
an explanation to the users as to why the system considers
the patient having or not having myocardial ischaemia.

In order to improve the interpretability, a rule-based ap-
proach is required but in order to use the rule-based ap-
proach, one requires information about the inputs to the
rules. The inputs to the rules, in the context of the di-
agnosis of ischaemia from the ECG, include the presence
of ST deviation, shape of the ST segment and pathologi-
cal Q wave, etc. The conventional approach of ST analysis
and most standard ECG monitors can give information re-
garding the magnitude of ST deviation. It is known that
ST deviation in itself can be due to other causes [9], there-
fore, it is important to take the shape of the segment and
other information into consideration. However, the recog-
nition of shape cannot be easily done using conventional
ECG wave detection method due to the low signal-to-noise
ratio. Although one can use a parametric approach by mod-
eling the ST segment by first or second order equations,
the segment is short and noisy and the parameters derived
can be unreliable. Therefore, a neural network approach is
adopted. We used the learning vector quantization (LVQ)
network to classify the shape of the ST-segment. The clas-
sification can in turn be used as one of the input features to
a rule-base system which is developed using the adaptive
resonance map (ARTMAP).

2. Overall architecture

Before presenting the use of LVQ in ST analysis, we would
like to describe first the overall architecture of the rule-
based disease-specific approach of automatic detection of
ischaemia from ECG signals. The overall scheme is shown
in Fig. 1. The ECG signals are first processed by the
ECG processor module. This module filters the ECG
and then uses a wavelet-based algorithm to identify the
ECG characteristic points (such as positions of R wave,
J-point, T wave, etc.) [6]. The module also divides the
ECG into segments containing only one beat based on the
position of the QRS complexes. These segments can then
by used as the inputs to the black-box ST morphology
classifier, which is based on the use of the LVQ network.
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The ST segment deviation and shape will then be supplied
as inputs to the diagnostic rules module. Other features
required by the rule-base can be derived from the positions
of ECG characteristic points. These features include heart
rate, T-wave inversion, tall R wave, widened QRS complex
and pathological Q wave, etc.

Black-box sT| 31
morphology de%/iation
classifier
and shape
ECG Diagnostic . .
ECG—P processor rales —» Diagnosis
Other 4 rate,
features T wave inversion,
and parameters| pathological Q wave, etc.
Fig. 1. The overall scheme for the ischaemic classification

from ECG. The black-box ST morphology classifier is based
on the LVQ network and the “diagnostic rule” module is based
on ARTMAP.

The diagnostic rules module consists of a set of “if-
then” rules. These rules were derived using the ARTMAP.
A graphic user interface (GUI) was implemented and used
for presenting the ECG to the cardiologists and recording
their classification. ECG segments were presented to the
cardiologists and they were asked to indicate on the screen
the presence or absence of the input features and the diagno-
sis (i.e., normal, probably ischaemia, ischaemia, abnormal
but not ischaemia, etc.). The data were then used for the
ARTMAP training. After training, the rules were derived
from the top-down weights of the ART,; module and were
reviewed by the cardiologists. Unacceptable rules were ex-
cluded. In this paper, we will not go into the details of the
ARTMAP as the primary focus is the use of LVQ.

3. Learning vector quantization

The LVQ network [5] is a neural network related to the vec-
tor quantization and can be used for pattern classification.
Here we will only present the LVQ1 which was used in our
system. The LVQI1 consists of an input layer and an output
layer. The dimension of the input layer is the same as that
of the input vector. Each node in the output layer represents
one output class. The activity of each output node is the
Euclidean distance between the input vector and the input
weight vector. The output layer is a competitive layer and
thus, the output from the node with the highest activity will
be 1 and the outputs from the rest will be zeros.

During the training, the weight vector is adjusted according
to the output class and the target class. The target class is
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the desirable target. Let W be the input weight vector of
the output class node, X be the target class. The weights
are adjusted according to the following equations:

We(n-+1) = we(n) +a(n) [x(n) —we(n)]
if X and w¢ belong to the same class, (D

We(n-+1) = we(n) — a(n) [x(n) —we(n)]
if x and w¢ belong to different classes, 2)

where a(n) is the learning rate at the nth epoch. The
input weights of other nodes remain unchanged. Using this
algorithm, the input weight vector will get closer to the
input vector as time progresses.

The network is modified in the MATLAB neural network
toolbox. An additional layer of neurons is added to the
output layer so that the output layer becomes the hidden
layer. The number of nodes in this new hidden layer can
be greater than the number of output classes (named sub-
classes). The dimension of the new output layer is the same
as the number of output class. Therefore, a few subclasses
can be associated with the same output class using a binary
connection weight. This is the network structure that was
adopted in this paper.

4. Methodology

4.1. Training and testing data collection

The ECG signals from the European ST-T database were
used. Only those from V4 were used in the study as not
enough data can be retrieved for the training purpose from
other leads. The QRS complexes in the ECG signals were
located and used as reference points for the truncation of
the signals into individual beats. Each individual beat was
presented to a clinician for the classification of ST mor-
phological type. For the development and training of the
LVQ network, each input-target data set consisted of the
time-series voltage values from one ECG beat and the cor-
responding ST-morphology assigned by the clinician. The
data were divided into training data set, cross-validation
data set and testing data set.

4.2. Data preprocessing and network training

Each ECG beat was re-sampled to give 128 data points.
The signals were then normalized to zero mean and unity
standard deviation. The principal component analysis
(PCA) was then applied to the data and the coefficients
each principal component were used as the input to the LVQ
network. During the PCA, only components accounted for
more than 1% of the total variance were included. In this
way, the input dimension was reduced to 15 from 128.
LVQs with 16 to 30 hidden nodes were used and the LVQ
which showed the best performance was chosen. The train-
ing was done in series of 100 epochs until a maximum of
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1000 epochs. After every 100 epochs, the prediction error
in the cross-validation data set was calculated. The train-
ing stopped when an increase in the prediction error was
detected.

5. Results

The 486 beats were analyzed by the clinician; 7 beats were
unclassified (due to large signal noise) and only 37 out of
486 beats showed ST elevation. Therefore, a decision was
made not to include ST elevation as one of the output cate-
gories. The LVQ so developed could therefore only classify
the ECG beat into “normal”, “horizontal ST depression”,
“upsloping ST depression” and “downsloping ST depres-
sion”. The LVQ with 27 hidden nodes was found to give

Table 1
The performance of the LVQ network
with 27 hidden nodes

LVQ output

Target | Training data | Validation data | Testing data

1 2 3 41 2 3 4|1 2 3 4
1 (31 2 0 1]25 3 2 149 6 00
2 |9 371 6]9 36 3 6|5 1712
3 /0 4 40 113 7 36 4|3 0 00
4 |10 8 0 300 7 0 281 1520
Target: 1 — normal, 2 — horizontal ST depression,

3 — upsloping ST depression, 4 — downsloping

ST depression.

the best performance. It gave the correct classification
in 91% of the training data, 87% of the cross-validation
data and 65% of the testing data (Table 1). Most of the
mis-classifications in the testing data were classified as
“downsloping ST depression” by the clinician and the net-
work classifications were “horizontal ST depression”.

6. Discussions and conclusions

The accuracy of the trained network on the training data
and the validation was satisfactorily however, the accuracy
on the testing data was poor. However, when one looks into
the details of the make-up of the testing data, one can see
that the data were not evenly distributed. Only three cases
were classified by the clinician as upsloping ST depres-
sion. The mis-classification of downsloping ST depression
into horizontal ST depression may indicate that the class
boundary should be shifted more towards the downslop-
ing ST depression. The performance may be improved
by further training. Another solution is to use the LVQ?2.
In LVQ2, not only the weight vector closest to the input
will be modified but the one second closest to the input
may also be modified under defined circumstances.

As mentioned earlier, more data will be needed in order
to train the neural network to recognize different types
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of ST elevation and to recognize the ST morphology in
more leads. The LVQ network was chosen in this paper for
this application because each ST-segment can only belong
to one morphological class and the LVQ network can be
trained to discover the class boundaries and the competitive
layer ensures that only one class is chosen as the output.
Despite this, the use of other types of neural network can
be investigated in the future.
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Regular paper

Methodology to measure

the quality of service in healthcare
information and telecommunications

infrastructures
Eduard Babulak

Abstract—The telecommunications industry in last decade
went through the dramatic changes motivated by mobility,
wireless technologies and miniaturization. The continuous in-
crease in the complexity and the heterogeneity of healthcare
telecommunications infrastructures requires reliable method-
ology to assess the quality of service provision. This article
presents a cost effective methodology to assess the user’s per-
ception of quality of service provision utilizing the existing
Staffordshire University network by adding a component of
measurement to the existing model presented by Walker. This
paper offers a cost effective approach to assess the QoS pro-
vision within the University campus network, which could be
easily adapted to any campus network or healthcare organi-
zation in the world.

Keywords— user’s perception of quality of service, assessment
methodology, electronic health record, health care telecommu-
nications infrastructures, Staffordshire University network com-
munications infrastructure.

1. Introduction

The world today is driven by the information exchange pro-
viding support for the national and global cooperation. The
supporting telecommunications infrastructures are becom-
ing more complex providing the platform for the user driven
real-time applications over the large geographical distances.
The essential decisions made concerning the state welfare,
heath systems, education, business, national security and
defense, depend on quality of service (QoS) provision of
telecommunications and data networks. Regardless of the
technology supporting the information flows, the final ver-
dict on the quality of service is made by the end user. The
users’ perception of telecommunications’ network infras-
tructure QoS provision is critical to the successful business
management operation of any organization. As a result, it
is essential to assess the quality of service provision in the
light of user’s perception. The quality of service is one
of the most elusive, confounding, and confusing topics in
data networking today [1]. While research papers on QoS
hardly ever questioning raison d’etre it is frequently the
topic of heated debates. Why are so many publications and
even workshops on a topic which is questioned vehemently
while at the same time has so little impact on current prod-
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ucts or services [2]? The term service quality may have
a different meaning to different people [3]. This is perhaps
more accurately called QoS, as opposed to service quality,
which could be taken to mean the entirety of outcome and
experience [4]. The great majority of users are not inter-
ested in the engineering of telecommunications networks
or its QoS specifications; instead they expect fast, reliable,
and easy access to online resources, applications and Inter-
net (i.e., online databases, banking services, e-commerce,
e-mails, web servers, etc.) [5]. Most doctors and medical
staff today (i.e., clients) expect to have immediate access
to various communications technologies (i.e., wireless, mo-
bile, fibre optics, Ethernet, etc.) using almost any software
application, following the banking principle of anywhere,
anytime, and anyhow [6].

2. Staffordshire University network

2.1. SUN’s overview

The SUN has three major sites including stoke-on-trent,
Stafford and Litchfield and a number of buildings dis-
tributed around each site interconnected via leased com-
munications lines shown in Fig. 1.

ISDN

Stoke
campus
ATM

Campus
main
buildings

Octagon
ATM

Dial-in
modems
college links
62 kbit/s to 1 Mbit/s
Lichfield
centre
ATM

<+—» 100 Mbit/s fast Ethernet
<€—> 622 Mbit/s ATM backbone

=—a |55 Mbit/s ATM links

Fig. 1. Staffordshire University network diagram.
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The SUN was installed by the Digital Equipment Corpora-
tion (DEC) more than ten years ago using CAT4 cables (up
to 16 Mbit/s transmission rates), which are currently being
upgraded to CAT5 (up to 100 Mbit/s transmission rate).
The Catalysts 1900 series switches replaced the DEC 90T
hubs. Each building has a router connected to an Ether-
net, with concentration of switching in the wiring closets.
Specialized networks for graphic arts and computer science
are also connected behind firewalls, and these are based on
100 Mbyte connections. To provide support for users who
do not have computers, all student mail and files are stored
on shared network drives accessible from terminals in the
various campus computer labs. Students with their own
computers run e-mail clients that map to the remote e-mail

Fig. 2. SuperJanet4.

server when connected. A network administrator accesses
each student’s computer at the beginning of the semester
to set up the appropriate drive mappings and permissions.
Every time the SU users send or receive anything over the
Internet it travels through Staffordshire University and con-
nects to the Net North West network, which is the gateway
to the Janet network show in Fig. 2.

2.2. Quality of service
2.2.1. Information technology QoS framework

The ISO has produced a draft international standard
ISO/IEC DIS 13236 [7], “is to provide a common ba-
sis for the coordinated development and enhancement of
wide range of standards that specify or reference quality of
service requirements or mechanisms”. The framework is
a structured collection of concepts and their relationships,
which describes QoS and enables partitioning of, and re-
lationships between, the topics relevant to QoS to be ex-
pressed by a common description. It is intended to assist
developers of new and revised standards, which define and
use QoS mechanisms, and users expressing requirements
for QoS [8]. The typical QoS characteristics represent some
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aspect of the QoS of a system, service or resource, which
can be identified and quantified. User requirements drive
the QoS-management activities and originate with an ap-
plication process that wishes to use a service. The re-
quirements may be retained in an entity which may also
analyze them in order to generate further requirements that
are conveyed to other entities as QoS parameters, and so
on. Examples of such parameters are given from network
measurements:

— a measured value, used to convey historical informa-
tion;

— a threshold level (i.e., the threshold for the users’
perception of network QoS provision).

2.2.2. Enhanced disconfirmation model

The existing information technology (IT) definition of QoS
lacks the clarity required to express separately the ser-
vice provider’s and customer’s viewpoints. Disconfirma-
tion model applied to assess the SUNCI QoS provision is
illustrated in Fig. 3, which illustrates the enhanced discon-
firmation model of customer satisfaction based on the orig-
inal model [8]. The advancement of current measurement
technologies and the results of this paper introduce a new
model by comparing the performance measurements (M)
with the expected (E) and perceived (P) performance. Em-
pirical evidence suggests [8] that there are a number of
key characteristics or attributes which customers will gen-
erally evaluate to determine the quality of any particular
product or service. The disconfirmation model shows that

Expected performance| [Measured performance| [Perceived performance|
E M P
Comparing
[ ]

P E P E P E
M E M E M E
M P M P M P
. Posmve_ Confirmation Negatlv.e
disconfirmation confirmation

Satisfaction Neutral Dissatisfaction

Fig. 3. The enhanced disconfirmation model of customer satis-
faction.

customer’s satisfaction will be dependent on both the size
and direction of disconfirmation, with only three possible
outcomes. When “perceived” is greater than “expected”,
customers will be very satisfied; when “perceived” is equal
to “expected ”, customers will be satisfied (i.e., the prod-
uct is performing exactly as expected); when “perceived”
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is less than “expected”, customers will be dissatisfied. The
QoS required by the customer is a statement of the level of
quality of a particular service required or preferred by the
customer [9]. A typical customer is not concerned with how
a particular service is provided or with any of the aspects
of the network’s internal design, but only with the result-
ing end-to-end service quality [8]. It must be recognized
that the customer’s QoS requirements are useful, although
subjective.

A customer may judge the service based on his or her lo-
cation, connectivity and means of access, as well as the
computational processing power on his or her workstation.
It is up to the service provider to translate this into some-
thing of objective use [9].

Quality as perceived by customers from a comparison of
what they feel the product should offer (i.e., drawn from
their expectations) with their perception of the actual per-
formance of the product. When customers register with the
campus network, they already have expectations of how
network should perform and this will cover a whole host
of criteria [8] including:

conformance to specification (user accounts and priv-
ileges, accessibility);

performance (primary network characteristics, such
as utilization and error rate);

— reliability (probability of the network malfunction-
free performance);

— availability (probability of the network being avail-
able);

— simplicity (ease of use);

— serviceability (speed, courtesy and competence of re-
pair).

The network expectations may be considered as predictions,
sometimes subconscious ones, which customers make about
what is likely to happen during the use of it. In practice,
this may differ significantly from the views of IT services,
whose views of quality will be based on their perspec-
tives of the network services offered. However, the most
important evaluation of quality is that carried out by the
customer and network real-time measurements. This eval-
uation draws on expectations and expectations introduced
by Gronroos [10] in defining quality within the service en-
vironment as:

quality = customer’s expectations — customer’s percep-
tions.

This may be further analyzed and subdivided using the dis-
confirmation model, if quality is “conformance to require-
ments” and the real judge of quality is the customer, and
then they must evaluate quality in relation to their satisfac-
tion. For the purpose of clarity author defines the level of
expectations being always greater that the level of percep-
tion. For example, the users’ expectations of the services
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are very high equal to ten on ten, but their perception is
only four on ten, which correspond to less than good.
However, if the user’s perception reaches level of 10 on
10 then this considered to be an exceptionally good service.
Given the SUN current technological and SU financial sta-
tus it is quite unlikely that the level of user’s perception
of SUNCI QoS provision would exceed the level of their
expectations. In other words, if the SU marketing strategy
to attract the overseas students is based on offering them
the best services, then the ultimate judgment will be car-
ried out by the student once he or she had actually used
the particular services. This may be further analyzed and
subdivided using the disconfirmation model, if quality is
“conformance to requirements” [11]. The real judge of
quality is the customer, then they must evaluate quality in
relation to their satisfaction. The “enhanced disconfirma-
tion model” of customer satisfaction was based on the orig-
inal model [11]. The advancement of current measurement
technologies and the results of this work introduce a new
model by comparing the measurements performance (M)
with the expected (E) and perceived (P) performance. Ac-
cording to the IT service norms the SUN average utilization
for half-duplex communicationsl is 70%. Figure 4 illus-
trates the system utilizations measurements and the daily
top talkers access to the IT network. The network uti-
lization bounces from under utilized (i.e., from 10:00 un-
til 14:00) to over utilized (i.e., from 14:00 until 19:00 with
utilization decrease between 17:00 until 18:00). From the
graphs captured, it is evident that the utilization increases in
the late afternoon hours, due to the students’ assignments
submission deadlines. Results of SUNCI measurements
show in Fig. 4, illustrate that system utilization reflects the
users’ utilization pattern and the error rate is equal to null,
which constitute a good correlation with the survey ques-
tionnaire results.

110
100

Percentage
D
(=)

1 3 5 7 9 11 13 15 17

Utilization/total errors

19 21 23

total errors

utilization

Fig. 4. The system utilization/total errors on Tuesday April 3rd
2002 at residency network.

Half-duplex communications systems are those systems
where information is transferred on two directions, but only
in one direction at the time.
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Empirical evidence suggests [10] that there are a number of
key characteristics or attributes which customers will gen-
erally evaluate to determine the quality of any particular
product or service. The disconfirmation model shows that
customer’s satisfaction will be dependent on both the size
and direction of disconfirmation, with only three possible
outcomes. When “perceived” is greater than “expected”,
customers will be satisfied; when “perceived” is equal to
“expected”, customers will be neutral, neither satisfied nor
dissatisfied (i.e., the product is performing exactly as ex-
pected); when “perceived” is less than “expected”, cus-
tomers will be dissatisfied.

2.2.3. Four quality cycles

There are two principal parties in the QoS cycle, the cus-
tomers and the service providers as shown in Fig. 5. For
the service provider, such a division leads to planned and
achieved quality. For the customers this division leads to
their QoS requirements or expectations and their perception
of the performance experience.

Service provider

Customer

Present
and future

Customers' QoS | | Alignment
requirements gap

Customers' QoS
requirements

A

'}
Value ga Execut@i
4‘ gap gap

Customers' QoS Perception| |
requirements gap

Customers' QoS

requirements | Historic

Fig. 5. Quality cycle [8].

The scale of customer satisfaction or dissatisfaction will
be dependent on the difference between “expected” and
“perceived” performance of these key characteristics or at-
tributes. QoS offered by the service provider is a statement
of the level of quality that is offered to the customer. This
is the level of service that the service provider can achieve
with the design of the network. The level of quality is ex-
pressed by values assigned to network performance param-
eters, which cover the network and network support [12].
The QoS achieved by the service provider is a statement of
the level of quality achieved by the service provider. It is
a record of the levels of quality that have been achieved.
These are expressed by values assigned to the parameters
specified for the offered QoS. These performance values
are summarized for specified periods, for example, for the
previous three months and/or on an annual basis. The QoS
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perceived by the customer is a statement expressing the
level of quality experienced by the customer. The per-
ceived QoS is usually expressed in terms of the degree of
satisfaction and is assessed by the information technology
survey questionnaire.

3. Users’ perception surveys

This section presents results of the IT survey questionnaire
used to assess the QoS. In order to assess SU users’ percep-
tion of SUNCI QOS provision and their level of satisfaction,
two IT surveys were conducted over a period of two con-
secutive semesters. The results of both surveys provided
the IT management team with useful information about the
users’ perception. Generally there are two types of ques-
tionnaire: one to assess customer opinion of a particular
service, the other to assess the overall opinion of a service
provider [8]. The IT survey questionnaire was designed to
address all major groups of SU users, their relation to the
SU, access point location; means of access connectivity,
the end workstation type the application access priorities
and the critical time of network utilization for a specific
type of application.

3.1. Survey results

Respondents were asked for their perceptions on response
times on a scale from excellent down to very poor. If
the response was scored such that: excellent = 10, very
good = 8, good = 6, reasonable = 4, poor = 2, very
poor = 0. The results illustrate clearly that the majority
of average scores lie between 4 and 6, indicating that re-
spondents typically see response time lying between rea-
sonable and good, on average. The total number of respon-
dents to both surveys was 1116, which represents more
than 10 percent of SU users’ community. The results show
the evidence that most users tend to use their computer
for a significant period of time, once they are online. Re-
spondents were asked about the time of day they tended to
use the University facilities. The only exceptions appear
to be the use of ftp transactions, which are often seen as
less than reasonable, particularly at a student residence or
at home. Clearly there is the perception that there is bet-
ter support on-campus compared with off-campus. Table 1
illustrates the users’ perception of application performance

Table 1

User’s perception of the application performance

Applications | Campus | Student residence | Home
Last use 5.5 4.3 4.9
FTP 4.7 4.0 4.7
Web 5.6 4.3 5.0
E-mail 59 44 4.9
Admin 53 - 4.9
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while accessing the network from home, residencies and
main campus.

The results demonstrate that the respondents’ perception of
IT support is that it is quite good on campus, better than
reasonable at residences, but worse than reasonable off-
campus (see Table 2). The majority of respondents’ pri-
mary applications tend to be e-mail and the second most
significant use is web browsing. The IT services are cur-
rently focusing on application performance management.

Table 2
The average scores
Places Score
Off-campus 4.5
Student residence 4.6
On-campus 5.7

According to survey results the 56 K modem was the main
type of remote access connection for the majority of users.
In addition there was a variety of makes and models of
computers, although the majority appeared to have a Pen-
tium processor and be less than three years old.

4. Conclusions

The current technological evolution in the electronic health
record presents new challenges and research problems to
community of experts working in the field of medicine and
information technology. However, despite of technologi-
cal and medical research advancements it is essential that
the computerized electronic health record systems will be
available to all community of doctors, medical staff and
patients worldwide as a tool that ultimately contributes to-
wards the process of humanization of all aspect related to
medicine. In the current climate of business-driven edu-
cation with a focus on the user’s satisfaction it is essential
that the university campus networks provide support for
a large number of software applications running reliably
over very complex interconnection hardware with fast sys-
tem response and high security. This requires a great deal
of interoperability and dynamic resource allocation within
the networks. The concept of assessing QoS provision is
often represented in many different ways by various spe-
cialists groups including; computer scientists, network en-
gineers, network administrators, Internet services providers,
and university business managers. This paper discusses the
theoretical background on QoS, SUNCI current network
monitoring practices, and an IT survey questionnaire. In
this paper the author presents a new cost effective method-
ology for assessing the QoS provision with a minimum
effect on network performance and its functionality, while
discussing the users’ perceptions of SUNCI QoS provision.
The results suggest that the level of users’ satisfaction of
SUNCI QoS provision is reasonable and that there is a good
correlation between the users’ perceptions and the traffic
measurement of SUNCI QoS provision. This research fur-
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ther promotes future research in merging the engineering
methods and business perspectives on the QoS provision.
Speed and accessibility to any information at any time from
anywhere will create global communications infrastructures
with great performance bottlenecks that may put in danger
human lives, power supplies, national economy and secu-
rity. It is essential to measure all engineering and social
issues with much faster speeds. The future of telecommu-
nications industry will be driven by four major drives for
prosperity starting with the differentiated networks, health
informatics, advanced television and sensor networks. The
continuous increase in complexity and the heterogeneity of
university campus networks will require assessment meth-
ods that are capable of addressing all engineering and social
issues with much faster speeds. Speed and accessibility
to any information at any time from anywhere will cre-
ate global communications infrastructures with great per-
formance bottlenecks. To find the solutions to deal with
network congestion and information overflow will remain
an engineering, social and mathematical problem.
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Regular paper

Stochastic DEMATEL

for structural modeling of a complex
problematique for realizing safe, secure
and reliable society

Hiroyuki Tamura and Katsuhiro Akazawa

Abstract— In this paper we propose a revised Decision Mak-
ing Trial and Evaluation Laboratory (DEMATEL), called
stochastic DEMATEL, to extract structural model of a com-
plex problematique and to represent the priority of each
factor taking into account the uncertainty of structure. In
the stochastic DEMATEL, the uncertainty of structure is ex-
pressed as a stochastic model. From numerical experiments
and experimental analyses, the following results are obtained:
when the structure is uncertain, stochastic DEMATEL could
extract the features of structure by the degree of dispatching
influences and the degree of central role; stochastic compos-
ite importance could express the uncertainty of priority and
decide the priority taking into account the attitude of the de-
cision maker; pessimistic, neutral or optimistic.

Keywords— safe, secure and reliable society, structural mod-
eling, stochastic DEMATEL, stochastic composite importance.

1. Introduction

Decision Making Traial and Evaluation Laboratory (DE-
MATEL) has been widely used to extract a problem struc-
ture of a complex problematique [1-3]. By using DE-
MATEL we could quantitatively extract interrelationship
among multiple factors contained in the problematique. In
this case not only the direct influences but also the indirect
influences among multiple factors are taken into account.
Furthermore, we could find the dispatching factors that will
rather affect the other factors, the receiving factors that will
be rather affected by the other factors, the central factors
that the intensity of sum of dispatching and receiving in-
fluences is big, and so forth.

It is important and useful to get the structural model of
a problematique from which we could find the priority
among multiple strategies to improve the structure. This
is the main aim of DEMATEL. However, the conventional
DEMATEL is insufficient to obtain significant implication
of the priority of the strategies for decision making as fol-
lows:

1. Shortage of information on the importance of each
factor

Suppose we got three factors; “to get enough in-
come”, “to get successor”, “to improve productiv-
ity”, in the problematique of agriculture. The de-
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cision maker is trying to find the order of priority
among these three factors. Suppose the conventional
DEMATEL found that “to improve productivity” is
the most influential factor to improve the problem
structure. However, if “to get successor’” is the most
important factor in the future agricultural problem,
this factor should be the first priority for the strate-
gic planning of agriculture. In the conventional DE-
MATEL it is hard to find the superiority of factors,
since we could get only interrelationship of factors
contained in the problematique. To overcome this
difficulty we proposed a new criterion “composite
importance (CI)” [4] combining the interrelationship
of factors and the importance of each factor.

2. Shortage of flexibility to describe structural uncer-
tainty

Conventional DEMATEL describes the determinis-
tic interrelationship among factors contained in the
problematique. However, the strength of the interre-
lation among factors may be dependent on the various
situations, and the fluctuation may depend on the fac-
tors taken into account. For example, in the agricul-
tural problematique, “to improve productivity” may
contribute “to get enough income”, but to what ex-
tent may be dependent on each farmhouse. “To get
enough income” may contribute “to get successor”
uniformly.

In this paper in the context of finding priority among multi-
ple strategies to improve the structure of the problematique,
we aim at three objectives as follows:

e We propose a stochastic DEMATEL to deal with flex-
ible interrelationship among factors in the problema-
tique.

e We show usefulness and future problem of stochastic
DEMATEL through an empirical analysis of a sim-
ple numerical example where we deal with structural
modeling of uneasy factors of university students and
unmarried adults.

e We try to extract effective strategies to realize safe,
secure and reliable society as the results of empirical
analysis of uneasy factors of university students and
unmarried adults.
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2. DEMATEL and composite
importance

2.1. Outline of DEMATEL

Suppose, in a complex problematique composed of n fac-
tors, binary relations and the strength of each relation are
investigated. An example of binary relation is such that
“How much would it contribute to resolve factor j by re-
solving factor i?” We would get n x n adjacent matrix X
that is called the direct matrix. The (i, ]) element X;j of
this matrix denotes the amount of direct influence from
factor i to factor j. If the direct matrix X is normalizes as
Xr = AX, by using A = 1/(the largest row sum of X), we
would obtain

Xf:xr_i_)(r2_|_...:)(r(|—)(r)71. (1)

Matrix X is called the direct/indirect matrix. The (i, ])
element Xifj of the direct/indirect matrix denotes the amount
of direct and indirect influence from factor i to factor j.

Suppose D; denotes the row sum of ith row of matrix XF.
Then, D; shows the sum of influence dispatching from fac-
tor i to the other factors both directly and indirectly. Sup-
pose R denotes the column sum of ith column of ma-
trix Xf. Then, R shows the sum of influence that factor i
is receiving from the other factors. Furthermore, the sum
of row sum and column sum (Dj+ R;) shows the index
representing the strength of influence both dispatching and
receiving, that is, (D;+ R;) shows the degree of central role
that the factor i plays in the problematique. If (Dj —R)
is positive, then the factor i is rather dispatching the in-
fluence to the other factors, and if negative, then the
factor i is rather receiving the influence from the other
factors. We call Dj, R, (Dj+R) and (Dj — R) the de-
gree of dispatching influences, the degree of receiving in-
fluences, the degree of central role and the degree of cause,
respectively.

There exist many case studies [5—10] of DEMATEL to get
an appropriate structural model. Some of them are trying
to get a structural model identifying the central factors and
the causing factors based on the evaluation of the degree of
central role and the degree of cause. The degree of cause
denotes whether the factor is rather cause or effect. It does
not reflect the amount of dispatching or receiving influence.
Since the objective of this paper is to find the priority of
the strategy to improve the overall structure, we turn our
attention to the degree of dispatching influences.

2.2. Composite importance

Suppose based on the degree of dispatching influences we
found a factor that may contribute to improve the overall
structure. In this case to resolve this factor is not neces-
sarily the best choice, since the factor that could contribute
to resolve some important factors may be more efficient
to resolve even if it may not contribute to improve overall
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structure. Since the original DEMATEL is not taking into
account the importance of each factor itself, it is not pos-
sible to evaluate the priority among the factors. Similarly,
it is not possible to evaluate the priority of each factor by
just looking at the importance of each factor. We need to
take into account both the strength of relationships among
factors and the importance of each factor. To reflect both
viewpoint we proposed the composite importance z as [4]

ZZYr+XfYr:(|+Xf)yra (2)

where y; denotes the normalized n-dimensional vector of y
that denotes n-dimensional vector composed of the impor-
tance of each factor, where “normalized” means to divide
each element of y by the largest element in Y.

3. Stochastic DEMATEL

3.1. Stochastic direct matrix

In the ordinary DEMATEL the direct influence from fac-
tor i to factor j is written in the (i, j) element X;j of the di-
rect matrix X. Suppose the structure of the problematique
is uncertain and Xj is a random variable. Furthermore,
suppose the stochastic parameter values of X;j are different
for different pair of i and j. When each element of the
direct matrix is a random variable, each element of the di-
rect/indirect matrix X' is also a random variable. Further-
more, the composite importance Zis also a random variable.
Therefore, it is necessary to extend the ordinary DEMA-
TEL to deal with uncertainty in the problem structure. We
propose a stochastic DEMATEL in which we could take
care of various uncertainties in the problem structure.

In stochastic DEMATEL let G be a set of stochastic di-
rect matrices X5 generated by a Monte Carlo method from
the direct matrix XV with probabilistic information. The
direct matrix with probabilistic information is an n x n ma-
trix with (i, j) element X;j and probability density function
0(xij|8ij), where 8; denotes the parameter including ex-
pectation and variance.

As described above in the ordinary DEMATEL we could
get the element of direct matrix by asking such a question
as “How much would it contribute to resolve factor | by
resolving factor 1 ?” On the other hand in the stochastic
DEMATEL we need to collect the information on the vari-
ance as well as on the expectation of influence. Possible
methods to collect information on variance are as follows:

e Method 1. We ask a respondent the best value and
the worst value, by asking “How much would it con-
tribute to resolve factor j at most by resolving fac-
tor i, and how much would it contribute to resolve
factor | at least by resolving factor | ?” From the
best value and the worst value we could estimate the
variance.

e Method 2. We ask multiple respondents on the value
of direct matrix and compute the variance from these
multiple direct matrices.
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e Method 3. We combine Method 1 and Method 2.
We ask each respondent the best value and the worst
value of each element of the direct matrix. Then,
we aggregate these data and estimate the variance of
each element of the direct matrix.

3.2. Manipulation in stochastic DEMATEL
We normalize the stochastic direct matrix as
Xe=A-X5, (3)

where
A = 1/(the largest row sum of X%).

Then we obtain

XST = XS4 (XS24 = XS(1 — X&) 7L, 4)

where X7 denotes a stochastic direct/indirect matrix that
has the same property as the ordinary direct/indirect matrix.
Stochastic composite importance is obtained as

=y +XSfYr =(I +XSf)yr- (5)

If we obtain stochastic direct/indirect matrices and stochas-
tic composite importance for all the direct matrices con-
tained in the set G, we could obtain the set Gf of the
direct/indirect matrices and the set G* of composite impor-
tance. Furthermore, we could obtain the set of the degree
of dispatching, the set of the degree of receiving, the set
of the degree of central role and the set of the degree of
cause, respectively.

4. A simple numerical experiment
4.1. Structural modeling by stochastic DEMATEL

Suppose an overall structure is composed of three factors
a, b and ¢, and the direct matrix is given by

Xe =

o+~ O

2 1
0 0]. 6)
1 0

In this structure factors a and b are mutually influenced,
factor C is influenced by factor a, and factor b is influenced
by factor c. Therefore, factor b is influenced by factor a
both directly and indirectly. The intensity of direct influ-
ence is the largest from factor a to factor b.

As the degree of dispatching influences and the degree of
central role, we obtained for factor a: 1.85 and 2.80, for
factor b: 0.95 and 2.80 and for factor ¢: 0.65 and 1.30.
As for the degree of dispatching influences, factor a is the
largest and factor b is the next. Both factors a and b are
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the central factors, factor a is a cause factor and factor b
is an effect factor. Suppose the structure of this simple
numerical example is uncertain. Suppose besides the infor-
mation on expectation given by the direct matrix, variance
for each element is given by

0 004 0.04
Vare=| 004 O 0 ; (7
0O 004 O

where the dispersion of the influence from factor a to fac-
tor b is assumed to be relatively small. It is assumed that
cutting normal distribution between zero and infinity is as-
sumed for probability density function.

We generated 1000 elements of a set G by using Monte
Carlo method. Then, for each element of the set G, that is,
for each stochastic direct matrix X® (i=1, 2, ..., 1000), we
could obtain stochastic direct/indirect matrix and a set G.

Figure 1 shows the degree of dispatching influences and the
degree of receiving influences obtained from the stochastic
direct/indirect matrices. As seen in this figure the degree
of dispatching influences of factor a is big and the degree
of receiving influences of factor b is big. As the expec-
tation (and the variance in the parenthesis) of the degree
of dispatching influences and the degree of receiving in-
fluences we obtained for factor a: 1.8907 (0.0694), 1.0006
(0.1079), for factor b: 0.9936 (0.0966), 1.9064 (0.1167)
and for factor ¢: 0.6805 (0.0418), 0.6577 (0.0175).

Degree of receiving influences

e factor a
o factor b —
x factor ¢

1

0 0.5 1.0 1.5 2.0 2.5 3.0 35 4.0

Degree of dispatching influences

Fig. 1. Degree of dispatching influences and degree of receiving
influences.

For factor a and factor b we found a big positive correla-
tion between the degree of dispatching influences and the
degree of receiving influences especially for factor a. The
reason is that for both factors when they affect the other
factor, the influence is fed back to themselves directly. On
the other hand for factor C since the influence is fed back to
itself indirectly, we did not find a big correlation (correla-
tion coefficient = 0.51) between the degree of dispatching
influences and the degree of receiving influences.
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Stochastic composite importance (numerical experiment)

Table

1

Factors a b c a b c a b c
Importance 0.4 0.4 0.4 0.3 0.1 0.7 0.1 0.7 0.4
Expected value 1.1563 0.7974 0.6722 0.8332 0.3860 0.8320 1.0670 1.0670 0.7637
2.5 percentile 0.9910 0.5936 0.5411 0.7049 0.2409 0.7622 0.9011 0.8791 0.5949
25 percentile 1.0822 0.7125 0.6166 0.7825 0.3254 0.7993 0.9930 0.9869 0.6973
Median 1.1414 0.7778 0.6621 0.8252 0.3733 0.8247 1.0549 1.0521 0.7544
75 percentile 1.2114 0.8658 0.7158 0.8748 0.4373 0.8550 1.1216 1.1313 0.8192
97.5 percentile 1.4006 1.0882 0.8679 1.0079 0.5971 0.9403 1.3114 1.3354 0.9915
cv 0.0911 0.1559 0.1216 0.0902 0.2283 0.0560 0.0992 0.1093 0.1290

In Fig. 1 we could draw many lines with gradient —1. The
points on the same line have the same degree of central
role, and the point located upper right side has a bigger
degree of central role than the points on the line. These
lines denote the indifference lines of the degree of central
role. By using these indifference lines we could find that
factors @ and b are the central factors. As the expectations
of the degree of central role we found for factors a, b and c:
2.8914, 2.9000 and 1.3382, respectively.

Next, we draw a line passing through the origin with gra-
dient 1 in Fig. 1. Then, the points located lower right side
of this line are the “cause” factors and the points located
upper left side of this line are the “effect” factors. This fact
implies that in every stochastic direct/indirect matrix it is
found that factor a is a cause factor and factor b is an effect
factor. Factor C is a cause factor or effect factor case by
case.

If we compare the degree of dispatching influences, the
degree of receiving influences and the degree of central
role for ordinary DEMATEL and for stochastic DEMATEL,
these values are almost identical. The values for stochastic
DEMATEL are slightly larger than those for the ordinary
DEMATEL. If we could find a precise probability distri-
bution function and if we could generate infinitely many
random numbers precisely, the expectation for both DE-
MATELS should agree each other in principle.

We found that we could get a proper structural model of
a complex problematique under uncertainty by using the
degree of dispatching influences and the degree of central
role of the stochastic DEMATEL proposed in this paper.

4.2. Stochastic composite importance

If we assign the value of importance of each factor, we
could evaluate the stochastic composite importance. Since
we obtain 1000 values for each factor, we summarize the
result in Table 1: percentiles (2.5%, 25%, median, 75%,
97.5%), expectation and coefficient of variation (CV = stan-
dard deviation/expectation).

In the ordinary DEMATEL we could decide the priority
of each factor based on the value of composite importance
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itself. In the stochastic DEMATEL we use three stochastic
decision principles as follows:

e Expectation principle. We decide the priority based
on the expected value or median of composite impor-
tance.

e Max-min principle. We decide the priority of each
factor by maximizing the worst value (either 2.5 per-
centile or 25 percentile) of composite importance.
This principle reflects a pessimistic decision.

e Max-max principle. We decide the priority of each
factor by maximizing the best value (either 75 per-
centile or 97.5 percentile) of composite importance.
This principle reflects an optimistic decision.

As seen in Table 1 when the importance of each factor
is 0.4, the composite importance of factor a is the largest
under any of these three decision principles, therefore, the
highest priority is given to factor a. When the importance
of factors @, b and c is 0.3, 0.1 and 0.7, respectively, the
priority of factor a is higher under the expectation prin-
ciple and max-max principle, and the priority of factor c
is slightly higher under the max-min principle. When the
importance of factors & b and c is 0.1, 0.7 and 0.4, re-
spectively, the priority of factors a and b is higher under
the expectation principle, the priority of factor a is higher
under the max-min principle and the priority of factor b
is higher under the max-max principle. In this case under
the attitude of pessimistic decision, factor a is chosen to
be resolved, and under the attitude of optimistic decision,
factor b is chosen to be resolved. In this case the expecta-
tion for factors a and b is almost identical, CV for factor a
is smaller than that for factor b, and factor a is chosen un-
der the max-min principle and factor b is chosen under the
max-max principle. This implies that the priority decided
by max-min principle and max-max principle depends on
the variance of composite importance of each factor.

As seen above the stochastic DEMATEL could describe
the uncertainty of the structure of complex problematique,
could describe the uncertainty of priority by the stochastic
composite importance and could decide the priority of each
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factor reflecting the decision makers attitude whether he/she
is pessimistic, neutral or optimistic.

5. Structural modeling of uneasy factors
by stochastic DEMATEL
5.1. Data

We use the data previously obtained from university stu-
dents and unmarried adults [4].

For university students 10 uneasy factors are chosen as fol-
lows:

1. Career to pursue (CAR)

2. Scholastic performance (SCH)
3. Home economy (HOE)

4. Health of myself (HEM)

5. Health of family (HEF)

6. Marriage (MAR)

7. Looks (LOO)

8. Ability/character (ABI)

9. Human relations (HUR)
10. Job and work (JAW)

For unmarried adults 9 uneasy factors are chosen as follows:

1. Home economy

2. Health of myself (HEM)

3. Health of family (HEF)

4. Unemployment (UNE)

5. Marriage (MAR)

6. Looks (LOO)

7. Ability/character (ABI)

8. Human relations (HUR)

9. Job and work (JAW)

Respondents to the questionnaire are 10 university students
and 10 unmarried adults. The importance of each factor
is asked to the respondents by 5-grade evaluation where
the importance of each factor means the degree of feeling
uneasy for each factor. Then, the strength of binary relation
for each pair of factors is asked by 3-grade evaluation, We
look at the binary relation such that “How much would
it contribute to resolve factor b (the anxiety for SCH) by
resolving factor a (the anxiety for CAR) 7

The direct matrix is obtained by averaging the data of
10 people on the strength of binary relations. The data for
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the importance of each factor are first normalized between
0 and 1 and then averaged for 10 people.

Structural model for uneasy factors of university students
is described as follows: the degree of central role for CAR
(4.75) is high and CAR has the property of both cause
factor and effect factor, but since the degree of cause for
CAR (—0.35) is negative, CAR is rather an effect fac-
tor. Actually, CAR is greatly affected by ABI, SCH, HOE
and JAW.

Besides CAR the degree of central role for HOE (3.63),
ABI (3.63), JAW (3.54) and SCH (3.35) are high. Espe-
cially, the degree of cause for ABI (1.41) is high, this is
a central factor with the property of cause factor.
Structural model for uneasy factors of unmarried adult is
described as follows: the degree of central role for JAW
(6.07) is high, and then ABI (5.79), HOE (5.40). JAW and
ABI are mainly cause factor, however, they have the prop-
erty of effect factor as well. On the other hand HOE is
affected by UNE, JAW and others, and has the property of
effect factor.

In Table 2 the degree of dispatching influences and compos-
ite importance of university students and unmarried adults
are shown. Concerned with the degree of dispatching influ-
ences ABI, CAR are high for university students and ABI,
JAW, HEM are high for unmarried adults with this order.
Concerned with the composite importance CAR, ABI are
high for university students and ABI, JAW, HEM are high
for unmarried adults with this order. This implies that by
resolving these factors overall uneasiness is resolved enor-
mously.

We need to pay attention that for university students the
order of factors for the degree of dispatching influences is
different from the order of factors for the composite impor-
tance. The reason why is that in the composite importance
the degree of dispatching influences as well as the impor-
tance of each factor and the importance of affecting fac-
tors are reflected. For example the degree of dispatching
influences of CAR is not so high, but since the impor-
tance of CAR is high, the composite importance of CAR
is high in consequence. Therefore, it is clarified that from
the view point of importance CAR is to be resolved and
from the view point of dispatching influences ABI is to be
resolved.

5.2. Structural modeling by stochastic DEMATEL

Suppose the structure of the uneasy factors is uncertain.
Expectation and variance of probability distribution is ob-
tained by the dispersion of the data contained in multiple
respondents reply in the direct matrix. Probability den-
sity function is assumed to be a cutting normal distribution
defined on [0,00). Based on these probabilistic informa-
tion 1000 stochastic direct matrices are generated by using
a Monte Carlo method.

Tables 3 and 4 show a structural model extracted by the
stochastic DEMATEL from the uneasy factors of univer-
sity students and unmarried adults, respectively. The ex-
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Table 2
Composite importance
Factors CAR | SCH | HOE | HEM | HEF | UNE | MAR | LOO | ABI | HUR | JAW
D 2200 | 1.643 | 1.825 | 1.052 | 0.607 0.866 | 0.753 | 2.521 | 1.510 | 1.826
Students | Importance | 0.675 | 0.550 | 0.600 | 0.350 | 0.400 0.500 | 0.450 | 0.500 | 0.450 | 0.425
Cl 1.796 | 1.411 | 1.527 | 0.894 | 0.706 0.928 | 0.842 | 1.794 | 1.232 | 1.374
D 2.167 | 3.041 | 1.324 | 1.565 | 1.824 | 1.553 | 3.307 | 2.529 | 3.243
Adults | Importance 0.475 | 0.550 | 0.550 | 0.400 | 0.425 | 0.550 | 0.600 | 0.425 | 0.475
Cl 1.528 | 2.028 | 1.182 | 1.163 | 1.316 | 1.299 | 2.189 | 1.659 | 2.048
Table 3
Structural extraction by stochastic DEMATEL (university students)
Values CAR SCH HOE HEM HEF MAR | LOO ABI HUR JAW
Expected | 2.248 1.818 | 2.217 1.613 | 0.948 1.422 1.063 | 2.523 1.859 | 2.296
D Median 2.140 1.679 | 2.156 1.472 | 0.861 1.290 | 0947 | 2.456 1.730 | 2.254
cv 0.359 | 0.422 | 0.347 | 0427 | 0466 | 0439 | 0.511 0.263 | 0.404 | 0.342
Expected | 4.934 | 3.799 | 4286 | 3.044 | 2.112 | 2.706 | 3.209 | 3.939 | 3.762 | 4.223
D+R | Median 4.689 | 3.570 | 4.031 2.809 1.926 | 2.505 | 2.953 | 3.753 | 3.454 | 4.023
cv 0.339 | 0366 | 0.341 | 0368 | 0.398 | 0.381 0.383 | 0.294 | 0.365 | 0.337
Table 4
Structural extraction by stochastic DEMATEL (unmarried adults)
Values HOE HEM HEF UNE MAR LOO ABI HUR JAW
Expected 2.181 2.630 1.661 1.734 1.970 1.813 2.772 2.268 2.703
D Median 1.992 2.551 1.490 1.571 1.767 1.634 2.665 2.089 2.601
cv 0.453 0.345 0.486 0.484 0.476 0.498 0.341 0.447 0.362
Expected 4.820 4.283 3.347 3.987 4.495 3.696 5.074 4.575 5.182
D+R Median 4.453 4.015 3.035 3.656 4.136 3.372 4.779 4.305 4.815
cv 0.405 0.368 0.433 0.422 0.416 0.427 0.368 0.405 0.385

pected value obtained in these tables did not agree
with the results obtained by the ordinary DEMATEL. Since
the expected value and median are little bit different, the
assumption of cutting normal distribution may not be ap-
propriate. However, since concerned with the order of the
degree of dispatching influences (D) and the degree of cen-
tral role (D+R) the result obtained by the stochastic DE-
MATEL gave a good agreement with the result obtained
by the ordinary DEMATEL, the stochastic DEMATEL is
appropriate to extract the property of the structural model.

Since the value of coefficient of variation (CV) is
around 0.4, the uncertainty of the structure is fairly big.
If we look at CV of D and D + R for each factor, we find
that CV of D and D+ R for ABI is smaller than for the other
factors and CV of D and D+ R for LOO is large for univer-
sity students. This implies that by resolving ABI univer-
sity students could expect a stable effect, but by resolv-
ing LOO university students should anticipate uncertain
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effect. For unmarried adults CV of D and D+ R for ABI
and HOM is small and the variation of CV depending upon
the different factors is relatively small.

5.3. Stochastic composite importance

In Tables 5 and 6 stochastic composite importance of
each factor for university students and unmarried adults
is shown, respectively.

For university students composite importance, that is, the
priority of CAR, ABI and HOE are large with this order un-
der the expectation principle and max-max principle, where
the priority of ABI and HOE is reversed for 97.5 percentile.
This is due to the fact that CV for HOE is larger than that
for ABI. Under the expectation principle the priority ob-
tained by the stochastic DEMATEL gave a good agreement
with the priority obtained by the ordinary DEMATEL.
This result implies that reliability of the stochastic com-
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Table 5
Stochastic composite importance (university students)

Values CAR SCH HOE HEM HEF MAR LOO ABI HUR JAW
Expected 1.804 1.482 1.708 1.171 0.880 1.201 0.994 1.775 1.394 1.593
2.5 percentile 1.170 0.935 1.079 0.719 0.561 0.777 0.630 1.188 0.841 0.914
25 percentile 1.495 1.207 1.425 0.917 0.722 0.969 0.807 1.561 1.124 1.293
Median 1.752 1.411 1.671 1.093 0.834 1.134 0.938 1.741 1.328 1.566
75 percentile 2.053 1.676 1.935 1.365 0.995 1.370 1.112 1.956 1.591 1.846
97.5 percentile 2.726 2.392 2.574 2.001 1.475 1.976 1.725 2.497 2.348 2.454
cv 0.226 0.266 0.228 0.300 0.254 0.259 0.280 0.190 0.274 0.252

Table 6
Stochastic composite importance (unmarried adults)

Values HOE HEM HEF UNE MAR LOO ABI HUR JAW
Expected 1.540 1.836 1.351 1.252 1.394 1.434 1.942 1.540 1.795
2.5 percentile 0.898 1.104 0.855 0.736 0.827 0.895 1.195 0.856 1.050
25 percentile 1.186 1.541 1.078 0.970 1.075 1.124 1.645 1.175 1.458
Median 1.449 1.801 1.266 1.177 1.292 1.345 1.889 1.454 1.739
75 percentile 1.795 2.080 1.522 1.442 1.593 1.635 2.196 1.808 2.074
97.5 percentile 2.636 2.740 2.294 2.231 2.554 2.573 2.923 2.664 2.779
cv 0.314 0.243 0.290 0.329 0.331 0.309 0.239 0.324 0.268

posite importance obtained by the stochastic DEMATEL is
quite high.

Under the max-min principle the priority of ABI is the
highest and then that of CAR and HOE. The reason why the
priority of ABI is the highest is that the max-min principle
reflects the pessimistic attitude of decision and that CV of
D for ABI is small, and as the result CV of composite
importance is also small. This will lead to the expectation
of certain effect by resolving uneasiness of ABI.

For unmarried adults the priority of ABI, HEM and JAW
are large with this order under all the three principles ex-
cept that for 97.5 percentile the priority of JAW and HEM
is reversed. This order of priority obtained by the stochastic
composite importance is different from that obtained by the
composite importance of ordinary DEMATEL: ABI, JAW
and HEM. The reason why we get this result is that for un-
married adults the elements of the stochastic direct matrices
are smaller than those of the direct matrix. As the result
each element of the degree of dispatching influences (D) is
reduced to be relatively small. As we know the composite
importance reflects both D and importance of each factor.
Since the value of D is reduced to be relatively small in the
stochastic composite importance, weight for D is reduced
to be smaller than that for importance of each factor. As
the result, in the stochastic DEMATEL the priority of HEM
became higher than that of JAW, because the importance
of HEM is larger than that of JAW for unmarried adults.

The reason why the elements of the stochastic direct matri-
ces are smaller than those of the direct matrix may be due

42005

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

to the error arisen from inappropriate assumption of proba-
bility density function. Although this error does not cause
serious defects when we evaluate the degree of dispatch-
ing influences (D) and the degree of central role (D+R),
we may get some defects when we evaluate composite im-
portance. Therefore, to overcome this difficulties we need
to develop a method of identifying appropriate probability
distribution function or to develop a non-parametric ap-
proach.

6. Concluding remarks

In this paper a stochastic DEMATEL is proposed for struc-
tural modeling of a complex problematique taking into ac-
count the uncertainty of structure. This method is obtained
by extending the deterministic variables in the ordinary DE-
MATEL to random variables. To show the validity of the
method a simple numerical example and a structural mod-
eling of uneasy factors are included for the purpose of re-
alizing safe, secure and reliable society.

New knowledge obtained in this study is as follows:

e Stochastic DEMATEL could extract the characteris-
tics of the structure even when there exist uncertainty
in the structure.

e Stochastic composite importance could describe the
uncertainty of priority arising from the uncertainty of
the structure, and could decide the priority taking into
account the attitude of the decision maker towards
risk; pessimistic, neutral or optimistic.

145



Hiroyuki Tamura and Katsuhiro Akazawa

e In order to resolve uneasy factors of university stu-
dents uneasiness of CAR and ABI is efficient to be
resolved. CAR is to be resolved from the view point
of the importance of the factor and ABI is to be re-
solved from the view point of the degree of dispatch-
ing influences. When the decision maker’s attitude
toward risk is pessimistic, it is desirable to resolve
the uneasiness of ABI, since certain effect can be
expected by doing so.

e To resolve the uneasiness of ABI is the most effective
for unmarried adults.

It is demonstrated above that the stochastic DEMATEL and
the information obtained by the stochastic composite impor-
tance are quite useful for structural modeling of complex
problematique.

For further study we need to develop a method of iden-
tifying appropriate probability distribution function or we
need to develop a non-parametric approach. We also need
to develop a method of collecting information on variance.
For these purposes we need to experience more empirical
analysis of various case studies.
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Regular paper

Personal communication

services in wireless networks

Wojciech Michalski

Abstract—The paper presents modern personal services and
new trends observed in evolution of wireless services. The
article covers voice and data transmission services offered in
mobile networks as well as information services delivered to
users over Internet/IP networks. With reference to voice ser-
vices, selected GSM services based on IN services platform,
e.g., the services of flexible scenarios are described. Moreover,
the status of VoIP service provided over WLAN is explained.
Concerning data transmission services, selected UMTS ser-
vices are presented as well. Among information services, pre-
sentation of wide scope of services offered to mobile users,
e.g., messaging, location-based information, transferring text
information, unified communications as well as Internet ser-
vices, e.g., e-commerce, e-shopping, telebanking and micro-
payments is done. For both, voice and data transmission ser-
vices, personal services are presented exclusively. Generally,
the most attractive services with personal features are selected
and described in this paper.

Keywords— personal services, information services, voice ser-
vices, data transmission services, services of flexible scenarios,
number portability, universal personal telecommunications, uni-
versal access number, messaging, location-based information,
transferring text information services, unified communications,
e-commerce, e-shopping, telebanking, micropayments.

1. Introduction

Until the early 1980s telecommunication networks have
handled fixed-line telephones and have delivered plain old
telephony service (POTS) services only. Telephony ser-
vices have included voice telephony above all, but with
some small additional (non-voice) complements like tele-
fax, telex and data communications, mainly over private
networks. Later, this situation has significantly changed
and it is still changing. Today, thanks to digitization of
information as well as the convergence of information and
technologies, telecommunication networks carry voice, data
and images.

Another fundamental change was migration from wire-
line to wireless communications. Although wireline (fixed)
communications is still the main sector of telecommunica-
tion market, the role of cellular networks as well as wireless
local area networks (LANs) and wireless personal networks
becomes more and more important.

In the beginning, in traditional networks, access to high
bandwidth has been provided to the corporations only
(mainly via leased line solution). Later the virtual private
networks (VPNs) were introduced instead of leased lines.
For some corporations these solutions remained the norm.
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But for modern businesses as well as for mobile employ-
ees, wireless local area networks (WLANs) solution pro-
vided by either fixed or mobile operators or Internet service
providers (ISP) is offered now. Its use has increased rapidly
to meet the growing demand for private as well as personal
communications, because high bandwidth and broadband
services are seen as a major factor in pushing forward the
information society now.

2. Wireless personal communications

Wireless personal communications is a hot topic in a whole
world today. It is interesting concept both for the media
and for the public. Therefore, it is important subject of
several technical publications, conferences and seminars.
Many people want wireless personal communications, but
almost everyone prefers different version of them (someone
wishes access to cellular mobile radio system, another one
to wireless LANSs, etc.).

Wireless personal communications include many different
wireless networks, systems, technologies, services and ap-
plications as well as modes, functions and range of mobility
or coverage in wireless personal communications (seven of
them was described in Journal of Telecommunications and
Information Technology, no. 3/2005). The main of them are:
global system for mobile communications (GSM)/universal
mobile telecommunication system (UMTS), wireless LANs
(WLANSs) and wireless personal area networks (WPANs).
These networks support the standard-based platforms that
provide and control the services offered to wireless sub-
scribers. These are the application platforms that include
built-in telecommunications features as well as such next
generation applications as web-based control of subscriber
features, unified messaging, etc.

Independently of all, it is clear that wireless personal com-
munication is the fastest growing segment of telecommu-
nications. It is clear also that among the different changes
seen in communications, the main question is the change
from wired communications between fixed locations to
wireless mobile person to person communications, known
as wireless personal communications.

3. Mobility and portability in wireless
networks
Mobility and portability are the most significant attributes

of wireless communications, thanks to which wireless net-
works have evolved from physical connections to commu-
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nications networks. The possibility to be free and easily
change location caused rapid growth of mobile technolo-
gies and wireless communications services. Development
of technology enabled increase of speed of data transmis-
sion as well as security and privacy in wireless networks.
Evolution of telecommunication services leads from voice
services towards specialized wireless data applications of-
fered in UMTS, WLAN, WPAN, etc. On the other hand,
supporting voice and data transmission in one packet is the
most important task today. The packet-oriented data trans-
mission and circuit-oriented voice communications con-
verge to similar solutions at large scale in many aspects,
e.g., data transfer technology as well as hierarchical rout-
ing. With reference to data transfer technology, both trans-
mission modes can be integrated in the asynchronous trans-
fer mode (ATM)-based networks. Concerning hierarchical
routing, some intelligent routers are able to handle delay-
sensitive packets.

4. Personal communication services in
GSM network

Because intelligent network (IN) services platform is sep-
arated from the physical level, it is very useful for creation
and implementation of telecommunication services both in
the fixed network as well as mobile and Internet protocol
(IP)-based networks. Therefore, it was adapted in cellular
network together with the concept of services implemen-
tation. In particular, the adaptation applies to significant
group of services called flexible scenarios services being
the most representative group of personal services. Accord-
ing to the concept of flexible scenarios services, users may
participate in creation of their services. For this reason,
these services are becoming more and more popular cate-
gories of telecommunication services today. Some of them
have been provided widely for a long time (e.g., freephone,
split charging, terminal portability), other will be provided
over convergent network in the near future (universal per-
sonal telecommunications, user defined routing, etc.).

Call transfer services as well as voice mail services will
probably be as attractive for users in the future as they are
now. But it is expected that in the near future, mainly the
convergent services will be developed. Currently, some op-
erators offer application known as fix/mobile convergence,
linking fixed and mobile network features within a single
service. This application gives the mobile subscribers an
integrated telephone service and enables to have one num-
ber and one bill for both fixed and mobile networks.
Great popularity of Internet and cellular networks causes
that integration of IP and wireless technologies is required,
too. It is required now that cellular networks provide ac-
cess to Internet services and offer quality of service (QoS)
for voice and data transmission services comparable to one
guaranteed in fixed networks. Moreover, it is required that
next generation mobile networks provide wider scope of
telephone and information services, especially personal ser-
vices, than existing 2G GSM.
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As a result of services evolution, the new generation of IN
networks plus new sets of IN services and service functions
are developed. Evolution of telecommunication services is
accompanied by separate trend concerning creation of IN
in GSM environment. This trend, known as customized
applications for mobile network enhanced logic (CAMEL)
makes it possible to deliver full range of services regis-
tered in users profiles to subscribers being away from home
network. Limitations in access to the services may be
caused only by technological or functional barriers exist-
ing in foreign network. Thanks to this evolutionary path,
the modern information services, especially location-based
services, were deployed.

5. Personal communication services in
UMTS network

Universal mobile telecommunication system provides wide
bandwidth and appropriate broadband services provisioned
in accordance with the user’s needs and their location. As
a convergence network, UMTS adapts different accesses,
installed in particular hybrid networks, with mixed use for
voice, data and video distribution. Moreover, it supports
data transmission-oriented broadband services, which may
be created as a personal services based on IN services plat-
form. Mechanisms needed for creating of these services
are delivered by functionality known as a service creation
environment (SCE). With SCE, personal services may be
created based on universal program modules called service
independent building blocks (SIBs). Network operators and
service providers may select and couple SIBs, according to
subscriber needs or requirements, either themselves or in
cooperation with their subscribers. Thanks to the SCE ca-
pabilities, specific telecommunication services, having per-
sonal features, may be created. Moreover, thanks to a rich
of library SIBs, these services may have individual char-
acter and they don’t recur. It should be underlined, that
SCE functionality enables creation of services besides the
offerings of manufactures.

Evolution of UMTS communications toward data trans-
mission services. GSM built on traditional telecommuni-
cation network infrastructure operates in circuit-switched
mode and it is designed in principle for voice services.
Teleservices as well as data transmission services are
treated as a complement to the main application, i.e., tele-
phony. However at present, in 2G GSM+ (GSM inte-
grated with general packed radio service — GPRS), more
data transfer-oriented services, especially in Internet ser-
vices area, will be offered.

The most significant application in UMTS is related to
data transmission services delivered in packet mode. It is
clear, that data transmission segment is highly dynamic
in 3rd generation cellular networks. Development of data
transmission applications is linked to the increasing trans-
mission speed and implementation of new services. Thus,
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generally one can say that evolution of UMTS services
leads toward packet data transmission services above all.

Another evolutionary path runs toward information ser-
vices, especially toward multimedia services. Develop-
ment of new applications and data transmission services
includes new categories of information services, e.g., mes-
saging (i.e., services delivering information required by
users), location-based information, unified communica-
tions, e-banking, a-commerce, etc. In many cases, users
want information delivered by multimedia services. Thanks
to packet data transmission it is possible to increase the
bit rate as well as to allow virtual connections and asym-
metrical division of bandwidth. High speed of data trans-
mission is necessary for implementing information services
because they require wider bandwidth than others. More-
over, high speed is a great problem concerning multime-
dia services, especially services offered over the Internet.
Therefore, the possibility of negotiating load characteris-
tics of given stream before the connection is established
and during active connection are especially important for
providing required QoS. The possibility of negotiation by
users of significant attributes for given connection, e.g., cir-
cuit or packet mode, bit rate, delays, BER, etc., is almost
as important. Packet data transmission with high bit rate
eliminates the limitations existing in GSM and provides
UMTS users with access to the services on a global scale.
Moreover, it allows to change channel transmission speed
both up and down, which is specially needed for Internet
services using asymmetrical streams.

Evolutionary path related to development of data transmis-
sion services toward Internet services leads from traditional
cellular networks toward IP-based networks. From func-
tional point of view, this direction of evolution is quite
natural and evident, because in packet oriented networks
(cellular networks and LANS) subscribers can be reached
everywhere and are always-on. It should be underlined
that IP-based networks provide their subscribers with dif-
ferent transaction services as well as unique applications,
e.g., teleworking, supporting communication between home
office and corporation resources.

Evolution of UMTS applications is (much like GSM ones)
directed toward fixed/mobile convergence, which allows to
provide unified services over both fixed and mobile net-
work. One of them is unified messaging using one mail
account for different information (voice, data, fax informa-
tion, etc.). Access to the universal mailbox will be provided
from fixed and mobile phones as well as by fax or Internet.

6. Personal voice services delivered by
wireless networks

Today, access to voice services is provided by all wireless
networks ranging from GSM through UMTS to WPAN.
Recently, the voice over IP (VoIP) application over the
WLAN has been introduced. New service gives to ISP,
WLAN operators and service providers the possibility to
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provision selected voice services delivered over IP protocol
in their networks. Generally one can say that voice ser-
vices as well as data transmission services are dedicated
to and are used by businessmen spending large proportion
of their time travelling. Moreover, mobile local servants,
trade employees and users of teleworking application are
also significant group of users of the WLAN services.

6.1. Voice over IP in WLAN

Voice over IP in WLAN is an application known as voice
over WLAN (VoWLAN). It provides basic telephone ser-
vice in wireless LANs. This application works accord-
ing to IEEE 802.11 standard and permits transmission of
voice through the WLAN. New service corresponds to VoIP
service in wired LANs and allows to establish voice con-
nections based on IP telephony procedures coordinated by
the SIP functions. Quality of service and security of com-
munications is protected by some mechanisms included in
802.11e and 802.11i standards. Thanks to VoOWLAN so-
lution it is possible to transfer the voice connection be-
tween access points belonging to different WLANSs as well
as between WLANSs and other networks. The new solu-
tion gives users the possibility to select type of network
(GSM or WLAN) used in voice transmission. Due to this
possibility, standardization processes concerning VOWLAN
have a significant meaning for development of this technol-
ogy. Introduction of this technology may be accelerated if
IEEE 802.11f will be admitted as an obligatory standard
and all basic problems concerning inter-network roaming
will be solved.

6.2. Personal services in WPAN network

Wireless personal area networks (WPANSs) like the WLANSs
provide access to the Internet and telecommunication ser-
vices. WPANs offer speedy and easy access to wide se-
lection of voice and data transmission services, especially
information services.

Wireless PANs have a rich functionality, exceeding one
of GPRS, and comparable only with UMTS capabilities.
WPAN services are based on terminal intelligence, which
plays the role of personal multifunction communicator in-
cluding computers, notebook, mobile telephone, etc. In-
telligent terminals allow to create ad hoc networks, built
in, say, bluetooth standard. Depending on capabilities of
terminals, WPANs can support some specific services like
wireless home networking (WHN).

Wireless home networking enables grouping of different
home electronic devices. The WHN is a collection of el-
ements that process, manage, transport, and store informa-
tion, enabling connection and integration of multiple com-
puting, control, monitoring, and communication devices at
home. Each element of WPAN may be made in differ-
ent technologies and architectures and may include dif-
ferent features and technical solutions. One of practical
solutions of WHN is the controller-based voice and data
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service. In this scenario, the microprocessor-based digi-
tal switch acts as the communications server, addressing
and routing voice and data traffic throughout the household
area. The controller is a bridge between the transport net-
work element serving the home from the networks of the
customer-selected service provider and the wireless home
network. There are four distinct functional areas served by
a controller-based voice and data WHN solution:

home local area network (this allows sharing of com-
puter files, printers, and disk drives and support mul-
tiplayer personal computer (PC) games via a wireless
Ethernet and a transmission control protocol/Internet
protocol (TCP/IP) local area network);

— Internet gateway (controller provides an Internet gate-
way addressing and routing function for sharing a sin-
gle ISP account and connection between all PCs);

— wireless voice networking (each wireless handset can
view and manage up to four POTS lines while the
PCs are simultaneously being used on the LAN; this
solution allows users to access caller ID and voice-
messaging status information and make decisions re-
garding call management in real time);

— traditional wireline POTS networking (all telephone
lines serving the household terminate on the con-
troller and they are distributed to wireless handsets
or wireless phone jacks with built-in transceivers to
which standard phones, fax machines, or modem-
equipped PCs can be connected).

Wireless home networking is based on several different for-
mats, standards and specifications, which are emerging in
home networking and transport between IEEE 802.11 and
other networks.

Single radio ad hoc for ultra wide band (UWB) based
on wireless personal area networks application includes
specific distinctive features like ad hoc self-configuration,
power level aware routing, dynamic latency/throughput
control and multiple pico-net controller support.

6.3. Personal voice services in GSM and UMTS networks

The GSM and UMTS provide wide range of voice ser-
vices generally determined as supplementary services and
IN-based services. Supplementary services include many
services divided into few groups, such a number identifi-
cation services, call offering services, call completion ser-
vices, multiparty services, charging services, community
of interest services, call booking services, call restriction
services and short message service. Among IN-based ser-
vices is the flexible scenarios group of services, comprising
universal personal telecommunication, number portability,
freephone and premium rate numbers. Some of them have
been provided for a long time (number portability, freep-
hone service, split charging, virtual private network), while
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other will be provided in the near future (universal personal
telecommunications, user defined routing).

Number portability (NP) in mobile networks has com-
pletely different means and functionality than in fixed net-
works. Address assigned to subscriber in mobile network
does not include any valid information about his physical
location within the network. This address known as a ser-
vice number is always fixed, although the user moves across
the network. However, in mobile networks exist also rout-
ing numbers, which are changed due to roaming. In these
networks, routing number is assigned call by call, or session
by session in IP-based networks. Service number provides
access to the network anywhere; in the visited network of
another operator it provides access to the same service pro-
file as in a home network. Service profile moves through
the network together with the user and number portability
idea is related to virtual home environment (VHE) func-
tionality based on unique service profiles.

Freephone service (FPH) allows making calls to certain
numbers without payments by calling subscribers, because
the cost is covered by called subscriber. Service may be
provided with different additional possibilities, e.g., in one
number version, with call forwarding on busy or non reply,
with call barring, with call distribution, etc. In a case when
FPH service customer has several regional divisions, sce-
nario of the service may include routing of calls depending
of geographical location of calling subscriber and time of
the day (origin and time dependent routing version).

Split charging service (SPL) allows the cost to be divided
between calling and called subscribers in any proportion.
The customer using SPL service may have multiple re-
gional divisions, which are reached by dialling the same
number.

Virtual private network (VPN) permits the operators or
selected users (administrators) to create private telecommu-
nication networks using the resources of public network.
The idea of virtual network is based on assumption that
subscribers of private network may be registered in dif-
ferent home location registers (HLRs), but whole virtual
network works like as a private network built on one PBX.
It is possible to apply private numbering plan in such net-
work, tailored to the structure of particular company. There
are several versions of this service. One of them gives the
possibility to assign the subscriber special facilities as well
as possibility to create individual user profiles. Another
one enables to add VPN subscribers belonging to others
networks. The application allows associated subscribers to
access VPN resources, after an authentication procedure is
performed.

Universal personal telecommunication (UPT) enables to
give the customer a personal telephone number to get ac-
cess to any (fixed or mobile) network. Incoming calls are
routed to destination indicated by UPT service customer.
The destination is reached in accordance with customer
requirements, thanks to the use of temporary forwarding
number.
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User defined routing (UDR) allows the users to define
preferred routing paths for originating calls. Users are able
to prepare appropriate preference lists containing selected
public and private nodes. Selection of connections paths is
based on preferences indicated by the users.

7. Personal information services
delivered by Internet/IP networks

As it was said earlier, products of evolution of telecom-
munication networks toward IP-based networks include in-
tegrated services provisioned in circuit and packet modes,
based on IN services platform. Part of them may be imple-
mented as personal services. Personification of telecommu-
nication services includes more and more groups of users
of wireline and wireless networks.

Personal services, especially information services created
using the mechanism and tools of IN services platform,
i.e., open services platform (OSP) and personal services
environment (PSE) as well as interactive voice response
(IVR) and virtual home environment functionality, may be
provided based on different applications.

Both standardized and propriety interfaces to mobile net-
work are used to design and provision the services men-
tioned above.

Messaging services. Today’s messaging services allow
users to access, exchange and manage all their messages
sent over all media more easily — saving time and increas-
ing convenience. Messaging services include, e.g., services
delivering information and instant messaging.

Location-based information services. Application works
using current user location, obtained from network. It in-
cludes, e.g., information on demand (information about ho-
tels, airports, stations, restaurants, cafes, shops, etc.) and
home zone billing services.

Services for transferring text information. The group of
services used for transferring text information consists of
various types of voicemail and e-mail services (e.g., visual
voicemail, voice e-mail service), SMS, paging and virtual
phone services.

Unified communications. Unified communications encom-
passes all forms of call and multimedia/cross-media mes-
sage management functions controlled by an individual user
for both business and social purposes. This includes any
enterprise informational or transactional application pro-
cess that emulates human user and uses a single, con-
tent independent personal messaging channel (mailbox)
for contact access. Unified communications comprises,
e.g., voice/fax messaging and unified messaging services.

Speech enabled interactive voice response. Serving as
a bridge between users and computer databases, interac-
tive voice response platform implemented in IVR systems
provide telephone users with the information they need,
anywhere, any time. Today this application is used to sup-
port stock trade transactions, make travel arrangements and
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manage bank accounts. Most of today’s IVR and transac-
tion processing applications employ a touch-tone or dual
tone multifrequency (DTMF) user interface. However, ap-
plications that allow callers to use their own voice rather
than DTMF inputs to complete transactions are rapidly
emerging as the latest innovation in telephony-based remote
self-service.

Telebanking. Telebanking is an application making possi-
ble to implement all or some types of bank transactions in
remote manner.

E-commerce. Electronic commerce solution is used for
purposes ranging from fund raising to selling products.
This application supports also services like hotel and flight
reservation.

Micropayments. Micropayments are a part of prepaid ser-
vices based on smart card solutions. These enable ser-
vice subscribers to purchase preloaded credit, enabling in-
stant activation of new category of wireless capabilities —
and a new way to view the operator-subscriber relation-
ship. Cards can contain micropayments and shopping
services.

Mobile Internet. Mobile Internet is an application devel-
oping in direction new services implementation. Mobile
Internet should provide the same scope of services as the
fixed Internet. It will be possible in the UMTS system.

Portals services. Portals services, accessible via suitable
servers, are application development platforms which al-
low service providers or third-party software developers to
deliver services to the telephony users and to add new ser-
vices and unique applications. Portals services include,
e.g., web services, web surfing services, synchronized web
surfing etc.

Voice portal services. In general, voice portal solution
comprises all services concerning voice-controlled dia-
logues, voice-controlled information browsing and differ-
ent enhanced Internet applications. In particular it sup-
ports applications such as: call waiting Internet, speech
banking, mobile Internet (web by phone), call center,
computer telephony integration (CTI), unified messaging,
voice-mail, lotteries and televoting. Mobile Internet com-
prises such services as voice XML application, Internet call
directory assistant (ICDA), free and premium call button
and others.

Internet broadcasting. Internet broadcasting service called
also a webcasting service allows delivering text and audio
information to the user. It may be some information send
in defined cycle, advertisements and radio or TV content
associated with sport or music performances.

E-learning. E-learning is a category of service which gives
its users the capabilities for changing type and conditions
of work as well as forms and methodology of education.

E-publishing. Electronic publishing application allows the
users serve the same purposes and tasks as traditional pub-
lishing, but in a more attractive form.
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Video on demand. Video on demand is an application
which gives the possibility to multiply signals received from
various sources and present video content on demand. It
allows users to receive information selected by the user
from his location.

8. Conclusions

The market for telecommunication services is changing
fast. Therefore, design of strategies for introducing new
services must be done by identifying general trends and
subsequently permanently analyzing the environment (so-
cial, technological, political and economic factors, as well
as the competitive environment) for implementation and
correlation of given strategy with changes that have oc-
curred.

At present, it is a general trend indicating that the fixed tele-
phony losses ground to the mobile one. In many European
countries, the density of mobile subscribers has exceeded
the density of fixed ones. Though the number of house-
holds accounts for the market of the fixed telephony, the
potential for mobile telephony is larger. Currently, another
trend is also clear indicating that only information services
are really developed both in fixed and mobile networks.
Moreover, it is evident that among the information services,
mainly personal services are really needed by wide range
of subscribers and this category of services has the highest
growth rate today.

In this situation, it is expected that all information services
concerning messaging and delivering of location-based in-
formation as well as transferring and delivering information
needed by the users, will be depveloped towards full per-
sonalization. According to this idea, modern services will
be more specialized and subscriber-oriented applications.
They will be applied for the purpose of delivering the users
selected information accompanied by current locations, re-
quirements, interests and time. Based on his individual
menu, the subscriber will be able to configure himself the
scenarios for delivering preferred types of information.

From costs point of view, the text communications is in
many cases very useful and much more profitable than
voice communication. Delivery of information in SMS or
e-mail form has often replaced direct voice communication.
Transfer of text information may be applied in situations
when the manager gives the orders to his workers being
out of office or when someone wants to reserve doctor’s
visits or to book any products or services. In the near
future mobile telephones will have capabilities for e-mail
communications.

With reference to the technical means applied for transfer-
ring information, one can say that currently the fax tech-
nology has been replaced by computer technology, in spite
of the fax machine ensuring moderate costs and accept-
able quality. Thanks to use of fax/modem cards, fax trans-
mission may be realized between two computers without
a dedicated fax machine serving as transmission device and
role of fax is considerably reduced. It is estimated that in
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the near future the role of fax and paging technologies will
become marginal.

Education services will be used for specific service activi-
ties based on computer networks and general access to the
Internet. It can comprise medical services as well as ad-
visory and consultative services. This category of services
enables change of methods and environments for working
as well as the form and methods of education process.
Higher schools in form of the open universities increase
the chance of access to the knowledge for people living
far from the town; remote access facilitates access to open
medical centers, giving new access possibilities to special-
ized medical consulting offered by specialists being away
from their potential patients. This category of services is
provided in on-line mode, based on modern means and
multimedia information tools.

Telebanking will deliver increased comfort of customer
service in the area of the banking. Currently, only sub-
scribers of fixed networks have access to banking services.
In the near future, banking transactions will be offered
for the subscriber from any location, because mobile tele-
phones will be equipped with applications assuring secu-
rity for mobile users, required for implementing financial
transactions.

Electronic commerce will be a form of economic activ-
ity, relying on offering, reserving and purchasing different
products and services over the Internet or other computer
network. Currently, two forms of such activity are pos-
sible: indirect and direct commerce. In the first case,
e-commerce service based on electronic capabilities sup-
ports any commercial activities. The second one is true
electronic commerce, fully based on information technol-
ogy. In case of indirect commerce all activities concerning
business transactions (presentation of information, catalogs
and lists of products as well as negotiation procedures and
preparing a list of products ordered) coupled with financial
matters are realized in Internet in electronic form based on
specific applications. Products purchased are delivered in
traditional manner. This form of product distribution is ded-
icated to sellers as well as ferrymans and owners of travel
bureaux for reservation and sales of tickets and tour ser-
vices. In the case of direct commerce all activities concern-
ing sale, purchase and delivery of products are implemented
within the framework of closed electronic procedure. Com-
mercial products have an immaterial form, thanks to that
they may be delivered to the clients by information tools
and means. Subjects of such commerce are e-books, news,
films and music as well as software, databases and on-line
services.

Till now, Internet electronic shopping has developed mainly
in fixed networks. It comprises wider and wider range
of products and services. In some networks shopping is
currently possible for mobile users, too.

The range of information services, especially personal ser-
vices, accessible over the Internet to subscriber of wire-
less networks is expanding. These services will be de-
veloped toward increasing their functionality and acces-
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sibility. Introduction of UMTS and popularity of IP net-
works should improve access and quality of services,
mainly due to increase of the transmission speed in radio
channels.
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