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Abstract—A review of the known and an indication of the new
threats for cyber-physical robotic systems, caused by cyber-
netic attacks, serves, in this paper, as a basis for the analysis
of the known methods relied upon to detect and mitigate con-
sequences of such attacks. A particular emphasis is placed on
threats specific for cyber-physical systems, as they are a fea-
ture distinguishing these systems from their traditional Infor-
mation and Communication Technologies (ICT) counterparts.
Based on the review of literature and own analyses, unresolved
issues regarding the cyber-security of robot systems are pre-
sented and discussed.

Keywords—cyber-security, mobile robot safety, robot, robot
threats.

1. Introduction

Robots are commonly considered as devices that sense
their environment with receptors and act upon the envi-
ronment with effectors to accomplish a given task. Their
intelligence, imperative to act, and the tasks they exe-
cute are managed by a control system. The control sys-
tem, using sensory data and models, plans high-level ac-
tivities and commands the effectors to execute elementary
actions or movements. Service robots are well-equipped
with a variety of sensors in order to perform complex
robotic tasks (e.g. door approaching and opening [1]) and
to store classified data (e.g. medical information [2], door
lock types [3]).

Development of robot control systems, with utilization of
complex control and planning algorithms included, has
a strong impact on the robot’s requirements regarding com-
puting power and memory size. Instead of increasing on-
board robot computational resources, developers of robot
software commonly distribute processing operations be-
tween the built-in computer and a cloud. A machine backed
with cloud computing technology is not only able to accom-
plish more complex tasks, but is also capable of sharing its
knowledge and experience with other devices [4].
Furthermore, there are platforms that remotely provide
robotic applications to perform diverse tasks [5]. The con-
cept behind such platforms is to not only to deliver services
which are typical of connected robots, but also to provide
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independent applications. After an application has been
downloaded from the cloud, it takes control of the robot’s
sensors and effectors. The hazard detection application [6]
is an example of a solution that takes advantage of dis-
tributed robot software. In addition, work has been per-
formed to develop cloud services suited for robots [7], [8].

Connection of robots to clouds brings about many other
benefits, e.g. the ability to integrate the robot with a net-
work of devices, such as the Internet of Things (IoT) or
wireless sensor networks [9], [10] where the machine is
able to sense the environment with distributed sensors and
act upon the enivronment with external effectors, being a
part of a distributed network.

Distribution of the control system between the on-board
computer and a cloud, and its integration with 10T opens
new research paths. One of them focuses on the design
of a distributed robot software architecture [11] and on the
development of a software framework by means of which
this concept may be implemented. The key issue that needs
to be considered in the design process is the requirement
for a short response time. A significant share of robot
control systems requires real time constraints to be satis-
fied [12]. Additionally, end users expect responsivity, i.e.
a short lead time between task request and the beginning
of its execution. Robot software architectures should also
be developer-friendly. Fast prototyping and quick imple-
mentation of robot tasks should be considered a standard
requirement.

Another research area that is crucial for the integration of
robots and IoT is cyber-security of such distributed systems.
A robot, being a software-controlled machine, should be
well tested against various cyber-attacks and developers of
robot systems should be aware of vulnerabilities of robot
programming frameworks and components. However, most
of the projects implement its own connections with the
cloud (sometimes even as plain text, as it’s not the main
scope of these works), and robot control system designers
do not pay enough attention to protect the systems against
cyber-attacks.

As robots are connected to the Internet and rely upon sen-
sors and effectors, they are considered to be cyber-physical
systems (CPS) [13]. While no commonly accepted defini-
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Fig. 1. Example of criteria for classification of cyber-attacks.

tion of CPS exists, we may state that it is a specifically de-
signed network of collaborating components used to mon-
itor and control the physical world. There are two types of
components: ‘“cyber” (computation, communication) and
physical (e.g. sensors, effectors). Such components are in-
tegrated, their operation is monitored and managed [14]. It
is expected that CPS, when connected to the Internet, may
revolutionize many areas, e.g. transport, healthcare, manu-
facturing, agriculture, military, civil and space engineering.
Many attacks on CPS area have been identified and catego-
rized to date [14], [15]. Some examples of criteria used for
the classification of cyber-attacks are: attack vector (route
or means by which the attacker acquires access to a system
or network), impact on the system, object of the attack.
Specific cases for each of those types are presented in
Fig. 1. The examples of consequences of a CPS cyber-
attack include the following:

e physical damage to a CPS device and/or objects
within its environment,

e financial and image-related losses of the user/de-
veloper,

e injuries or death of people.

More threats and potential consequences of cyber-attacks
on CPS are discussed in [16].

Many types of devices are classified as CPS and they differ
in terms of the potential threats and consequences of cyber-
attacks. Robots are usually well-equipped with sensors
(e.g. RGB, RGB-D, IR and time-of-flight cameras, mi-
crophones, inertial measurement units, laser scanners, IR
emitters) and they are able to move around. Therefore,
this type of CPS should be considered as particularly vul-
nerable to a wide range of risk categories arising from
cyber-threats.

In this paper we present cyber-attacks that are specific for
CPS, methods for identification of such cyber-attacks and
tools to protect against them. Section 2 contains an analysis
of the different types of cyber-attacks, methods of their
detection and CPS security-related issues. In Section 3,
a survey of issues related to cyber-security of robots, based
on the analysis performed, is presented. Section 4 discusses
future work and research areas in the field of robot cyber-
security.
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2. Cyber-security in Cyber-Physical
Systems

Stuxnet was one of the first worms used against CPS [17].
It was discovered in June 2010 and was used to attack in-
dustrial installations. Its impact was huge — the authors of
the report [17] estimate that approximately 100,000 hosts
from over 155 countries were infected. The successor of
this worm — Industroyer malware — was used in a cyber-
attack on Ukraine’s power grid that deprived a part of its
capital, Kiev, of power for an hour [18]. The next recent
attack relied on ransomware with which the Office of Urban
Transport in San Francisco (SMFTA) was infected. In Oc-
tober 2016, a hacker hashed 900 computers that belonged to
the SMFTA. The attack disabled the ticket distribution sys-
tem and the value of the ransom required was 73,000 USD.
It is quite obvious that the problem of cyber-security in
cyber-physical systems is essential not only for the indus-
try, state offices and city authorities, but also for almost
every single person. The cost of the ransom, repairs of
damaged systems, reconstruction of important data is huge
and may impact the reliability of a company, a govern-
ment or any other attacked institution. Some countries have
established organizations to coordinate various aspects of
cyber-security and cyber-attack mitigation efforts. In the
US, such an entity is known as The National Cyber-security
and Communications Integration Center (NCCIC). In its
2016 report [19], the organization published statistical data
pertaining to incidents that have been identified and tech-
nologies used during the attacks. Figure 2 is based on
data from this report and presents the prevalence of known
threat vectors in CPS. Based on its annual reports, NCCIC
released a cyber-security review tool — the Cyber Secu-
rity Evaluation Tool (CSET). It contains a set of question-
naires, analyzes the answers given and generates a set of
graphs and plots that visualize the strong and the weak
points of the system concerned. The program gives also
recommendations to enhance the level of protection. Many
projects and papers are available that refer to methods used
for anomaly, breach and cyber-attack detection and defense
in CPSs [15], [20], [21].

It should be noted that the above analysis is focused on
industrial installations based on the CPS concept. Techno-
logical evolution makes it possible to create CPS devices
that are used in private homes, e.g. small service robots,
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Fig. 2. Prevalence of known threat vectors in the case of CPS [22].

toys and appliances connected to the Internet. A robot that
has been conquered poses an obvious physical threat resi-
dents (especially the young ones). Such a device may also
exert a strong impact on human privacy and compromise
sensitive data (bank accounts, passwords, etc.), or may be
used to blackmail the device user. By collecting informa-
tion, a corrupted robot may be also used as an element of
a more sophisticated attack. In contrast to industry work-
ers, people at home are neither aware of cyber-security, nor
trained on how to diagnose a cyber-attack.

The security of CPS is mainly based on seven security
functions that have been proposed for IT systems in the
ISO/IEC 10746-3 [23] standard:

e access control — prevents unauthorized interactions
with an object,

e security audit — ensures that security-related infor-
mation is collected and monitored. Such information
is analyzed to review security policies and proce-
dures,

o authentication — guarantees that a given object is
identified properly,

e integrity — detection and/or prevention of an unau-
thorized creation, alteration or deletion of data,

e confidentiality — prevents unauthorized disclosure of
information,

e non-repudiation — provides assurance that a given
object is/was involved in all or part of the interaction,

e key management — provides mechanisms for the
management of cryptographic keys and includes all
of the following key-related operations: generation,
registration, certification, deregistration, distribution,
storage, archiving and deletion.

The above functions are used to achieve three main security-
related objectives:
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e integrity — maintaining the reliability of data sources,

e availability — providing access to the system and its
services,

e confidentiality — hiding data from unauthorized
objects.

The authors of [24] reveal that although CPS are based on
information systems, there is a need to widen the definition
of integrity, availability and confidentiality due to physical
elements of CPS. For example, providing integrity in CPS
means also an ability to remain operational in the case of
an attack on sensors or effectors. Furthermore, availabil-
ity of CPS should take into consideration a scenario in
which an attack is performed on the network of sensors,
control-related transmissions and on actions performed by
effectors. One of the tasks of CPS is to register information
about its environment. Because of that, in many applica-
tions there is a high risk of corruption of the user’s privacy.
Moreover, reasoning about the state of CPS based on its
inter-component communication is yet another important
threat.

In order to perform the aforementioned security functions,
system developers rely on a variety of tools to secure
CPS. The classification of tools that were presented in [24]
(Table 1) is used as well. Prevention tools are used to limit
the range of threats to the system. Every object of the sys-
tem and any object that cooperates with the system should
be identified, should operate with a limited access, and
messages that the objects exchange should be protected.
Reactive tools comprise a collection of mechanisms that
are activated during an attack. Intrusion Detection System
(IDS), for example, observes the communication patterns
and behaviors of objects within the entire system [25], [26].
Its role is to identify any exceptional situations, behaviors
or any undesired actions within the system that may be
the trace of an attack. The attacker’s model is a profile of
threats and potential attack scenarios affecting the system.
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Table 1
Tools and functions used for securing cyber-physical systems
. . Adversary
Prevention Reaction model
L . . Assumptions of
Authentication Intrusion Detection System p

probable attacks

Access control

Key revocation Threat profile

Redundancy of communication channels,
diversity of technology and secure methods

Message signatures and freshness

Managing access privileges
of system components

Tools for security verification

Identifiers of trusted
system elements

It offers a whole picture of the system’s security, and as
the development of the adversary model progresses, secu-
rity updates are released.

3. Mobile Robot Cyber-security Survey

Robots are complex CPS systems, thus their cyber-security
still poses a big challenge. Frequently, security systems
developed for conventional information systems are insuffi-
cient and cannot be implemented in a scenario with mobile
robots. Some of the security systems demand too much
computational and storage resources, while others are in-
correct due to insufficient experimental data or inaccurate
adversary models. Most of works described in the literature
consider the detection of an attack on a robot system only.
There are many works regarding IDS, and some studies
on securing specific components of the robot system. Ta-
ble 2 shows the selected, recent works that consider the
implementation of cyber-security functions in the robotics
domain. The survey presents a comparison taking into ac-
count the following aspects:

e considered security functions and attack vectors,
e methods used to establish the security function,
e data needed by the method to realize the function,

e purpose of the solution (prevention against an attack,
detection of an attack and reaction in the case of an
attack).

The first two papers [21], [27] are concerned with the prin-
ciples of research on robot cyber-security and with a gen-
eral analysis of the issue. In [21], authors present a study
and some clues for conducting experiments related to robot
cyber-security, in the event of a sensor spoofing attack!.
Furthermore, the work presents an analysis of machine

! Set of attacks that are based on imitations of the system’s elements
and that rely on injecting crafted data packets into the communication
network of the system.
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vulnerabilities and attack detection methods. The purpose
of the work is to maintain proper behavior of the system.
However, the authors do not address the problems of ensur-
ing the privacy of users (e.g. confidentiality of user data).
Paper [27] describes the process of research platform de-
sign, as well as presents metrics and key performance in-
dicators for robot security analysis.

Recent works concentrate on the threat detection aspect.
Authors of [28], [29] propose an algorithm to detect an
attack based on the network traffic analysis, data gath-
ered and the physical system parameters. The algorithm
relies on machine learning and rule tracking methods.
Papers [30], [31] present algorithms which are also based
on machine learning. This work, however, uses them to
secure the Real-Time Locating System (RTLS). Based on
data gathered by the localization system, the algorithm
identifies a potential attack.

Detection of the attack on the robot system has also been
considered by the authors of [32]. Their solution is based
on confronting sensor data with the robot motion dynamic
model, and on identification of potential anomalies. In
work [33], a security audit of a popular robot programming
framework — ROS — is described. The authors identify a po-
tential threats, propose lightweight security mechanisms for
the application level and a key management component for
the ROS framework. Most of the above works focus on
the prevention and detection aspects of the security system.
In paper [34], authors describe the recursive state estima-
tor that compares the calculated state with measurements
obtained from redundant sources. The algorithm returns
a high variance of measurement noise for the compromised
sensor driver. The solution requires a well-defined noise
profile for every sensor used. An inaccurate profile for
a given sensor may result in the rejection of most of its
measurements, or in the acceptance of data crafted by the
attacker.

The most recent work [35] targets securing the successor
of ROS — ROS2. A new release of the framework is ex-
pected to be more suitable for real world applications and
for implementing robots to the IoT environment. The work
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Table 2
A survey of recent studies on implementation of cyber-security functions in the robot systems
Work Cy ber—sqcurlty Attack vector Method used Data required Purpose
function
Security audit, Injection, Penetration Tests results .
[21] intearit sensor spoofing, testin and conclusions Detection
gnty hidden attacks & 4
Construction of the research Analvsis of the
[27] Security audit DoS platform, determination of Y Prevention
o platform tests
key performance indicators
Access control, D‘?S’ f:lata Tracking of the defined Network traffic, ob.tamed. data, .
[28], [29] . . injection, . . robot speed, physical vibra- Detection
integrity rules, machine learning . .
malware tion, power consumption
[301], [31] Integrity DoS, sensor Machine learning Data from the RTLS Detection
spoofing localization system
Sensor spoofing, Comparison of real-time
[32] Integrity 10g1.c bomb,' signal data with dyr}amlcs model Dynamlcs'equatlons Detection
interruption, of the physical system, of the physical system
physical damage anomaly spotting
Security audit, Iniection
key management, J L Threats analysis, Conclusions and results .
[33] .. unauthorized . Prevention
non-repudiation, penetration tests of the tests
. access, DoS
confidentiality
. . Redundancy of .
[34] Integrity Sensor spoofing Sensor data fusion Reaction
data sources

describes the implementation of a secure data distribution
service (DDS) into the ROS2 framework. The method pro-
vides valuable tools for securing robot systems that utilize
the ROS2 framework and offers procedural provisioned ac-
cess control policies for the software layer. Moreover, the
authors of the article show a method for the verification of
compliance between generated transport artifacts and deci-
sion point implementation.

4. Research Paths in Cyber-security
for Robots

Our analysis of the literature regarding cyber-security of
robots has identified numerous open research issues. The
most obvious one is the fragmentary character of secure
systems. Juxtaposition of potential threat vectors that are
typical of CPS (Fig. 2), and of the security solutions pro-
posed in the literature shows some crucial gaps in the robot
security systems.

For example, there is a shortage of methods protecting
against spear phishing?. Gaps in the robot cyber-security
system may provide access to a considerable amount of
crucial, personal information about the victim and his or
her family. Such information may be used, for instance, to
submit blackmail or ransom demands. Moreover, an at-
tacker using an unsecured robot may gain access to confi-
dential information or the victim’s passwords.

2 Directed form of a phishing attack. Fake messages are being sent to
a specific organization or person in order of gain access to confidential
information.
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In order to develop a secure robot system, a need exists
to design a security policy for such a system. This is-
sue is another research area that required more attention.
The abovementioned CSET tool that verifies the security of
CPS is a good clue for the task of designing a similar tool
suitable for robot systems. It should take into account the
vulnerabilities, threats and attack vectors that are specific
for robot systems.

One of the greatest challenges in the field of robot security
is the design of a range of methods that will cover ev-
ery aspect of service robot cyber-security. Service robots
usually utilize a control system that is extremely complex
and often distributed across the network. Furthermore, it
is well equipped with a great variety of sensors that are
used to investigate the environment. The first step in the
design of a security system for such a robot is to define
threats and vulnerabilities of a typical service robot con-
trol system. This step should be followed by the design of
secure methods and tools. Figure 3 presents the result of
a preliminary analysis of such system threats. The analysis
has rendered the following conclusions.

A robot application that uses a low-level robot controller
gains access to critical information about the environment
and the robot itself. Furthermore, it has the ability to com-
mand robot effectors. Therefore, every application that may
interact with the low-level controller should require authen-
tication. Such a security mechanism is especially crucial
in a situation in which robot applications are downloaded
from a remote repository.

Developers of low level controllers should take into ac-
count a possibility of the attacker hindering communication
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Fig. 3. Examples of threats to a complex, distributed control
system of a service robot.

with hardware. One of the possible solutions is to develop
a built-in IPS? into the robot system, or at least provide in-
terfaces to integrate one. This kind of security mechanism
depends on the robot structure and the equipment (espe-
cially the sensors) used. Therefore, it is difficult to devise
both a complete and a universal model of a security system
for robots.

Nowadays, when robots frequently utilize cloud computing,
developers should address the issue of secure communica-
tion between these entities. As information exchange is
performed by two computers through the network, this as-
pect of the robot cyber-security domain is similar to the
well-known security aspect of information systems. The
main differences are in the data that is transferred and in
the Quality of Service (QoS) required, as some parts of the
robot system are controlled in real time.

Developers of robot systems and providers of remote ser-
vices for robots should define and disseminate standards of
secure communication applicable to robot systems, so that
various types of robots could take advantage of services
rendered by different providers.

Another remark based on the cyber-security analysis of the
service robot system performed is that the current classifi-
cation of cyber-attacks (Fig. 1) is insufficient and needs to
be supplemented with new subgroups.

Taking into account that both robot structures and their
software are frequently application-specific, the design of
a robot security system model is necessary. It would em-
power developers of a dedicated robot system to deliver
more secure machines. Moreover, there is another crucial

3IPS (Intrusion Prevention Systems) is designed to protect the secured
system from attacks by detection of an intrusion and prevention from
carrying out of one. IPSs are either software or hardware based.
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area in the field of robots cyber-security that has not been
addressed so far, namely design and implementation of re-
action methods relied upon in the event of a cyber-attack.
The easiest one would be to restart the robot software from
a backup. However, in some configurations and during exe-
cution of some tasks, the machine should not be shut down.
Such a reaction may result in damage to the robot or the
environment, or may even may threaten the health or life
of people present nearby.

5. Summary

Service robots are equipped with many types of sensors.
They acquire a lot of information about the surrounding
environment. Access to such data has to be well protected,
or an unauthorized person may collect confidential informa-
tion about the user or even take over control of the robot
to inflict damage on the environment or its owner. Leak-
age of confidential information may be related to: presence
of people, passwords and logins, banking information and
many other domains.

Moreover, media reports about attacks on the privacy of
many people will undoubtedly have a negative impact on
the sale of service robots. Hence, the interest of potential
investors in financing research in this area. In addition to
known types of attacks on IT systems, service robots may
be affected by specific attack vectors, and after by-passing
security, the attacker will have access to a well-equipped
spying device. Therefore, security solutions used in tra-
ditional ICT systems are not sufficient for robotic system
applications.

It is necessary to develop appropriate methods for securing
service robots against cyber-attacks. Several such meth-
ods are already known, but they do not provide consis-
tent and comprehensive protection against all known at-
tack vectors. New and robot-specific solutions are still ex-
pected in response to the newly identified vulnerabilities
and threats. Additionally to the development of new se-
curity features and identification of new threats related to
the service robots operating in domestic environment, it
is necessary to devise a comprehensive protection module
that will be easily integrable with service robot controllers.
Such a module should be configurable due to a variety
of machine structures and applications, whereas it should
not significantly affect the implementation of the task itself
while working in the mode of identification of a potential
attack. In addition, invention of cyber-attack detection and
defense methods that depend on the task being currently
performed is needed.
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