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Abstract  As the popularity of cloud computing increases,
safety concerns are growing as well. Cloud forensics (CF) is
a smart adaptation of the digital forensics model that is used for
fighting the related offenses. This paper proposes a new forensic
method relying on a blockchain network. Here, the log files are
accumulated and preserved in the blockchain using different
peers. In order to protect the system against illegitimate users, an
improved blowfish method is applied. In this particular instance,
the system is made up of five distinct components: hypervisor
(VMM), IPFS file storage, log ledger, node controller, and smart
contract. The suggested approach includes six phases: creation of
the log file, key setup and exchange, evidence setup and control,
integrity assurance, agreement validation and confidential file
release, as well as blockchain-based communication. To ensure
efficient exchange of data exchange between the cloud provider
and the client, the methodology comprises IPFS. The SSA (FOI-
SSA) model, integrated with forensic operations, is used to select
the keys in the best possible way. Finally, an analysis is conducted
to prove the effectiveness of the proposed FOI-SSA technique.

Keywords  cloud computing, cloud forensics, FOI-SSA model,
improved blowfish

Tab. 1. Abbreviations and terms used in this paper.

Abbreviation Description
1 2

AES Advanced encryption standard

BlockSLaaS Blockchain assisted secure logging
as-a-service

BES Bald eagle search
CF Cloud forensics
CC Cloud computing
CSP Cloud service provider
CFI Cloud forensic investigator
CADF Cloud auditing data federation
DMTF Distributed management task force
DBO Dynamic butterfly optimization
EB Ethereum blockchain
FCS Fuzzy based smart contracts
FIO Forensic investigation optimization

1 2
HSO Harmony search optimization
ECC Elliptical curve cryptography
IPFS Interplanetary file system
LGoE Logical graph of evidence
LA Lion algorithm
RSA Rivest-Shamir-Adleman

SRVA Secure ring verification based
authentication

SIEM Security data information and event
management

SA-DECC Sensitivity aware deep ECC
SSA Sparrow search algorithm
SSO Salp swarm optimization

SRVA Secure ring verification based
authentication

TPS Transaction per second

1. Introduction

When individuals leave their countries and move to other
states, we are dealing with migration [1]–[5]. Such persons
go through immigration-related processes in order to become
permanent residents of the their new country. Usually, the
procedure is very complicated. The applicant needs to get
a visa [1] and then apply for a permanent residency permit
which may later be converted into citizenship [6]–[11]. This
process becomes easier if the applicant is backed by a compa-
ny or if their family member is already a resident of the coun-
try concerned [12]–[14]. Due to the strict immigration laws
in effect in some countries, people revert to illegal practices
and attempt to infiltrate states without permission [15], [16].
This leads to illegal immigration [17]–[19] – an issue faced
by almost every other country in the world [20]–[22].

The proposed work keeps track of immigrants by storing sever-
al relevant pieces of information in the form of immutable [6]
and unique blockchain records [23], [24]. When a person is
suspected of illegal immigration, their official documents are
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compared with the record stored using blockchain [25]–[27],
i.e. a distributed ledger [28], [29].
Blockchain is a network of fault-tolerant and distributed
servers that contain shared, duplicated, and distinct con-
tent [30]. The management of a blockchain is cheap and
quick, since it is immutable and cannot contain false or du-
plicate information [31]–[33]. Blockchain can process fin-
gerprints, facial recognition, and retinal scanning biometric
data [17], [18]. Blockchain-based reactive data can be se-
cured using protective confidentiality encryption, limiting its
use to authorized entities only [34].
The novelty of this work lies in the fact that a novel blockchain-
based CF scheme is proposed, where an improved blowfish
mechanism is deployed for encryption purposes, and in ex-
ploiting the FOI-SSA algorithm for creating an optimal key.
The paper is set up as follows. After the related works review
given in Section 2, in Section 3 the project is presented
and the model created is described. The FOI-SSA model
recommended for generating the best key is described in
Section 4. Sections 5 presents the conclusions.

2. Literature Review

This section surveys the eight existing blockchain-dependent
evidence integrity preservation methods used in CF. Rane
and et al. [1] proposed the forensic-aware BlockSLaaS mod-
el to steadily process and store logs by addressing multi-
stakeholder collusion issues and facilitating confidentiality
and integrity. CFI was capable of accessing logs for foren-
sic purposes, using BlockSLaaS to protect the logs’ privacy.
However, the method failed to validate whether the service
provider guaranteed precise logs. Jain et al. [2] presented a
blockchain method for preserving the integrity of log files.
IPFS and the blockchain technology were combined to trans-
form a centralized storage system into a decentralized one.
The integrity of log files was preserved by storing log files
in blockchain. Thanks to such an approach, the system was
used for storing huge log files at a minimal cost. However,
the method failed to maximize CSP trust by minimizing CSP
dependencies.
Pourvahab et al. [3] presented an SRVA scheme for protect-
ing the system against unauthorized users. To ensure even
better protection of the cloud platform, the secret keys were
optimally produced by utilizing the HSO technique. In this
case, the server stored the data after they had been encrypted
with the use of the SA-DECC algorithm. By modifying FCS,
such a strategy allowed the user to track down data and LGoE
collected with the use of blockchain enabled the evidence to
be studied. However, the proposed method failed to improve
the digital forensics model. Dalezios et al. [4] proposed the
DMTF with CADF standard for CF. The authors improved
the Apache Cloud Stack platform by employing CADF ac-
tivity tracking adopted in an Open Stack and made it more
forensically reverberant. Stelly et al. [5] developed a method
relying on automated container deployment and orchestration
platforms to attain improved performance in digital forensics.

The results showed that the distributed container-based ap-
proach offered a workable technical foundation for addressing
the increased data volumes in digital forensic investigations.
Park et al. in [6] presented a permission blockchain-based
data integrity management system for CFs. Such a method
was capable of certifying the integrity of data while process-
ing more transactions. However, there is an issue that the
evaluation of performance cannot be made on anticipated da-
ta dimension. However, the model can be utilized as one of
the methods for addressing security-related issues in cloud
platforms. It failed, however, to accumulate network data by
performing simulations concerned with computing precise
TPS. Dasaklis et al. [7] described a CF method relying on
the available blockchain-based technologies. The approach
provided a detailed review of the various advantages and
shortcomings of the mutually beneficial relationship between
blockchain technology and the current digital forensics ap-
proach. Unfortunately, the method failed to identify different
research issues in digital forensics. Irfan et al. [8] presented
a model using SIEM to address the problem of effective evi-
dence collection in CFs. The method shared evidence with
cloud users, whenever needed. The proposed method helped
perform detailed CF by adapting evidence, but failed to im-
prove the performance of the solution by applying advanced
optimization techniques.

3. Blockchain-based Protocol Developed
for Maintaining Integrity in CF

Anti-tampering and privacy protection are two critical secu-
rity requirements in cloud computing environments. Figure 1
shows the outline of the proposed architecture. In judicial
forensics, maintaining privacy is a top priority. The suggested
technique adopts an appropriate mechanism for maintaining
confidentiality and anonymity, ensuring that no private data is
released during the derivation function of a blockchain-based
process. The system incorporates eight elements, including
hypervisor, virtual machine, node controller, log ledger, IPFS
file storage, blockchain network, CFI, and smart contract.

3.1. Initialization Step

The start-up phase involves launching virtual machines, hyper-
visors, node controllers, IPFS cloud storage, smart contracts,
blockchain networks, CFI, and log ledgers. The following is
a more detailed depiction of each entity. A virtual machine
(VM) is a computational source that runs programs maps us-
ing software, rather than a real computer. The hypervisor is
software that creates and operates a collection of virtual ma-
chines, allowing one host to handle several guest VMs, by
sharing resources virtually. The nodes controller gathers logs
from all virtual platform sources via log libraries and creates
log entries for each log. IPFS cloud storage is a file transfer
mechanism depending on cryptography hashes, that can be
readily stored on the blockchain and regulated to effectively
store and transfer large files, while smart contract acts as a set
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of applications that are kept on the blockchain and continue
to run when specific conditions are satisfied.
The blockchain network, in turn, offers ledger and smart con-
tract functions to varied apps, and if questionable actions on
the cloud take place, the CFI is tasked with gathering and
reviewing evidence. The last resource component is the log
ledger which contains a set of recorded results with a times-
tamp. Therefore, it serves as a helpful proof for initiating legal
action against a suspect. The ledger aids in the preservation
of the chronology of created logs.
Table 1 contains all acronymous and abbreviations used in
this paper, while Tab. 2 summarizes the symbols used.

Tab. 2. Symbols used in of proposed evidence integrity preservation
mechanism.

Symbol Description
MPWD Password of node controller
MID User ID of node controller
KM Key of node controller
T Time stamp
Hd Host ID
L Log file
P Node controller program to record log file
pk Public key
⊗ Interpolation
⊕ Ex-or operation
RHd Requested ID
en(.) ECC encryption
SM Service name
K(.) Kernel transform
r Random number
REQ Integrity assurance request message
h(.) Hashing
SPWD Session password
KL Hypervisor key
A Acknowledgement message
QPWD CFI Password
QHd CFI ID
IA Integrity assurance

3.2. Creation of Log File

At this stage, the user passwordMHd and user IDMPWD are
formed by the user, which accumulating logs from every each
resource of the virtual podium.MHd andMPWD are saved
in the hypervisor asM∗Hd andM∗PWD. The node controller
key is produced after obtaining the user’s credentials. The
key is created by XOR-ing the public key and the modulus of
a random key. After combining the resulting product with the
encrypted user ID, the modulus is used to generate the node
controller key as:

KM = |en(M∗Hd)mod (r)⊕ pk| . (1)

The Log L is formed in the hypervisor with the requested ID
of user RD, time stamp T , and service name SM for Hd , as:

L = ⟨Hd , T,RD, SM ⟩. (2)

Similarly, the node controller keyKM , L, and encoded node
controller programmes for recording the log files are provided
to the node controller as:

KM , L, en(P ). (3)

Thus, the node controller key is saved asK∗M and the node
controller program is set to trace the log file.

3.3. Key Setup and Exchange Process

Once the log file generation procedure is has been completed,
three entities: the node controller, hypervisor, and log ledger,
are used to start the key setup and exchange process. The stored
node controller keys are given to the hypervisor and saved as
K∗RM . The hypervisor key is created by adding the encrypted
node controllers programs and the kernel transformation of
an arbitrary integer with the stored key. The final hypervisor
key is generated by XOR-ing the acquired result with the hash
timestamp Ts , which is modelled as:

KL = h(Ts)⊕ en(p)||K(r). (4)

The hash of the finalized hypervisor key is proceeded here to
generate the session password SPWD, which is then supplied
to the node controller and saved as S∗PWD. As a result, the
session password is:

SPWD = h(KL). (5)

Next, the acquired hypervisor key is saved as K∗L in the
log ledger. The hash of the stored hypervisor key is saved
inM1 and passed to the node controller, where it is saved
asM∗1 :

M1 = h(K
∗
L). (6)

IfM∗1 = SPWD, the ledger is confirmed and the confirmation
occurs in the node controller.

3.4. Evidence and Contract Phase

For the sake of achieving privacy, the CFI and smart contract
are used. The CFI ID QHd and password QPWD are creat-
ed during this phase and the credentials are passed into a the
smart contract that is saved asQ∗Hd andQ∗PWD. Furthermore,
the acknowledgment packet containing an encoded node con-
trol program, an the encoded ID, the cloud hashing forensic
researcher ID, and the header are given to CFI and saved
as A∗:

A = ⟨en(P ), en(R), h(QHd),Header⟩. (7)

The evidence is formed by XOR-ing the hash message and
secure CFI ID, which is kept in the smart contract as EP∗

and modelled as:

EP = h(A∗)⊕ en(Q,D). (8)
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Fig. 1. Overall system model block diagram for evidence integrity preservation for cloud forensics.

The confirmation message is created by XOR-ing the saved
evidence with the hashed message that is written as:

V = EP∗ ⊕ h(A). (9)

If V = en(QHd), then the validation was is considered
accomplished and the information was is sent to CFI.

3.5. Integrity Assurance

Three entities are involved in this process: node controller,
hypervisor, and CFI. The user ID, the request message and
the stored key of the node controller are initially verified by
the hypervisor that is expressed as:

MHd ,REQ,K
∗
M . (10)

The user ID and the saved node controller key are verified
by the hypervisor. Then, the message is created by XOR-ing
the hash node controller key, the encoded shared key, and the
hash hypervisor key, such as:

M1 = h(K
∗
N )⊕ en(pk)⊕ h(KL). (11)

The login password is formed by XOR-ing the hashed times-
tamp with the encoded public key as:

SPWD = h(Ts)⊕ en(pk). (12)

The resultant message and session passcode are given into
the CFI, which performs integrity assurance operations by
XOR-ing the message and session passwords and storing the
result in the hypervisor as:

IA = (M∗1 ⊕ SPWD). (13)

Level 2 verification is calculated based on integrity security
operations, using the saved integrity assurance and the saved
message as:

V2 = I
∗
A ⊕M∗1 . (14)

If V2 = Spwd, the guaranty is permitted. The required mes-
sage and the CF ID are then sent to the node controller where
the CF ID is saved.

3.6. Agreement and Confidential File Release

For agreement and private file release, the node controller, the
CFI, and the blockchain network are considered. The CF ID
and the request message are supplied to the node controller
in this phase. Validation of the CF ID is carried out here in
order to determine which one is genuine. Furthermore, two
messages are produced, the first being formed by XOR-ing
the encoded log and the encoded public key as:

R = en(log)⊕ en(pk). (15)

The other message is created by combining the public key
with a value, and then combining the result with the hash Req
message as:

R∗G = H(IREQ)||(pk)Θr. (16)

The last message is created by XOR-ing the first and second
messages, and then feeding them to the CFI and storing them
asM∗1 , as shown in:

RR =M∗1 ⊕RQG. (17)

The CFI creates two messages, the first of which is created
by XOR-ing the last message with the second message. The
second message is created by combining the public key with
a randomized value, and then combining the result with the
hash Req packet as:

RQG = H(IREQ)||(pkΘr). (18)

By XOR-ing the initial message with the encoded public key,
the log is created. If ⟨S, P ⟩ = I(log), then it is found to be
satisfactory and is sent again, and then a contact between the
CFI and the blockchain network is created.

3.7. Improved Blowfish Algorithm

The blowfish scheme is highly efficient and is suitable for
hardware implementation and related modeling [35]. Howev-
er, to enhance the key management mechanism, a modified
version of blowfish is introduced, as follows:
– the input includes 64 bit data,
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– it includes 64-bit block ciphers with irregular key lengths,
– it includes four 32-bit S arrays and P boxes. The S array

has 18 of 32-bit subkeys, while each P box comprising 256
entries,

– it comprises two elements: a key-expansion part and a data-
encryption part.

The F operation employs four substitution boxes, each con-
sisting 256 32-bit entries [36]. Conventionally, if block XL is
divided to 8-bit blocks a, b, c, d, then the operation F (XL) is
shown as in Eq. (19). As per the modified blowfish model,
F (XL) is modelled as in Eq. (20):

F (XL) = [(P1,a + P2,b 2
32)⊕ P3,c] + P4,d 232, (19)

F (XL) = [(P1,a ⊕ P3,c) + (P2,b ⊕ P4,d) 232]. (20)

3.8. Blockchain-based Communication Phase

The blockchain-oriented communication stage is used to
securely store and process logs, allowing for effective control
of access to CFI and log integrity checking. An attack on
the cloud can be carried out by a malevolent employee or an
outside attacker. The functions that take place on the cloud
platform generate logs for each VM operation, such as network
interaction and VM setup logs. These logs are not power-
independent, which means that if the VM is turned off, the
data stored therein are lost. The suggested technique retrieves
logs from Internet platforms and stores them in secondary
memory storage to ensure data security and integrity.
The keys denoted by pk are optimally chosen via the FOI-SSA
model. Figure 2 shows solutions in which nn indicates the
overall count of keys. The objective Obj is to raise the key
breaking time kbr as:

Obj = max(kbr). (21)

Fig. 2. Solution encoding scheme.

3.9. Proposed FOI-SSA Model for Optimal Key Generation

To achieve better convergence, FIO [37] is combined with the
SSA model [38] to form FOI-SSA. Self-improvement of the
optimization schemes results in better accuracy [39]– [42].
The behavior of the sparrows and formulated corresponding
rules are described as:
1) The producers are typically highly energized. Assessment

of each person’s fitness values generates information about
their energy reserves;

2) As individual sparrows start to chirp, the producers are
required to direct all scavengers to the safe area when the
alert value exceeds the safety level;

3) Every sparrow proceeds to production in accordance with
how often it seeks out larger food sources, but the ratio of

scavengers to producers becomes higher across the board.
The producers would act as he sparrows with maximum
energy levels. Numerous starving scavengers are inclined
to fly towards different locations in search for food, to gain
energy;

4) Scroungers look for food by emulating a farmer who
actually produces the healthiest food. To increase their
predation rate, certain scavengers may keep a tight eye on
the producers and engage in food wars;

5) Sparrows in the center of the group haphazardly walk to be
close to others when the sparrows at the group’s periphery
are aware of danger and quickly go into the safe area to
take a better position.

As per FOI-SSA, the chaotic-based OBL is performed to
generate opposite solutions that ensure a good convergence
rate.

The location of the sparrows is represented by:

Y =


Y1,1 Y1,2 . . . Y1,a

Y2,1 Y2,2 . . . Y2,a
...

...
...

...

Ys,1 Ys,2 . . . Ys,a

 . (22)

This implies the sparrow count and the size of the optimized
variable. The fitness of the sparrow is defined by Eq. (23),
which also addresses the fitness of the individuals.

FY =


f [(Y1,1 Y1,2 . . . Y1,a)]

f ([Y2,1 Y2,2 . . . Y2,a)]
...

...
...

f ([Ys,1 Ys,2 . . . Ys,a)]

 . (23)

The locations of producers are updated as per rules 1–2 and:

Y r+1c,d =

{
Y rc,d e

−c
α.itmax if C2 < st

Y rc,d + P.M if C2  st
. (24)

In Eq. (24), r represents the iteration, max implies the
maximum iteration, α is an arbitrary integer, st and C2 are
the safety threshold and the alarm value, and P is an arbitrary
integer.M denotes a matrix of 1 ×d with element 1.

The scroungers follow rules 4–5. As stated earlier, various
scroungers track producers. In FOI-SSA, the scrounger’s
position is updated using FIO as:

Y (i)new = YBij + ra
∗
10(YBij − YBrj ) +

+ ra∗11(Ybest − YBij ), (25)

where ra10 and ra11 are arbitrary integers (0 and 1), Ybest
implies the best position, Bi denotes the agent. In addition,
in FOI-SSA, Cauchy’s mutation is performed as:

Y (i)new = Ybest + Y
∗
i cauchy(0, 1). (26)
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In addition, the model as per rule (6) is:

Y r+1c,d =


Y rbest + γ.

∣∣Y rc,d − Y rbest∣∣ if fc < fu

Y rc,d + Z.

(∣∣Y r
c,d
−Y rworst

∣∣
(fc−fw)+ε

)
if fc = fu

, (27)

where γ indicates the step size control parameter with a vari-
ance of 1 and a mean value of 0, Rhost denotes the current
global optimal location, Z ∈ [−1, 1] denotes the route of the
sparrow, fc stands for the fitness value of the current sparrow,
fw and fu are the worst fitness value and the current global
best, ε is a small constant for avoiding the zero-division-
error, and Yhost denotes the position at the center of the popu-
lation.

4. Results and Discussion

The proposed CF integrity management plan has been created
using Java and CloudSim. The performance of the FOI-SSA
system was computed over EB [2], AES, ECC, RSA, El-
Gamal, Signcryption, ECC + IPFS [43], DBO, BES, SSO,
FIO, and SSA, taking into consideration such metrics as
memory, detection rate, etc. In this case, the assessment was
performed by altering the key size from 64 to 128 and the
user count from 200 to 400.

4.1. Detection Rate Analysis

The detection accuracy of the proposed FOI-SSA algorithm is
evaluated in comparison with traditional methods, for various
key sizes of 64 and 128. Estimates concerning the FOI-SSA
scheme, made over EB [2], AES, ECC, RSA, El-Gamal,
Signcryption, ECC + IPFS [34], DBO, BES, SSO, FIO and
SSA approaches are presented in Figs. 3 and 4 for user counts
of 100, 200, 300 and 400. Here, the proposed FOI-SSA model
showed an enhanced detection rate over EB, AES, ECC, RSA,
El-Gamal, Signcryption, ECC + IPFS, DBO, BES, SSO, FIO
and SSA. In Fig. 3, a higher detection rate is observed for

Fig. 3. Detection rate of FOI-SSA vs. other approaches, for a key
size of 64.

FOI-SSA, with the user count of 100 for a key size of 64. With
an increase in user count, the detection rates for FOI-SSA
decreased for a key size of 64. This progression is the result
of the enhanced blowfish concept and the integrated optimal
key creation. Thus, the benefit of FOI-SSA is recognized over
EB, AES, ECC, RSA, El-Gamal, Signcryption, ECC + IPFS,
DBO, BES, SSO, FIO, and SSA.

Fig. 4. Detection rate of FOI-SSA vs. other approaches, for a key
size of 128.

4.2. Memory Usage Analysis

Figures 5–6 show an analysis of memory usage for FOI-
SSA and other algorithms, for 128 and 64 key sizes. 8.5 MB
of memory are used FOI-SSA for 100 users and a 64 key
size, while other algorithms achieved higher utilization rates.
Memory usage grows along with an increase in user count.
These data help choose the optimal key and improve the
blowfish concept.

Fig. 5. Memory usage analysis of FOI-SSA vs. other approaches,
for a key size of 64.
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Fig. 6. Memory usage analysis of FOI-SSA vs. other approaches,
for a key size of 128.

4.3. Time Analysis

Tables 3 and 4 show computational times for 128 and 64-bit
keys. The analysis was performed for various user counts. For
all key sizes, the time increases along with the user count.
For 100 users, the computational time is shorter, but when
the user count reaches 400, the time is longer for all other
methods. However, FOI-SSA achieved a shorter time interval
than its competitors. These advances are the result of using
the blowfish concept and creating the optimal key.

4.4. Encryption and Decryption Time Analysis

The encryption time for various key sizes is summarized in
Tables 5–6, while Tables 7–8 show the decoding time. For
FOI-SSA, the encryption time is shorter for each key size. For
user counts of 100 and 200, the decryption time is shorter with
a 64-bit key which also requires less computational time for
encryption. Thus, FOI-SSA achieves the shortest decryption
and encryption times compared with its competitors, as shown
in the tables.

Fig. 7. Convergence analysis: FOI-SSA vs. other schemes.

4.5. Convergence Analysis

Convergence analysis of the proposed FOI-SSA system and
the comparison of its performance with former models is
shown in Fig. 7. FOI-SSA offers enhanced outcomes – the
key break time at the 50-th iteration is 140004, meaning that it
is higher than in the case of DBO, BES, SSO, FIO, and SSA.
DBO’s poor results were disclosed by obtaining a reduced
key break time. Therefore, the goal is achieved, as shown in
Eq. (21).

4.6. Attack Analysis

Figures 8 and 9 show the outcomes of research on various at-
tack types, including inside and password spoofing attacks,
for various key sizes and for varied user counts. Figure 8
shows the average key breakage time for inside and password
spoofing attacks. While vulnerable to insider and password
spoofing attacks, the proposed FOI-SSA approach has re-
vealed a higher key break time. This is achieved due to a better
blowfish concept and optimal key creation in FOI-SSA.

Fig. 8. Inside attack: FOI-SSA vs. other schemes.

Fig. 9. Password spoofing attack: FOI-SSA vs. competitors.
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Tab. 3. Time analysis using FOI-SSA over others algorithms for a key size of 64 [s].

User count EB AES ECC RSA El-Gamal Signcryption ECC + IPFS DBO BES SSO FIO SSA FOI-SSA
100 505 504 503 402 351 324 327 221 184 146 110 74 35

200 506 505 505 403 351 324 323 222 185 147 110 74 36

300 509 509 508 405 352 325 324 222 185 147 110 74 36

400 712 709 707 504 453 426 425 223 186 149 110 73 36

Tab. 4. Time analysis using FOI-SSA over others algorithms for a key size of 128 [s].

User count EB AES ECC RSA El-Gamal Signcryption ECC + IPFS DBO BES SSO FIO SSA FOI-SSA
100 613 612 612 407 355 327 326 217 181 145 109 73 35

200 643 642 641 472 414 377 375 223 187 149 110 73 35

300 702 701 701 487 420 393 391 224 187 149 112 73 37

400 790 789 787 598 546 519 518 226 188 150 113 74 37

Tab. 5. Encryption time for FOI-SSA vs. others algorithms for a key size of 64 [s].

User count EB AES ECC RSA El-Gamal Signcryption ECC + IPFS DBO BES SSO FIO SSA FOI-SSA
100 25 25 17 16 16 16 16 16 28 0.8 0.7 0.3 0.3

200 25 25 17 17 16 16 16 16 28 0.8 0.7 0.4 0.3

300 25 25 17 17 17 16 16 16 29 0.8 0.7 0.4 0.3

400 27 26 17 17 17 17 16 16 29 1 0.8 0.4 0.3

Tab. 6. Encryption time for FOI-SSA vs. others algorithms for a key size of 128 [s].

User count EB AES ECC RSA El-Gamal Signcryption ECC + IPFS DBO BES SSO FIO SSA FOI-SSA
100 25 25 16 16 16 17 16 16 3 0.8 0.6 0.4 0.3

200 25 25 17 17 17 17 16 16 3 0.9 0.8 0.4 0.3

300 35 26 17 17 17 17 16 16 3 0.9 0.8 0.5 0.5

400 55 27 18 17 17 17 17 16 4 1 1 0.8 0.7

Tab. 7. Decryption time for FOI-SSA vs. others algorithms for a key size of 64 [s].

User count EB AES ECC RSA El-Gamal Signcryption ECC + IPFS DBO BES SSO FIO SSA FOI-SSA
100 76 75 48 17 16 16 16 16 16 0.6 0.194 0.2 0.1

200 76 75 48 17 17 16 16 16 16 0.7 0.241 0.2 0.1

300 77 76 49 17 17 16 16 16 16 0.7 0.241 0.2 0.1

400 177 177 50 17 17 17 16 16 16 0.7 0.265 0.2 0.1

Tab. 8. Decryption time for FOI-SSA vs. others algorithms for a key size of [s].

User count EB AES ECC RSA El-Gamal Signcryption ECC + IPFS DBO BES SSO FIO SSA FOI-SSA
100 124 75 49 16 17 16 16 16 15 0.6 0.2 0.2 0.1

200 179 77 49 17 16 16 16 16 16 0.7 0.3 0.2 0.1

300 259 117 49 17 17 16 16 16 16 0.7 0.4 0.3 0.1

400 275 142 68 17 17 17 17 16 16 1 0.5 0.3 0.2

5. Conclusion

This paper proposes a novel forensic method relying on
a blockchain network. In order to protect the system against
illegitimate users, an improved blowfish method is used. The
system is made up of five distinct elements: hypervisor, node
controller, log ledger, IPFS file storage, and smart contract.

The suggested method entails six phases, including determi-
nation of the log file concept, key arrangement and exchange
process, setup and control of evidence, assurance of integri-
ty, agreement validation, release of the confidential file, and
the blockchain-based communication phase. The proposed
FOI-SSA approach offers an enhanced detection rate com-
pared with EB, AES, ECC, RSA, El-Gamal, Signcryption,
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ECC+IPFS, DBO, BES, SSO, FIO, and SSA algorithms.
A higher detection rate was observed for FOI-SSA for a user
count of 100 and a key size of 64. As the user count in-
creases, the detection rate of FOI-SSA decreases for a key
size of 64.
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