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Abstract — This paper provides an overview of the techno-
economics of cybersecurity in IoT and OT devices. The purpose
is to identify and provide justification for regulatory action
within the area.
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1. Introduction

Cybersecurity has become a serious challenge for businesses
around the world. PricewaterhouseCoopers (PwC) has report-
ed cybercrime to be the most widespread kind of economic
fraud [1]. Cryptocurrencies valued at more than 400 mil-
lion dollars were paid to ransomware addresses in 2020. This
represents a growth of more than 400% in one year. At the
same time attacks by malware increased by 358%. Distribut-
ed denial of service (DDOS), ransomware and other kinds
of cyberattacks are happening more and more frequently,
and for businesses this can lead to severe consequences, €.g.
interruption of work processes and customer services, loss
and compromising of data, violation of data protection and
privacy laws, a lot of time wasted, and large additional costs.

The ongoing process of digital transformation is affecting all
businesses and organizations, large and small, and this puts
further focus on the challenges related to cybersecurity. In
the latest global risk report published by the World Economic
Forum the issue of cybersecurity reappeared to be among the
top 10 global risks, and cyberattacks on critical infrastructure
were seen as one of the risks with the largest potential impact
on a global scale [2]. This concern is partly due to cyberattacks
against Ukraine in 2022. Also cyberattacks jeopardizing
privacy of vulnerable citizens is seen as a global risk.

In this regard Internet of Things (IoT) and Operational Tech-
nologies (OT) security are becoming still more important.
The number IoT devices has exploded within the past decade
and many of these are not sufficiently protected. A lot of
IoT devices lack built-in capabilities for updating software
and this makes it difficult to maintain security. Hackers can-
not only hamper their functionality but can also use them as
a gateway to other IT systems and devices. Especially badge
readers, cameras and printers are devices of concern from
a security perspective.

Likewise, OT security has gained in importance, as this is
a key issue for securing critical infrastructures. Compared to
the number of IoT devices, OT devices are lower in numbers,
but more valuable. Many critical infrastructures are highly
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dependent on OT devices and disruption of their operations
may have a detrimental impact on the functions of the society.
Cybersecurity as a policy issue has attracted a lot of attention
both from a regulatory perspective and in economic literature.
The EU has published a common strategy on cybersecurity [3]
and several major initiatives are being launched by the EU to
increase awareness and to protect critical infrastructures, e.g.,
the Network and Information Security 2 (NIS2) directive [4].
Likewise in the US the Executive Order 14028 is issued to
protect critical infrastructures. Another legislation, which is
relevant for cybersecurity of OT and I0oT, is the forthcoming
EU Cyber Resilience Act (CRA) [5]. This act will impose
demands on cybersecurity for manufacturers of hardware.

The economics of cybersecurity is a relatively new area of
research. While much research has been published on develop-
ment of technical solutions and strategies for implementation,
the economic foundation of any regulation or strategy for
remedying cybercrime is still under development. This is es-
pecially the case when it comes to cybersecurity in IoT and
OT devices.

This paper provides an overview of the IoT and OT security
challenges, the techno-economic characteristics of possible
cybersecurity measures to be taken, and the market failures
to be addressed. Finally, the paper identifies the regulatory
challenges that follows from this analysis. More specifically
the paper discusses cybersecurity issues related to IoT and
OT, how they can be addressed by the market, and where
regulatory intervention is needed.

First the paper identifies IoT and OT cybersecurity chal-
lenges [6]—[8]. Then the economic characteristics of different
security measures is discussed. As point of departure, this
discussion is based on current research on cybersecurity as
an economic good including [9]—[11]. Compared to these
contributions, the authors take an approach, where the char-
acteristics of the specific security measures identified in the
technical analysis of [oT and OT are taken into account. Based
on this, regulatory challenges regarding market intervention
are identified.

2. Information Security, ICT Security,
and Cybersecurity

Before we discuss the economic characteristics of cyberse-
curity, we will define the term cybersecurity and compare
it with similar terms used in in the literature. Many of the
contributions in cybersecurity economics are using a similar
approach to what is applied in information security economics
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and economics of privacy [11]. Here cybersecurity is seen as
a collection of tools, which can be applied to protect infor-
mation. It is therefore relevant to highlight how cybersecurity
relates to these other terms. What are the similarities and dif-
ferences and what are the implications of this on the economic
characteristics?

Many definitions of cybersecurity are based on the so-called
CIA triad: confidentiality, integrity, and availability of infor-
mation. The CIA triad dates back to the 1970s, where it was
introduced in [12]. The triad is also included in the definition
provided by The International Telecommunications Union
(ITU) [13]. This definition also specifies the kind of assets to
be protected, namely connected computing devices, personal
infrastructure, applications, services, and telecommunica-
tions systems. The CIA triad has later been complemented by
non-repudiation, accountability, authenticity, and reliability
of information. However, it is argued that this definition needs
to be updated to include broader aspects of cybersecurity than
just the technical protection of information [14].

Paper [13] makes a distinction among information security,
ICT security, and cybersecurity based on the kinds of assets
to be protected. Information security deals with the protection
of information. Information might be stored or transmitted us-
ing ICT, but this is not necessarily the case. ICT security deals
with the protection of the ICT system, which is used to store
and handle the information. In contrast to this, cybersecurity
is not always about confidentiality, access, or integrity of in-
formation. It also encompasses protection of non-information
assets such as home automation systems and public utility
infrastructures. Thus, cybersecurity can be defined as [13]:
“the protection of cyberspace itself, the electronic informa-
tion, the ICTs that support cyberspace, and the users of cy-
berspace in their personal, societal and national capacity,
including any of their interests, either tangible or intangible,
that are vulnerable to attacks originating in cyberspace”.
Article [14] argues that cybersecurity is more than just protec-
tion, and refers to the NIST framework, that includes five dif-
ferent activities: identify, protect, detect, respond, and recover.
In this framework cybersecurity is more than just a product
and includes an organizational framework to be implemented
in order to protect the assets. This calls for a human-inclusive
approach including sociological and psychological aspects,
challenging the machine focused definition of cybersecuri-
ty [15]. Here the definition offered by [16] becomes relevant,
as it offers a process-oriented view. Here cybersecurity is de-
fined as “standard practices that involve the people, processes,
and technologies in an organization, in a group, or stand-alone
environments in which the computers and cyber-physical sys-
tems with valuable data are connected to cyberspace”.

It follows that although there is a considerable overlap one
must distinguish between the terms information security and
cybersecurity. Information security deals with all kinds of
information, also information not stored in a digital format.
Cybersecurity deals only with digital information, but it in-
cludes as well also other kinds of assets such as computer
systems and non-digital assets, which depend on the func-
tioning of ICT based systems. Moreover, cybersecurity is not
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only about technical measures for protection. It is also about
human and business processes [17].

Privacy is another term that is used in connection with cy-
bersecurity. Privacy deals with personal information only
and can be considered as a subset of information security.
Moreover, privacy focuses on the confidentiality aspect and
to a certain degree on the integrity aspect of the CIA triad.
Still the economics of the three areas cybersecurity, informa-
tion security, and privacy are closely related areas although
they present distinct areas of research.

3. OT and IoT Security

OT and IoT technologies are facing a number of challenges
when it comes to security and privacy issues. There are some
specific risk factors and requirements related to these types
of devices. It can be due to the limited computing and storage
capacities and constrains on the power supply and battery
capacity in the lightweight devices, when it comes to IoT, or in
the way the equipment is integrated into the IT systems, when
it comes to operational technologies (OT). The computing
capacity and limited power supply make it difficult to develop
advanced encryption protocols in the devices and the lack of
integration in the IT systems makes it difficult to update OT
devices and other IT equipment.

One important security and risk issue of IoT and OT is the
standardization and regulation [18], [19]. This can relate to
both protocols and the way the default set up of devices are
configured. Many IoTs come with a minimum of security
functions implemented and some come with default login
and passwords without any requirement from the vendors that
the user must change this default password before the use of
the devices. This induces a big security risk. To avoid these
security challenges, harmonized standards and regulatory
initiatives at device and operator levels can be essential.

Another challenge is the legacy issues. The use of open
access networks has exposed the supervisory control and data
acquisition (SCADA) systems to cyber attacks [20]. Many
IoT and OT devices are based on old software and hardware
frameworks, which are difficult to update to adopt to modern
security and privacy standards and requirements without
allocation of enormous financial resources. For example,
when it comes to the OT, the SCADA systems, which are used
in many critical infrastructures, are old and imply significant
security risks. This issue was raised already back in 2006 “the
increasing interconnectivity of SCADA networks has exposed
them to a wide range of network security problems” [21].
One of the major vulnerabilities of the OT systems based on
SCADA is the growth of connectivity of internal company
networks to the outside word resulting in possibilities for
cyberattacks etc. Many OT devices are not updated properly
as this will demand down time in the line of production, and
in some cases the device and equipment are not integrated in
the IT environment of the company, which makes it difficult
to be updated.
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The physical accessibility is another challenge when it comes
to the IoT and OT devices, as the devices may be easily
accessible from outside and often without proper surveillance
[22]. Of course, proper security strategies and allocation of the
necessary financial resources to prevent physical accessibility
can be restricted to critical devices, but legacy systems have
not prioritized this aspect and continue to be a challenge.

Another important security risk, which is a hot topic for the
time being, is supply chain attacks, which can be made by
comprising the software or hardware in a specific vulnerable
part of the value chain. Vulnerabilities can come from the
physical access to part of the value chain or weak access
mechanisms when uploading software or introducing new
hardware. SolarWinds hack is a prime example of a supply
chain attack [23], [24].

Furthermore, the regular cyber security risks like ransomware
attacks, where critical IoT or OT devices are locked by crim-
inals [25], and DDoS attacks, where huge amounts of IoT
devices are used to send great quantities of requests and there-
by overload the receiving systems and put them out of func-
tion [26], are examples of exploitation of the vulnerabilities
of IoT and OT systems.

A last thing we want to mention is the privacy issues [27]. The
IoT devices gather huge amount of data. Some of these may
be sensitive company data or include personal information of
users or customers.

Solutions to all the abovementioned problems include an
interplay of technological, economic and regulatory aspects.
We need new technologies and security strategies at device
and infrastructure levels. But we also need financial resources
and new business models as well as policy and regulatory
interventions to create mandatory security standards and
practices.

4. Research in Economics of
Cybersecurity

Article [16] provides an extensive literature review of different
research directions on cybersecurity economics. The review
is based on 28 studies selected among more than 600 models
identified by the authors:

1) Budgeting finding the optimal level of investments in
cybersecurity
— Investment,

— Externalities,
— Insurance.

2) Economic efficiency
— Misallocation of resources,

— The type of good (private, common, club, public).

3) Interdependent risks
— Network effects,

— Lock-in effects,
— Supply-chain risks.

4) Information asymmetry
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5) Governance

6) Cybercrime

7) Sustainability

There is a considerable overlap between most of these topics.
While the first point deals with cybersecurity at the micro-
level, where the possible action of the individual organization

is the point of departure, the remaining points address issues
at the meso and macro levels.

Although the list includes diverse research issues, the overall
theme is how to decide the optimum level of investments in
cybersecurity and the scope for public intervention. These
issues are related to the economic characteristics of cyberse-
curity and the lack of transparency of the market.

The issue of cybercrime looks in principle at the same issues,
but here the focus is on the market, where the cybercriminals
act. How is the market for cybercrime structured and what
are the economic characteristics of the products offered on
this market?

The economic characteristics are especially related to research
on externalities of cybersecurity products. Investments in
cybersecurity may imply strong positive externalities, as they
may prevent spreading of malware etc. beyond the stakeholder
financing the investment.

Borrowing from information economics, Samuelson’s concept
of public good is often used for describing the economic
characteristics of cybersecurity. Samuelson distinguishes
among four types of goods according to two parameters
(rivalry and exclusivity (Fig. 1): normal goods, club goods,
common goods, and public goods. Tangible goods such as
foodstuff, cars, computers etc. are rivalrous as they can be
consumed only once. They are also excludable as access is
limited. These goods are termed normal goods.

Information on the other hand can be used many times.
Therefore, information goods are seen as being non-rivalrous.
Depending on the context, information goods are in principle
also non-exclusive, as they can easily be copied and made
available to everybody, as soon as the information is revealed.
Information is therefore termed as a public good, along with
a range of public services offered by the government. National
defense is the most prominent example of a public good. It
is however possible to restrict access to certain information
goods. In this case they can be termed as club goods.

When it comes to cybersecurity, several authors see this as
a product with strong public good characteristics [16], [28].

Excludable Non-excludable

Private goods
food, clothes, cars and
other consumer goods

Common goods

Rivalrous fish, timber, coal

. Club goods q
satellite TV ?

Fig. 1. Private goods, common good, club good, and public goods.
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The argument is primarily the strong positive external effects
that investments in cybersecurity may have on other actors.
Another reason may be that cybersecurity can be considered
as a kind of information good with similar economic charac-
teristics as other information goods. Therefore, the positive
externalities are often taken for granted. When consumption
of public goods is up to an individual decision-making on an
unregulated market, this will result in underinvestment.

However, it can be problematic to treat cybersecurity as one
single homogeneous product. Achieving cybersecurity takes
investments in a wide range of different measures, each with
their own economic characteristics.

One approach to go a bit deeper into the economic character-
istics of cybersecurity is to analyze cybersecurity for different
types of actors and how they interact. Bauer and Eeten claim
that externalities include spill-over effects among different
types of actors and provide a framework for analysis of these
spill-over effects [28]. Their analysis focuses on analysis of
cybersecurity products implemented at the network level, and
their impact on security for other groups of actors. Following
groups of actors are included in the analysis: ISPs, application
and service providers (App/Svc), hardware and software ven-
dors, users, security providers, and national and international
organizations.

The ISPs constitute the core of the ecosystem. ISPs are
interconnected and their level of cybersecurity is highly
dependent on the security level in those ISPs to which they
are connected. Moreover, they depend on application and
service providers, security providers, hardware and software
vendors, and users. Finally various governance institutions
may contribute to the level of security. The point made in this
paper is that each actor will decide on the level of investments
according to their own costs and benefits, and free riders may
occur. Some spill-over effects may be reflected in the prices.
For instance, may users be willing to pay for having an ISP
they consider offering a high level of cybersecurity. However,
the market for cybersecurity is far from being transparent and
information asymmetries exist.

With regard to IoT and OT, it is important also to look at
cybersecurity achieved at the device level. Here equipment
manufactures and standardization bodies are important actors.

Supply chain risk is another kind of spill-over effect. Here
companies are attacked via their suppliers. These may in-
clude small companies with little protection. Attacks may be
made via connections to IoT or OT devices with insufficient
protection owned by these companies.

Economic models estimating costs and benefits are made
with the purpose of finding the optimum investment level for
cybersecurity. Most of these models use security level as an
aggregated economic variable [16]). Thus, the models provide
little guidance in the kinds of security products, which are
the most attractive to invest in.

The research topic cybercrime includes mainly estimation of
costs incurred in companies attacked and economic conse-
quences at meso- or macrolevels. This relate to the budgeting,
as it relates to estimation of benefits to be achieved by invest-
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ing in cybersecurity. The economics of the cybercriminals
and their business models seem to be a different topic, which
is excluded from the framework provided by [16]. The eco-
nomics of cybercriminals is however important for a study on
the economics of cybersecurity, as the key aim of cybersecuri-
ty products is to make current business models for cybercrime
unviable and prevent creation of new viable business mod-
els. Research in this topic, which is truly interdisciplinary
as technical and economic analysis needs to be combined,
seems to be published primarily in engineering fora.

5. Categorization of Cybersecurity
Products

Cybersecurity products include a wide range of activities
carried out with the purpose of protecting an organization
against cybercrime. The National Institute of Standards and
Technology at the U.S. Department of Commerce (NIST) has
developed a framework for what to be done in order to be
protected [29]. This framework is also used in Europe, where
ISO has developed international standards (ISO 27001 and
ISO 27002) based on the same principles. The framework
includes five core functions, which should be addressed:

o Identify includes identification of the critical processes and
resources. This includes all kinds of IT and IoT devices,
software, and data. Especially sensitive data, for instance
personal information, and data critical to the operations
of the company should be included. Moreover, roles and
responsibilities for employees, vendors, and others with
access to sensitive data must be identified.

e Protect includes protection of the facilities and sensitive
data identified above. Some protection is built into the
standard software applied by companies. Still many security
measures in particular organization and human measures
are up to the individual organization to implement. Email
filters with blacklisting or even whitelisting can help to
avoid phishing and emails with harmful content to be
opened, but awareness of employees is even more important
in this respect. Moreover, access to any system should be
restricted as much as possible.

e Detect includes detection of cybersecurity attacks. IT sys-
tems must be monitored in order to detect any cybersecurity
events as early as possible. This includes unauthorized ac-
cess and unusual traffic patterns.

e Respond includes guidelines for how to react if a cyber-
security attack is detected. and how to limit damages. An
early response from the user of an infected machine may
prevent potential damages to be spread to other parts of the
IT system itself, as well as damages in of facilities host-
ed by trading partners or elsewhere. Trading partners and
authorities should be informed about cybersecurity event.

e Recover includes guidelines for reestablishment of damages
made in an attack, and reestablishment of data, systems,
and business processes.
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Cybersecurity as a product possesses some obvious positive
external effects, as it is stated in most papers dealing with
economics of cybersecurity. However, when looking at the
different kinds of cybersecurity measures an organization
can invest in, it follows that only a few of them possess
notable externalities or spill-over effects, which relate to
protection of other actors. These effects are in particular
related to protection of facilities and detection of attacks, and
concerns attacks of other organizations for instance through
dissemination of malware.

In addition to these effects, substantial externalities may be
related to possible interruptions in operations. This is a key
issue for public utilities, for other public services, and even
some private companies. Interruption in service delivery may
be caused by many different kinds of incidents of which
cybersecurity is only one.

6. The Market for Cybercrime

Looking at the market for cybercrime, it is important to dis-
tinguish between different types of hackers and their motives.
Hackers are not always criminals looking for profit. Hackers
can also be motivated by curiosity, recognition or revenge.
Many papers on cybersecurity provides definition of the types
of hackers and their motivations. [30] provides an extensive
overview of the different definitions and suggests a catego-
rization with 15 different types of hackers. In this context, the
key issue is whether a hacker attacks a specific company or if
they attack any company, which is vulnerable for a cyberat-
tack. Moreover, it is also important, whether the attack harms
other parties. If some strategic information is stolen from
a specific company, it will probably only harm the specific
company and the externalities are limited. However, if finan-
cial information on banking customers is stolen, e.g. from
a financial institution, this will affect many different actors
outside the company.

Hackers are using a wide range of methods to attack com-
panies, and the economic characteristics of cybersecurity
depend on the kinds of attacks.

The European Union Agency for Cybersecurity, ENISA has
in a report identified the following prime threats [31]:

e ransomware,
e malware,

e crypto jacking,

e e¢-mail related threats,

e threats against data leaks,

e threats against availability and integrity,
e disinformation — misinformation,

e non-malicious threats.

Ransomware is reported to be the most important thread, here
attackers encrypt an organization’s data and demand payment
to restore access. If ransom money a paid, this may encourage
similar attacks on other companies. Malware “intended to
perform an unauthorized process that will have an adverse
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impact on the confidentiality, integrity, or availability of
a system” [31]. Malware is also considered to be a prime
threat. Malware can be spread from one company to another
and this is the primary policy argument for implementing
regulatory measures in order to ensure cybersecurity.
Crypto jacking where criminals steal computing power to
generate cryptocurrency can hit any owner of a computer.
An increase in this type of cybersecurity breach has been
observed, but it will only harm the computer infected.
E-mail related threats are reported to be increasing in spite
of educational campaigns to increase awareness. Infected
e-mails and phishing e-mails can be sent to anybody, but in
organizations with less formal procedures for data-handling
and updating of filters are the most vulnerable. ISPs and
other service providers can protect their customers through
installation of various filters. The threat of leaks of sensitive
data depends on the kind of data. Leaks of data belonging
to companies or private persons imply spill-over effects on
other actors, and this is one of the arguments for having rules
on protection of personal data.

Availability and integrity of data can be compromised in
different ways, of which denial of service and web-based
attacks are the most important. According to ENISA, this
threat ranks high. Here, the spill-over effects are important, as
this kind of attacks involve the use of a botnet using infected
devices connected to the Internet such as IoTs. The availability
of unprotected devices is therefore a threat also for other
actors. Disinformation and misinformation delivered through
social media is on the rise. Non-malicious threats include
threats, where the malicious intent is not apparent. These do
not originate from cyber criminals or other types of hackers
but are mostly based on human errors or misconfigurations.
These issues go beyond the scope of this paper.

7. Conclusion

A decomposition of cybersecurity in IoT and OT devices
into its different components reveals the kinds of externalities
and spill-over effects that relate to cybersecurity. In this way
the analysis can contribute to identification of regulatory
needs and design of the right regulatory measures to be
implemented.
Some externalities are caused by the specificities of the
concept of cybersecurity, while others are more generic in
nature. The latter ones relate to two different kinds of impacts:
e Payment of ransom money may encourage cybercriminals
to continue their activities and help funding of investments
in developing new tools for cyberattacks.

e Cyberattacks may lead to discontinuation of operations
of the company subject to attack. If the target has been
a critical infrastructure, this may have severe consequences
also for other actors.

These two externalities are not related to a specific technology

or a method applied by cybercriminals only to the outcome

of the attack. Other kinds of impacts are more specific and

depends on the kinds of attack:
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e An organization may be possession of information, which
is sensitive to other actors. Most important in this regard
is personal information of private customers. In this case
the costs of intrusion by cybercriminals may not be borne
by the organization itself, but by their customers. This
externality relates to information security, which overlaps
with cybersecurity, and is addressed by privacy regulation,
e.g. GDPR.

e Malware can be spread from one organization to another,
if not properly protected. Therefore, there is a common
interest in having a minimum level of protection in all
devices connected to the Internet. This includes IoTs and
networks operated by SMEs or private citizens.

e A special version of this is DDoS, where cybercriminals
utilize their control of a large number of infected devices
to create overload on specific systems. As discussed in this
paper IoT and OT devices are often used for this type of
attacks.

e Another variation is supply-chain attacks, where a business
partner with a vulnerable network is used as a gateway for
infecting well-protected systems.

e ISPs play a special role in this context, as they can of-
fer improved protection to their customers. Thus, there
are spill-over effects from one type of actors to another.
This may be an argument for regulation if the market can-
not provide the right incentives, for instance by having
cybersecurity defined as a parameter for competition.

Finally, it should be noted that cybersecurity includes organi-
zational as well as human factors in addition to technology.
For instance, creation of awareness is a key tool when fight-
ing against fishing. In this case information campaigns may
be more efficient than regulation.
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