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Abstract  Thanks to its improved spectral efficiency and immu-
nity to frequency selective fading, OFDM with index modulation
(OFDM-IM) has become a perspective option. Unfortunate-
ly, OFDM-IM systems are vulnerable to security risks due to
their inherent openness encountered in wireless communica-
tions. Conventional encryption techniques, which focus on the
upper layers, add complexity and might not be enough to fend
off malicious attacks. To improve the selection of subcarrier in-
dexes and modulation of data symbol modulation, this work
proposes a new chaotic encryption approach for OFDM-IM sys-
tems that uses Lorenz chaotic maps. Comprehensive simulations
show that, in comparison to traditional methods, the proposed
approach provides better security against eavesdropping while
maintaining transmission reliability.

Keywords  5G, chaotic encryption, Lorenz chaotic maps, OFDM-
IM, subcarrier index selection

1. Introduction

5G and beyond communication systems provide high-
capacity, high-security, ultra-reliable, low-latency connec-
tivity, and high spectral efficiency features to support new
services and applications. However, the growing demands
faced by 5G communication systems might be difficult to han-
dle by traditional orthogonal frequency division multiplexing
(OFDM) solutions.
Recently, OFDM with index modulation (OFDM-IM) has
gained popularity and is used extensively in several com-
munication technologies, including optical communications,
cognitive radio, and multiple input, multiple output (MIMO)
networks [1]. As far as OFDM-IM systems are concerned,
information is transmitted through constellation carrier and
subcarrier indices [1]–[6]. The high spectral efficiency and
reliability tradeoff, flexible spectral efficiency, and achievable
ergodic rate are all attractive advantages that OFDM-IM dis-
plays over conventional OFDM systems [3]. Unfortunately,
due to their inherent openness and broadcast nature, wire-
less communications are susceptible to eavesdropping and
malicious attacks.
Eavesdroppers could blindly estimate several transmission
parameters with respect to traditional OFDM-IM systems.
Therefore, in practical applications, the issue of security of

OFDM-IM systems should be considered. Upper layers are the
main focus of most encryption techniques. Key management,
distribution, and generation are all part of the matching en-
cryption process. As a result, the computational overhead that
has been introduced cannot be disregarded, and the encryption
procedure at upper layers is also somewhat complicated.
Furthermore, with ever-growing computing power comes the
possibility of security threats during the key distribution and
key update phases. Consequently, there is a rather high level
of complexity created and insufficient security is ensured by
the encryption algorithms at the upper layers.
As an addition to upper-layer encryption, physical layer en-
cryption may be rather advantageous [4]. With regard to
encryptions of the physical layer, characteristics of wireless
channels as well as the encryption technique are frequently
used to protect the communication. Encryption keys could
be generated by taking advantage of physical characteristics
of the wireless channel, including reciprocity, randomness,
as well as temporal and spatial variations [4], [7]. Further-
more, chaotic maps offering characteristics such as pseudo
randomness, ergodicity, and sensitivity to initial values are
frequently used in OFDM-tailed models to enhance security
performance [8]–[10]. Chaotic systems are highly suitable
for stream ciphering, randomization of signal order random-
ization, and other processes sue to their unpredictable and
distinct characteristics regarding chaotic sequences.

2. Related Works

In the previous research, several encryption approaches of
the physical layer have been proposed to improve the security
of OFDM systems. Dynamic interleaving was utilized to
create an eavesdropping-resistant OFDM system that has been
described in [7]. In the time division duplexing (TDD) mode,
sub-carrier interleaving depends on CSI (i.e., channel state
information) between the authorized users. A constellation
rotation approach based on chaos has been used in [8] to
prevent eavesdropping on OFDM systems and chaotic maps
were used for varying the phases of constellation symbols.
For the purpose of ensuring the security of OFDM systems,
chaotic maps have been utilized in [9] for the randomization
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of the sub-carrier phase and order. For OFDM systems,
an artificial noise-based encryption method has been used
in [10], [11] and several algorithms for the physical layer
encryption that have been designed specifically for OFDM-
IM.
In [12], selection of the optimum subcarrier index as well
as adaptive interleaving have been utilized for the purpose
of improving the security of OFDM-IM systems. To prevent
eavesdropping on the OFDM-IM system, a secure index and
data symbol modulation have been relied upon in [13]. The
rule of randomized mapping for the data symbols and index
modulations has been developed based on the CSI. An en-
cryption approach based upon artificial noise was introduced
for OFDM-IM systems in [14], where artificial noise is cou-
pled with a legitimate signal that can be eliminated at the side
of the authorized receivers.
With regard to OFDM-IM systems, there is still potential
for improvement over previous physical layer encryption
techniques. The significant degree of modification and fairly
high complexity added to the transceiver used in conventional
OFDMIM systems are the recurring characteristics of the
encryption techniques presented in [12]–[14]. Additionally,
data symbol modulation security has not been considered by
the encryption schemes, as they concentrate on the selection
of the sub-carrier index.
In this work, we propose an efficient and straightforward en-
cryption method for OFDM-IM systems. The method could
protect modulation of the data symbol, additionally to ensur-
ing security of the sub-carrier index selection process. The
phase of modulated data symbols as well as indexes of the
active subcarrier are both randomly generated using chaot-
ic maps. In the TDD mode, legitimate users retrieve secret
keys, being the initial chaotic map values, from CSI. Due
to the reciprocity of the wireless channel in the TDD mode,
legitimate users acquire identical secret keys.
Secure operation of the proposed technique may be ensured,
since the spatial variance of the wireless channel prevents
an eavesdropper at a third party from obtaining secret keys.
Furthermore, there is a large space in the key space to defend
against comprehensive attacks. Specifically, compared to the
previous techniques presented in [12]– [14], only modest
adjustments are required to typical OFDM-IM systems, and
added complexity is not that great. Extensive simulations
confirm that it could attain the same reliability as traditional
OFDM-IM systems

3. Preliminaries

In this section, the basics of standard OFDM-IM systems
using frequency-selective Rayleigh fading channel types are
described, and then the foundations of Lorenz chaotic maps
are covered in more detail.

3.1. OFDM-IM

The OFDM-IM transmitter receives a total of m bits of
transmitted data. The condition m = l · q is satisfied by
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Fig. 1. Block diagram of a conventional OFDM-IM system.

the first division ofm bits of information into l subblocks,
each of which is q long, as shown in Fig. 1. The OFDM
subblock with a length of n was assigned to each of q bits.
N = l · n represents the number of OFDM sub-carriers. The
information bits of each subblock were split to data symbol
bits and index bits due to bit-splitter effects. To calculate
active sub-carrier indices, the first bits of q1 serve as index
bits. Based on a series of predefined instructions depending
upon the incoming index bits, just k out of n subcarriers are
active in OFDM-IM systems.
In conventional OFDM-IM systems, a combinatorial or
lookup table technique is a commonly used selection method
[1]. The combinatorial technique can be viable in the cas-
es where there is a considerable number of information bits,
while the lookup table approach is frequently applied to con-
ditions where there are few information bits. For the purpose
of creating data symbols, the remaining q2 = k log2M bits
are mapped into an M-ary signal constellation over time. Ad-
ditionally, data symbols use active indices for modulating
subcarriers [1], [15]. Equation (1) is used to determine the
sum of the information bits carried through subcarrier index
values.

m1 = q1l = ⌊log2 C(n, k)⌋l . (1)

The selected active subcarrier indices for subblock γ can be
represented as:

lγ = {iγ,1, iγ,2, . . . , iγ,k} , (2)

where γ = 1, · · ·, l.
The total number of bits of information that are carried by
constellation symbols is represented as [1]:

m2 = q2l = k(log2M)l . (3)

Modulated symbols that are carried out through the active
subcarrier k of subblock γ can be expressed as:

sγ = ⌊sγ(1), . . . , sγ(k)⌋ , (4)

where γ = 1, · · ·, l.
After that, Iγ and sγ are transmitted to the OFDM block
creator, which constitutes the main block of the OFDM.

xF =
[
x(1), x(2), . . . , x(N)

]T
, (5)
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The N-IFFT processing converting the frequency domain
signal to a time domain signal could be written as follows:

xT =
1√
K
FHN xF , (6)

where FHN represents the DFT matrix that satisfies FHN FN =
NIN .
The time domain signalxT is transmitted through a frequency-
selective Rayleigh fading channel when the cyclic prefix is
added and parallel to the serial conversion. In particular,
a frequency domain signal satisfies the following equation:

yF (δ) = x(δ)hF (δ) + nF (δ) , (7)

where, yF (δ) represents the received signal in the frequency
domain, nF (δ) and hF (δ) represent the frequency domain of
the noise and the frequency domain of the channel coefficient,
respectively.

3.2. ML Detector

The ML detector for the OFDM-IM model takes under consid-
eration all of the potential subblock realizations by searching
for all of the potential combinations of the subcarrier index
and points of signal constellation for the purpose of making
joint decisions on constellation symbols and active indices
for every one of the sub-blocks through the minimization of
the following metric:

(Îβ , ŝβ) = arg min
Iβ ,sβ

k∑
γ=1

∣∣yβF (iβ,γ)− hβF (iβ,γ)sβ(γ)∣∣2 , (8)

where yβF (ξ) and hβF (ξ) for ξ = 1, . . . , n represent received
signals, as the well as corresponding fading coefficients for
the subblock β, which can be represented as:

yβF (ξ) = yF
(
n(β − 1) + ξ

)
hβF (ξ) = hF

(
n(β − 1) + ξ

) . (9)

The total number of metric calculations that have been carried
out in Eq. (8) is cMk due to the fact that Iβ and xβ have c
andMk various realizations, respectively. This is the reason
why ML detector is considered as an impractical approach for
larger c and k values as a result of its decoding complexity
that is increasing exponentially [16], [17].

3.3. Hybrid Greedy Detector and Diversity Reception

Greedy detector is a detection model that has low complexity
with a diversity reception. It requires a two-stage detection
process: active subcarrier indices and corresponding M-ary
symbols are calculated separately, as one may see in Fig. 2.
In the first stage, the greedy detector measures the combined
output signal energy of every one of the sub-carriers |yβ(j)|2
and, thereafter, detects active subcarriers with the highest
level of energy. Subcarriers that are only under the favorable
channel fading have a high probability of being estimated as
active. For the purpose of reducing computational complexity,
the initial stage does not require any information about the
channel. After detecting non-zero M-ary symbols in x, the
second step applies maximum likelihood (ML) decisions to

M
Greedy

estimation of K
active indices

Index bits
LUT

ML
symbol

estimation

Fig. 2. Block diagram of a greedy detector.

everyK estimated active subcarrier separately. Stages 1 and
2 of the greedy detector process are described below.
Stage 1. Using K greatest amongst N received subcarrier
signal powers, the receiver detects active subcarrier indices
based on energy.
1) Assume a residual vector z = yβ , a demodulated vector
r is set to 0 vector, i.e., r = 01×N , and iteration count
t = 0 is started.

2) Find the highest element whose index α̂ can be expressed
as:

α̂ = argmax
j
|z(j)|2 , (10)

where z(j) represents the j-th element of z.
3) Assume r(α̂) = z(α̂) and z(α̂) = 0, and increment t by

1, where r(α̂) represents α-th element in r.
4) Steps 2 and 3 are repeated to the point where t = K.
5) Set all non-zero elements in r = 1. RecovermI bits for r

with the use of LUT. An example of LUT for cases where
K = 2 and N = 4 is listed in Tab. 1.

Stage 2. M-ary symbols are estimated with the use of the ML
criterion on the subcarriers of the active indices α̂ as:

x̂(α̂) = arg max
x(α̂)∈ς

∣∣yβ(α̂)− h(α̂)× (α̂)∣∣2 , (11)

where h(α̂) represents the α-th diagonal element with respect
to H in Eq. (7), representing the equivalent channel matrix
after diversity reception.
Note that GD utilizes the process of energy detection, which
eliminates the need for a brute-force search of every potential
index combination and greatly reduces complexity of the
process of estimating a set of active subcarrier indices. This
results in an additional reduction of the complexity of the
carrier index while detecting M-ary symbols, which the latter
process performed independently of the subcarrier index
detection rate [18], [19].

Tab. 1. Example of LUT for N = 4 andK = 2.

rK mI bits

1100 00
1010 01
1001 10
0110 11
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Fig. 3. Lorenz chaotic system phase diagram.

3.4. Lorenz Chaotic Maps

Chaotic sequences are particularly suited for secure commu-
nications due to their pseudo randomness, ergodicity, and
sensitivity to initial values [15]. Unpredictable yet determined,
chaotic sequences could produce entirely distinct output se-
quences with only a slight alteration from the initial value. As
a result, chaotic systems are frequently used in watermarking,
secure communication, and cryptography. Lorenz chaotic sys-
tems feature more dynamical behaviors and variables of the
system than their low-dimensional counterparts, suggesting
a larger key space and higher levels of unpredictability [16].
In order to finish the encryption in the proposed scheme, we
use a Lorenz chaotic system due to the aforementioned fea-
tures. The following is a mathematical expression of a typical
Lorenz chaotic system [16]–[18]:

ẋ = a(y − z)
ẏ = cx− xz − y
ż = xy − bz

, (12)

where a = 10, b = 8/3, c = 28.
A phase diagram of a Lorenz chaotic system has been depicted
in Fig. 3. It starts with initial values x, y, and z which repre-
sent a set of CSI amplitude, phase, and frequency between
legitimate users where the TDD mode is adopted. The fol-
lowing is the processing of chaotic sequences {xi}, {yi}, and
{zi}, which have been based on the quantization approach
introduced in [18]:

Dxi = mod(1 000× xi, 256)/256
Dyi = mod(1 000× yi, 256)/256
Dzi = mod(1 000× zi, 256)/256

, (13)

After that, each of the elements in Dxi is converted to 1 or 0
based on the binary sequence Lxi:

Lxi =

{
0, Dxi < 0.5

1, Dxi ­ 0.5
, (14)

We could acquire the corresponding chaotic binary sequences
Lyi andLzi through that same quantification technique. In the
proposed scheme, two chaotic binary sequences are required

to complete the encryption process. Thus, sequences Lxi,
Lyi and Lzi are processed in the following way:{

B1 = Lxi
⊕
Lyi

B2 = Lyi
⊕
Lzi

. (15)

The Lorenz chaotic system generates two chaotic binary
sequences as a result. The selection of the subcarrier index
as well as the modulation of the data symbols are encrypted
using the two chaotic binary sequences, respectively.

4. Problem Statement
Despite their efficiency, conventional OFDM systems are sus-
ceptible to eavesdropping and other security risks, as wireless
communications are broadcast and open. Traditional encryp-
tion techniques concentrate primarily on the communication
protocol’s higher levels, which adds complexity and does not
always offer enough protection. Furthermore, such techniques
frequently entail complex key management procedures that
could be time consuming and vulnerable to security breaches
at the key distribution phase. A promising OFDM-IM encodes
information in both the constellation symbols and subcarrier
indices, thus increasing spectral efficiency and dependabili-
ty. However, OFDM-IM systems are susceptible to security
risks, just as their traditional OFDM counterparts are. Among
the drawbacks of physical layer encryption techniques now
in use for OFDM-IM are their high complexity, substantial
transceiver structure modifications, and their major emphasis
on the selection of the subcarrier index at the expense of data
symbol modulation security.
Furthermore, the detection accuracy and computational com-
plexity of OFDM-IM systems pose additional challenges. The
maximum likelihood (ML) detector, while highly accurate,
suffers from exponentially increased decoding complexity,
making it impractical for larger values of subcarriers and mod-
ulation orders. On the other hand, simpler detection methods
may not provide the required level of accuracy, especially
in the presence of security mechanisms. Therefore, there is
a need for a secure, efficient, and low-complexity encryption
scheme that can protect both the subcarrier indices and the
data symbols in OFDM-IM systems, while maintaining or
improving performance and reliability of the transmission.
In addition, an effective detection mechanism that balances
accuracy and complexity is required. By introducing a new
chaotic encryption approach, this work seeks to overcome
such challenges. Furthermore, it employs a hybrid greedy
detector (GD) alongside the ML detector to optimize the
trade-off between computational complexity and detection
accuracy, ensuring robust and efficient performance in practi-
cal applications.

5. System Model
The general model of a wiretap channel serves as a basis
for security analysis [19]. As depicted in Fig. 4, Alice uses
the wiretap channel for passive eavesdropping, whereas Eve
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Fig. 4. General wiretap channel model.

tries to send Bob legitimate messages covertly via the secret
channel. Given that Eve experiences independent channel
fading, it is assumed that she is located half a wavelength away
from the legitimate receiver. Because of the wireless channel’s
reciprocity, Bob and Alice could receive the same CSI if
communication is conducted in the TDD mode and a perfect
channel estimate is possible. It is important to remember
that CSI must adhere to the wireless channel’s reciprocity
requirement and must not alter during the coherence time.
Additionally, Bob and Alice establish the Lorenz chaotic
system’s initial values for the CSI’s amplitude, frequency,
and phase. Modulation of data symbols and subcarrier index
selection are encrypted using the resulting chaotic sequences.
Eve cannot acquire secret keys which represent initial Lorenz
chaotic system.
The transmitter of the proposed chaotic encrypted OFDM-
IM scheme, as depicted in Fig. 5, is mainly made up of
a secure modulator of data symbols depending on chaotic
maps and the index selector. Unlike traditional OFDM-IM
systems, the method under consideration ensures two levels
of security. Only the legitimate receiver is capable could
accurately recovering original messages using the established
mapping criteria.
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Fig. 5. Block diagram of the proposed transmitter of a chaotic
encrypted OFDM-IM model.

5.1. Chaotic Maps on the Selections of the Subcarrier
Indices

We provide an encrypted chaotic subcarrier index selector that
is based on a combinatorial technique [1]. A natural number
may be mapped to its corresponding combination by a com-
binatorial method, and the Lorenz chaotic system produces
chaotic binary sequences which are used for randomizing the
combination.
First, q1 bits undergo conversion to the corresponding decimal
value Z, and then this number is converted into the sequence
J = {ck, · · ·, c1} through the combinatory technique:

Z = C(ck, k) + . . .+ C(c2, 2) + C(c1, 1) . (16)

Indices regarding the active subcarrier are specified through
J + 1. Let us assume that Dk = {dk, . . . , d1} denotes
active sub-carrier indices and k = 2r1 , r1 > 0. We denote
the corresponding chaotic binary sequence through Bl1 =
B1(1), B1(2), . . . , B1(l).
We convert each r1 bit in Bl1 into a corresponding decimal
number, therefore creating decimal sequence T k that is k
long. The decimal values that are contained in T k traverse
each one of the values between 0 and k − 1 due to ergodicity
of the chaotic sequences. After that, the indices of active
subcarrier Dk are randomized.
Therefore, we acquire encrypted indices of active sub-carrier
Ek: {

E(i1) = D(i2)

T (i2) = i1
i1, i2 = 0, 1, . . . , k − 1 . (17)

5.2. Chaotic Maps on the Modulation of Data Symbols

We propose a data symbol modulator that is secure and
relies on chaotic maps. Here, the chaotic encrypted data
symbol modulation process is explained using 32-QAM as
an example.
Let us assume Bl2 = B2(1), B2(2), . . . , B2(l) represents
a chaotic binary sequence that corresponds to modulation of
encrypted data symbols. As shown in Fig. 6, P0(ro, θo) rep-
resents the original data symbol, while Pc(rc, θc) represents
a data symbol after mapping in a chaotic manner. More-
over, r0, rc represents symbol amplitude and θ0, θc stands for
symbols phase with following relation:{

rc = r0

θc = θ0 + 2πMcM
, (18)

whereM represents a real constant andM = 2r2 , r2 > 0.
Next, each r2 bits inBl2 are converted into decimal valueMc.
Because of the ergodicity of chaotic maps, the range ofMc
lies between 0 and M − 1, thus 2 × πMcM ranges between
0 and 2π. Let M be set as 256, r2 be 8, and Mc could be
specified through each eight bits in Bl2.

5.3. Detection at the Receiver’s Side

For the recovery of original messages, an ML detector has
been used on the legitimate receiver side [1]. It is believed that
the receiver side could accomplish a flawless CSI estimate.
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Fig. 6. Process of chaotic maps on the modulation of data symbols.

Inverse encryption operations could be carried out for Bob
in order to recover the original key, because the secret users
share secret keys as the well as the encryption method. The
encrypted data symbol that has been carried by an active
subcarrier could be recovered once indices of the sub-carrier
are identified. Chaotic maps could be used to decrypt the
secret key symbol using secret keys. Thus, at the legitimate
receiver side, information carried through the encrypted
modulated data symbols as well as the encrypted subcarrier
indices could be recovered.
With regard to the multipath fading scenario, wireless chan-
nels are geographically separated. Therefore, Eve at a third
party cannot acquire the same CSI as Bob and Alice. Eve is
thus limited to trying to decode the message using a stan-
dard IM detector. Eve cannot decrypt the encrypted messages
without secret keys, though, since the data symbol and indices
of active the subcarrier are encrypted messages. Therefore,
Eve could not get useful messages.
Furthermore, compared to schemes [12], [14], only modest
modifications to the structure of the traditional OFDM-IM
system are required throughout the detection phase. Because
of the simplicity of the transceiver structure, this scheme is
easy to implement in practical applications.

6. Performance Analysis

This section evaluates the performance of the proposed chaotic
encryption method for the OFDM-IM systems, with a focus
on both security and reliability.

6.1. Analysis of Secrecy

The proposed scheme leverages the initial values of the Lorenz
chaotic system as secret keys. Given the sensitivity of the
Lorenz system to initial conditions, even minute deviations
(around 10–15) can lead to entirely different output sequences.
This characteristic results in a large key space, estimated at
approximately 1045 (1015×1015×1015), which offers robust
protection against exhaustive search attacks and significantly

improves system security compared to conventional encryp-
tion methods.
Traditional approaches, such as those referenced in [10]
and [12], typically secure only one of these aspects, namely
subcarrier indices or data symbols. Although method [13] ad-
dresses both, it is directly based on CSI without the additional
chaotic encryption layer.
However, this approach integrates chaotic maps based on
CSI, which are only known precisely to legitimate commu-
nication partners. Due to chaotic system’s sensitivity, it is
nearly impossible for an eavesdropper to replicate the same
sequences without access to the initial conditions, making it
exceedingly difficult for unauthorized parties to decode the
intercepted signals. This dual-layer encryption significantly
enhances OFDM-IM security.

6.2. Reliability Analysis

Monte Carlo simulations conducted over Rayleigh fading
channels are used to validate the reliability of chaotic en-
crypted OFDM-IM system. The following parameters have
been used in such simulations: each OFDM frame has 200
symbols, two of the four subcarriers are active, and the mod-
ulation method is 4QAM.
The results shown in Fig. 7 demonstrate that the bit error rate
(BER) performance with respect to the encrypted OFDM-
IM system is comparable to that of traditional OFDM-IM
solutions. This indicates that the use of chaotic maps for
encryption does not degrade the system’s transmission per-
formance.
Moreover, the simulation highlights that the transmission
performance for unintended receivers – those without access
to the secret keys – deteriorates significantly. This degradation
validates the improved security offered by the proposed model,
as eavesdroppers without private keys are not capable of
effectively decoding transmitted signals.

6.3. Comparative Detection Performance

Besides the validation of transmission performance, the anal-
ysis compares the performance of two detection approaches:
the hybrid greedy detector (GD) and the maximum likelihood
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detector (ML). GD had demonstrated superior performance
compared to ML in terms of computational efficiency and
detection accuracy. GD operates in two stages: initially, it de-
tects active subcarriers through the evaluation of received
signal power, simplifying the detection process and reducing
computational complexity. In the second stage, it applies the
criterion of maximum potential for estimating M-ary symbols
on identified active subcarriers. This method ensures good
accuracy of the detection process and considerably reduces
computational burden in comparison with the ML detector, in
particular as the number of modulation orders and subcarriers
is increased.
The ability of hybrid GD to efficiently and accurately detect
active sub-carriers and their corresponding symbols makes
it well-suited for the proposed encrypted OFDM-IM sys-
tem. Its performance-related advantage over the ML detector
is especially pronounced in scenarios with larger numbers
of subcarriers and higher modulation schemes, where the
computational complexity of the ML detector becomes im-
practical.
Although the proposed chaotic encryption approach based on
Lorenz chaotic maps is responsible for boosting the security
of OFDM-IM systems, the role of two-stage GD focuses pri-
marily on reducing receiver side complexity and increasing
detection robustness. Chaotic encryption randomizes both
subcarrier indices and data symbol modulation, which en-
larges the hypothesis space and increases index uncertainty
at the receiver.
GD addresses this issue by performing an energy-based selec-
tion of active subcarriers in its first stage, thereby suppress-
ing unlikely index hypotheses before symbol detection. This
mechanism improves robustness against index uncertainty in-
troduced by chaotic encryption and leads to improved BER
performance that is shown in Fig. 8. It should be noted that
GD does not enhance the security of the system itself, but
rather enables efficient and reliable detection under the pro-
posed encrypted OFDM-IM framework. This explains the
BER behavior observed in Fig. 8 and confirms that the im-
proved performance of GD under chaotic encryption does not
contradict the theoretical optimality of the ML detector.

7. Conclusions

According to simulation results, the proposed scheme en-
hances the level of security without compromising transmis-
sion performance. Additionally, the illegal communication
transmission performance has further validated the security.
Furthermore, in comparison to the current encryption tech-
niques, the added complexity and adjustment required for
traditional OFDM-IM systems are negligible. It has been
demonstrated that the suggested side-encrypted OFDM-IM
system offers good prospects in terms of practical applications,
taking into account both simulation results and theoretical
analysis.
Future research could look into more techniques for remov-
ing secret keys from wireless channels. Moreover, various
communication contexts could benefit from the application of
chaotic encryption techniques to raise their security standards.
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