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Abstract—A laboratory is an organization which operates
a quality system, has technical competence, generates valid
results and its quality system and technical competence are
conformed and recognized. A cryptology laboratory operates
in information technology security area, where cryptographic
methods of information protection play main role. Appropri-
ate confidence, correctness and effectiveness of security ser-
vices is needed and may be achieved trough development, eval-
uation, accreditation and certification processes performed by
competent and commonly recognized organizations like: lab-
oratories, certification and accreditation bodies. We describe
in the paper the accreditation and certification structure and
the IT security framework and also the role of the cryptology
laboratory in this structure and framework.

Keywords— cryptology laboratory, certification, accreditation,
quality system, ISO/IEC 17025 standard.

1. Introduction

A laboratory is an organization [1] which:

operates a quality system — according to the ISO/IEC
17025! international standard;

— is technically competent — has competent personnel,
sufficient equipment and appropriate test methods
and procedures;

— is able to generate technically valid results;

— has conformed and recognized competence (for ex-
ample) by government bodies.

A cryptology laboratory is a specific kind of laboratory
which operates in information technology (IT) security
area, where cryptographic methods of information protec-
tion play main role. Each IT system or a product has its
own requirements [3] for maintenance of confidentiality,
integrity and availability and implement a number of tech-
nical security enforcing functions to meet these require-
ments. Appropriate confidence, correctness and effective-
ness of these functions are needed and may be achieved
through development, evaluation, accreditation and certifi-
cation processes performed by competent and commonly
recognized organizations: laboratories, certifications bod-
ies and accreditation bodies.

1“Ogélne wymagania dotyczace kompetencji laboratoriéw badawczych
i wzorcujacych”, PN-EN ISO/IEC 17025, 2001 (in Polish).
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The main area of activity of the Cryptology Laboratory is
testing, analyzing and evaluating of cryptographic:

systems and devices;

transformations (ciphers, integrity functions, genera-
tors, etc.);

— protocols;

other crypto mechanisms.

Results of these tests, analysis and evaluations are used in
design and certification processes of:

— secure IT products;

— products that bring security features to general sys-
tems

— or in design and accreditation of secure IT systems.

In this paper, we explain evaluation processes and eval-
uation criteria of secure IT products and systems during
the certification of type and the certification of conformity.
We show the role in certification processes of the Cryptol-
ogy Laboratory and we emphasize importance of its quality
system and the set of technical procedures.

2. Product certification and system
accreditation

Information technology security [4] means:

— confidentiality — prevention of the unauthorized dis-
closure of information;

— integrity — prevention of the unauthorized modifica-
tion of information;

— availability — prevention of the unauthorized with-
holding of information or resources.

An IT system or product has its own requirements for
maintenance security services and it implements a number
of technical security enforcing functions to meet these re-
quirements. Appropriate confidence, correctness and effec-
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tiveness of these functions is needed and may be achieved
through development, evaluation, accreditation and certifi-
cation processes performed by competent and commonly
recognized organizations like: laboratories, certification
and accreditation bodies (see Fig. 1).

Accreditation bodies

! !

Laboratories Certification bodies

e testing e product certification

e system certification
and accreditation

e cvaluating

e analyzing
o personnel certification

Fig. 1. Accreditation and certification structure.

Accreditation bodies recognize and verify competence of
laboratories and certification bodies. It is a national orga-
nization responsible for accrediting laboratories and certifi-
cation bodies according to the standards, for example to the
ISO/IEC 17025 standard or another requirements. Accredi-
tation is a procedure by which an authoritative accreditation
body gives formal recognition that the laboratory or certi-
fication body is competent to carry out specific conformity
assessment tasks.

Certification bodies perform a product and system certifi-
cation, a system accreditation and a personnel certification.
A certification body is a national organization, often the
National Security Authority, responsible for administering
evaluations of products and systems within that country.
The certification body issue certificates (certification re-
ports) — public documents, which are formal statements
confirming the results of the evaluation and that the eval-
uation criteria, methods and procedures were correctly ap-
plied.

Laboratories perform testing also analyzing and evaluat-
ing of devices and systems. Accredited laboratories issue
evaluation technical reports which are submitted to the cer-
tification body detailing the findings of an evaluation and
forming the basis of the certification.

Development

/ N

Evaluation Operation
Certification > Accreditation

Fig. 2. IT security framework.

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

41204

IT security framework covers [2]: development, evaluation,
certification, accreditation and operation of a security de-
vice or system (as in Fig. 2).

In the development process an IT system or product is built.
In the evaluation process it is assessed against defined se-
curity evaluation criteria.

In the certification process it is confirmed that the results
of an evaluation are valid and the evaluation criteria have
been applied correctly.

In the system accreditation process it will be confirmed that
the use of an IT system is acceptable within a particular
environment and for a particular purpose.

In the secure operation process an accredited system is op-
erated according to approved procedures.

3. General requirements for testing
laboratories

A testing laboratory should meet requirements according to
the ISO/IEC 17025 standard issued in 1999, which covers:
“General requirements for the competence of testing and
calibration laboratories”. The standard [1] includes:

— management requirements concerning quality system
and documentation;

— technical requirements concerning personnel, test
methods and equipment.

This standard is applicable to all organizations performing
test also laboratories where testing forms part of product
certification. It is for use in developing quality, administra-
tive and technical systems. Laboratory clients, regulatory
authorities and accreditation bodies may also use it in con-
firming or recognizing the competence of laboratories.

Management requirements [1] for a laboratory include:

1. Organization — the description of the laboratory or-
ganization and the identification of potential conflicts
of interest, when a laboratory is a part of larger or-
ganization.

2. Quality system — introduces some specific directions
what must be in a quality policy statement to comply
with ISO/IEC 17025 standard.

3. Document control — demonstrates how laboratory’s
documents are issued, identified, changed and ap-
proved.

4. Review of requests, tenders and contracts — it is to
resolve any differences between the request or tender
and the contract before any work commences. Each
contract shall be acceptable both to the laboratory
and the client.

5. Subcontracting of tests and calibrations — when the
laboratory subcontracts work, this work shall be
placed with a competent subcontractor (complies
with ISO/IEC 17025 standard).
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6. Purchasing services and supplies — the laboratory
should have procedures for the selection purchasing
of services and supplies that affect the quality of the
tests.

7. Service to the client — describes laboratory’s coop-
eration with the client and principles of a client’s
access to relevant areas of the laboratory’s work.

8. Complaints — the laboratory should have procedures
for the resolution of complaints received from clients.

9. Control of nonconforming testing work — there are
specific requirements for dealing with nonconforming
testing results and reference to corrective action in
such cases.

10. Corrective action — there are specific procedures de-
fined for cause analysis, selection and implementa-
tion of corrective action, subsequent monitoring and
follow-up audits.

11. Preventive action — it should be undertaken, if
improvements and potential sources of nonconfor-
mances, either technical or concerning the quality
system are identified.

12. Control of records — quality and technical records
from internal audits and management reviews as well
as records of corrective and preventive actions.

13. Internal audits — internal auditors periodically con-
duct internal audits of activities of the laboratory to
verify its quality system and the testing activities.

14. Management reviews — the laboratory’s executive
management periodically conduct a review of the
laboratory’s quality system and testing activities to
ensure their continuing suitability and effectiveness,
and to introduce necessary changes or improvements.

Technical requirements for a laboratory include [1]:

1. General — describes which factors determine the cor-
rectness and reliability of the tests performed by
a laboratory.

2. Personnel — the laboratory should have competent
personnel as well as plans and procedures of educa-
tion and training.

3. Accommodation and environmental condition — labo-
ratory facilities and environmental conditions should
help testing and do not adversely affect the required
quality of tests.

4. Test methods and method validation — the laboratory
uses methods and procedures for testing which should
be validated if they are not standardized.

5. Equipment — the laboratory shall possess sampling,
measurement and test equipment which should be
regularly calibrated or checked.
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6. Measurement traceability — it is traceability to the
International System of Units (SI). It is possible and
desirable in some areas and not in others.

7. Sampling — it is a procedure whereby a part of a sub-
stance, material or product is taken to provide for
testing.

8. Handling of test items — the laboratory shall have
procedures for the transportation, receipt, handling,
protection, storage and retention of test items to pro-
tect the interests of the laboratory and the client.

9. Assuring quality of test results — the laboratory shall
have quality control procedures for monitoring the
validity of tests undertaken.

10. Reporting the results — the results of each test car-
ried out by the laboratory shall be reported in the test
report accurately, clearly, unambiguously and objec-
tively and shall include all the information requested
by the client and necessary for the interpretation of
the test results.

Many factors determine the correctness and reliability of
the tests performed by a laboratory. These factors include
contributions from: human factors, accommodation and
environmental conditions, test methods and method vali-
dation, equipment, measurement traceability, sampling and
handling of test items. The laboratory shall take account of
these factors in developing test methods and procedures, in
the training and qualification of personnel and the selection
of the equipment it uses.

4. Documentation of a laboratory

There are quality and technical documentations maintained
in the laboratory. Laboratory’s documentation should:

— be prepared according to the requirements included
in the ISO/IEC 17025 standard;

— strict correspond with the real laboratory’s activities;

— be updated, approved, legible, and accessible for the
laboratory’s personnel.

Documentation of the laboratory should include:

— The Quality Manual,

The Management Procedures Manual,
— The Technical Procedures Manual,

Test Instructions,

— other documents and records describing every impor-
tant properties and activities of the laboratory.
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Basic laboratory’s document is “The Quality Manual”. In
the quality manual there are defined the laboratory’s qual-
ity system policies and objectives. The quality manual out-
lines the structure of the documentation used in the quality
system of the laboratory. The quality manual includes or
makes references to the supporting management procedures
and technical procedures. The roles and responsibilities of
quality and technical management as well as the rest of the
personnel are defined in the quality manual.

“The Management Procedures Manual” is created if such
procedures are not included in the quality manual. This
manual covers supporting procedures of managing qual-
ity system and not covers technical (sampling and testing)
procedures. Some aspects and data of laboratory’s quality
system can be covered by other documents, for example:
rights and responsibilities of the laboratory’s personnel and
the organization and management structure.

“The Technical Procedures Manual” consists of laboratory-
developed procedures which describe non-standard meth-
ods, laboratory-designed/developed methods, amplifica-
tions and modifications of standard methods. Developed
methods and procedures should have been validated before
use. Validation is the confirmation by examination and
the provision of objective evidence that the particular re-
quirements for a specific intended use are fulfilled. Each
developed procedure should include records with results
obtained form validation process.

“The Test Instructions” are supplements to the technical
procedures. Test instructions are issued, if technical pro-
cedures insufficiently describe testing methods. A test in-
struction describes in details each steps to perform a techni-
cal procedure, such as: preparing samples, checking equip-
ment, preparing workspace, performing tests, recording ob-
servations and results, other details needed to perform test-
ing procedure.

Other documents and records maintained in the laboratory:

— definitions and terminology;
— a organization scheme of the laboratory;

— personal cards (function descriptions, duties, respon-
sibilities);

— training (annual plans and programs of trainings);

— client complaints (register of complains, laboratory’s
judgments);

— approved suppliers (cards, problems, reviews);

— measuring equipment (register of equipment and their
service, repairs, checks and calibrations);

— audits (schedule, programmes and reports);
— internal problems and correction actions;

— projects (proposals, realizations, approvals and intro-
ductions of documents of quality and testing system).
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5. Test methods and procedures of the
Cryptology Laboratory

The main area of activity of the Cryptology Laboratory is
testing, analyzing and evaluating of cryptographic:

— systems and devices;

— transformations (ciphers, integrity functions, genera-
tors, etc.);

— protocols and other crypto mechanisms.

Results of these tests, analysis and evaluations are used in
design and certification processes of:

— secure information technology products,

— products that bring security features to general sys-
tems;

or in design and accreditation of:
— secure information technology systems.

In the cryptology area, there are dominating non standard
methods, which base on the common recognized evalua-
tion criteria of ciphers, devices and systems. There are
well known (or not) methods for determining crypto secu-
rity parameters and features, which can by applicable as
laboratory developed methods and procedures.

The cryptology laboratory can perform methods and pro-
cedures for:

— type certification;
— certification of conformity for objects or systems;

— evaluation of parameters for ciphers and other crypto
transformations, binary sequences, etc.

Type certification bases on the national law and regu-
lations and on the established criteria, for example on
the Information Technology Security Evaluation Criteria —
ITSEC [2] or Common Ceriteria for Information Technology
Security Evaluation — CC [3]. Methods and procedures for
type certification describes major actions taken during this
process. Such methods and procedures can cover evalua-
tions of crypto transformations and mechanisms used in an
assessed object.

Technical procedures for type certification can cover pro-
cedures such as:

e Inspection of the documentation — includes methods
for determining whether the documentation of eval-
uated object is complete, precisely and exhaustively
describes all aspects, which are essential for certifi-
cation and for the goals, which was put in.

e Checking correctness of implementation — includes
methods for determining whether the security en-
forcing functions are correctly implemented in the
evaluated object.
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o Effectiveness analyzing — includes methods for deter-
mining whether the security measures implemented
in the evaluated object are effective against the iden-
tified threats.

e Vulnerabilities analyzing — includes methods for de-
termining how recommended countermeasures pre-
vent evaluated object from successfully attacking us-
ing construction, operational and exploitable vulner-
abilities detected in the object.

e Other technical procedures written according to the
established criteria (ITSEC, CC, etc.).

Certification of conformity authenticate that evaluation ob-
ject is consistent with type of object, which obtained type
certificate. Certification of conformity process can cover
all of objects or samples taken from production line. Tech-
nical procedures for certification of conformity make use of
documentation and prototype objects, which were basis of
the type certification. Each assessed object can require new
procedures developed on the start of certification process.

Technical procedures for certification of conformity can
cover procedures such as:

e Examination of conformity for the software — in-
cludes methods for determining whether the tested
software is compatible with prototype of this soft-
ware.

e Examination of conformity for the device — includes
methods for determining whether the tested object is
compatible with prototype of the object, for which
certificate of type was issued.

Technical procedures for evaluation of crypto-transforma-
tion can cover procedures such as:

e Randomness testing of binary sequences produced by
stream ciphers, block ciphers, hash functions, etc.

e Independence testing of pairs of binary sequences
produced by stream ciphers, block ciphers, hash func-
tions, etc.

e Avalanche testing of block ciphers and other crypto
transformations, for example S-boxes.

e Nonlinearity testing of crypto transformations, for ex-
ample S-boxes.

5.1. Randomness testing

Binary sequences produced by ciphers should be statisti-
cally random in order to achieve high security level of cryp-
tographic system. We examine randomness of sequences
using statistical tests [8, 10]. These tests use statistics of
binary samples and also chi-square and normal distribu-
tions. We use following statistical tests: frequency test,
serial test, poker tests, runs test and autocorrelation test.
During statistical testing of binary sequence we count ap-
propriate statistics for each test. Obtained statistics we split
into classes, which identify them from the best to the worst.
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In the Cryptology Laboratory we have a technical proce-
dure, which describes in details how to get samples of bi-
nary sequence, how to perform statistical testing of samples
and how to interpret results of testing. This procedure uses
laboratory-developed software, which implement statistical
tests used in the method. The procedure and software are
validated in the laboratory that gives expected results of
testing. We use this procedure for testing binary sequences
taken from:

— random and pseudorandom generators;

— stream and block ciphers;

password and key generators;

other cryptographic functions, where randomness is
crucial.

5.2. Independence testing

Independence testing is similar to randomness testing but
concern pairs of binary sequences. Binary sequences pro-
duced by ciphers should be statistically independent and
we examine independence of pairs of them using statistical
tests [9, 10]. These tests use statistics of pairs of binary
samples and also chi-square and normal distributions. We
examine independence of a pair of binary sequences using
three statistical tests for appropriate bit-length pairs. For
each test we count suitable statistics. Obtained statistics
we split into classes, which identify statistics from the best
to the worst.

In the Cryptology Laboratory we have a technical proce-
dure, which describes in details how to get samples of pairs
of binary sequence, how to perform statistical testing of
samples and how to interpret results of testing. This proce-
dure uses laboratory-developed software, which implement
statistical tests used in the method. The procedure and
software are validated in the laboratory that gives expected
results of testing.

5.3. Avalanche testing

There are a few criteria of avalanche testing. The basic
are: avalanche effect and strict avalanche criterion (SAC).
Full avalanche effect and full SAC should appear after
a few rounds in a properly constructed block cipher. Full
avalanche effect will occur in the cipher, if the average
number of changed bits in cryptograms is equal to the half-
length of ciphered block, as a result of any bit of plain text
or key changes. The cipher will fulfil the strict avalanche
criterion, if the average probability of bit changing in cryp-
tograms is equal to 0.5, as a result of any bit of plain text
or key changes.

In the Cryptology Laboratory we implemented software
calculating avalanche effect and strict avalanche effect
which occur in the evaluated block cipher. This software is
used by procedures which describes in details how to pre-
pare cipher for testing, how to perform testing of avalanche
effects in the cipher and how to interpret results of testing.
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The procedure and software are validated in the laboratory
that gives expected results of testing. We use this procedure
for testing block ciphers and other cryptographic functions,
where avalanche effects are crucial.

5.4. Nonlinearity testing

Nonlinearity is a basic criterion in achieving resistance
of ciphers to cryptanalysis. We can calculate nonlinear-
ity for Boolean functions and for complex functions com-
posed of Boolean functions. Nonlinearity of a function is
the Hamming distance to the nearest affine function (it is
called classical nonlinearity) or to the nearest function,
which have linear structure (it is called strict avalanche
criterion). Cryptographically strong functions should have
high nonlinearity — it means — large distance to crypto-
graphically weak affine functions and function with linear
structure.

In the Cryptology Laboratory we implemented software and
a procedure for nonlinearity testing. We use this proce-
dure for testing: elements of block ciphers (for example
S-boxes), Boolean functions (used in S-boxes and stream
ciphers) and other cryptographic functions, where nonlin-
earity is crucial.

5.5. Examination of conformity

In the Cryptology Laboratory we have testing procedures
used in certification of conformity processes of crypto-
graphic devices and software. We examine evaluated ob-
ject, whether it is consistent with type of the object, which
obtained type certificate. We process all of the objects or
samples taken from production line. Results of our testing
are basis for issuing certificate of conformity for examined
objects by certification authority. Security devices and soft-
ware with such certificates (and with certificate of type) can
be used in IT security systems which process sensitive in-
formation (if obtain accreditation certificate).

Each assessed types of objects can require new procedures
developed on the start of certification process.

6. Summary

Products and systems used for processing sensitive and
classified information should be evaluated, certificated and
accredited by competent and common recognized organi-
zations like laboratories and certifications bodies. Certifi-
cation bodies conduct certification processes, commission
laboratory’s testing, evaluations and analysis, and on this
basis issue certificates for products and systems. Labora-
tories and certification bodies should operate according to
the standards and be recognized by accreditation bodies.

The Cryptology Department has been operating in the
Military Communication Institute for many years. The
Cryptology Laboratory operates within the whole Cryp-
tology Department using the quality system according to
the ISO/IEC 17025 standard. The Cryptology Laboratory
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bases on the resources of the Cryptology Department, its
personnel, knowledge and experience. The quality system
according to the ISO/IEC 17025 standard was introduced
in the Cryptology Laboratory in 2002. The Cryptology
Laboratory is now recognized by the Products Certification
Unit of the Military Security Authority.

Main object of interest of the Cryptology Laboratory is
testing, analyzing and evaluating military crypto devices
and systems. The Cryptology Laboratory performs works
commissioned and financed by producers and vendors of
cryptographic devices and systems. Results of the Cryp-
tology Laboratory works are used in the certification and
accreditation processes performed by the Products Certifi-
cation Unit.
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